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Abstract

Thispapewdiscussetheuseof Explicit CongestioNoti-
fication(ECN)mechanisma theTCP/IPprotocol. The
first partproposesiewguidelinesfor TCP’'sresponséo
ECN mechanismge.g., SourceQuenchpackets,ECN
fieldsin packetheaders).Next, using simulations,we
explorethe benefitsanddrawbacksf ECN in TCP/IP
networks. Our simulationsuse RED gatewaysmodi-
fied to setan ECN bit in the IP packetheaderas an
indicationof congestionwith Reno-styleT CP modified
to respondto ECN aswell asto packetdropsasindi-
cationsof congestion. The simulationsshow that one
advantag®f ECN mechanismss in avoidingunneces-
sary packetdrops,andthereforeavoiding unnecessary
delay for packetsfrom low-bandwidthdelay-sensitive
TCP connections.A secondadvantagef ECN mech-
anismsis in networks(generallyLANS) wherethe ef-
fectivenesof TCP retransmittimersis limited by the
coarsggranularityof theTCPclock. Thepaperalsodis-
cussesomeimplementatiorissuesconcerningspecific
ECN mechanism# TCP/IPnetworks.

1 Introduction

This paperproposeguidelinesfor TCP’s responsdo
ECN (Explicit CongestionNotification) mechanisms,
andexploregheeffectuponperformancef ECN mech-
anismsin TCP/IP networks. The paperdiscussesome
implementationissuesconcerningECN mechanisms,
butdoesnotmakespecificcecommendationsoncerning
theuseof ECN mechanism& TCP/IPnetworks.

In current TCP/IP networks, TCP relies on packet
dropsasthe indicationof congestion.The TCP source
detectdroppedpacketsitherfrom the receiptof three
duplicateacknowledgementACKs) or afterthe time-
out of a retransmittimer, and respondsto a dropped
packetby reducingthe congestiorwindow [J83. TCP
implementationslsorespondo ICMP SourceQuench
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messagedyut SourceQuenchmessagearerarelyused,
in partbecaus¢heycanconsumenetworkbandwidthin
timesof congestion.

The reliance on packetdrops as the indication of
congestionis perfectly appropriatefor a network with
routerswhosemain function is to route packetsto the
appropriateoutputport. Most currentroutersin TCP/IP
networkshaveno provisionfor the detectionof incip-
ient congestion.Whena queueoverflows,packetsare
dropped.Whenthe TCPsourcedetectghis packetrop,
the TCP sourceinfersthe presencef congestiorin the
network.

Future routers are likely to have more developed
mechanismdor the detectionof incipient congestion.
With the DECbitschemefor exampleroutersdetectin-
cipientcongestiorby computingheaveragejueuesize,
andsetthe ECN bit in packetheadersvhentheaverage
gueussizeexceedsicertainthresholdRJ9Q. Recently-
proposedRandom Early Detection (RED) gateways
have a similar ability to detectincipient congestion
[FJ93. Gatewaysvith mechanism$or detectingncip-
ient congestiorbeforethe queueoverflowsarenot lim-
ited to packetdropsasthe methodof informing sources
of congestion.

Fornetworkswith mechanismfor thedetectiorof in-
cipientcongestionthe useof ECN mechanismsor the
notificationof congestiorto theendnodespreventaun-
necessaryacketdrops. For bulk-dataconnectionsthe
useris concernednly with the arrival time of the last
packetof data,and delaysof individual packetsare of
no concern.For someinteractivetraffic, however such
astelnettraffic, the useris sensitiveto the delayof indi-
vidual packets.For suchlow-bandwidthdelay-sensitive
TCP traffic, unnecessarypacketdropsand packetre-
transmissionganresultin noticeableandunnecessary
delaysfor the user For someconnectionsthesedelays
can be exacerbatedby a coarse-granularityf CP timer
thatdelaysthe sources retransmissionf the packet.

A secondbenefitof ECN mechanismss that with
ECN, sourcescan be informed of congestionquickly
and unambiguouslywithout the sourcehavingto wait
for eitheraretransmitimer or threeduplicateACKs to
infer adroppedpacket.For bulk-dataT CPconnections,



thedelayfor theretransmissionf anindividualpackeis
not generallyanissue. For bulk-dataTCP connections
in wide-areaenvironmentsthe congestionwindow is
generallysufiiciently largethatthedroppedpackeis de-
tectedfairly promptlyby the FastRetransmiprocedure.
Neverthelesdpr thosecasesvherea droppedpackets
not detectedby the FastRetransmitprocedurethe use
of ECN mechanismganimprove a bulk-dataconnec-
tion’sresponséo congestionIf thesources delayedn
detectinga droppedoacket,perhapsiueto asmallcon-
gestioncontrolwindowandacoarse-graine@iCPtimer,
thesourcecanlie idle. This delay whencombinedwith
theglobalsynchronizationcanresultin substantialink
idle time.

An additionalmotivationfor the explorationof ECN
mechanismsn TCP/IP networks concernsthe possi-
bility of TCP/IP traffic traversingnetworksthat have
their own congestioncontrol mechanismge.g., ATM
networks). With currentimplementation®f TCP, such
networksarelimited to packetdropsasthe only viable
mechanismto inform TCP source®f congestion.Such
networkswvouldbenefifrom theadditionto TCPof more
intelligentECN-responsmethods.If thiswerethecase,
thenfor TCPtraffic thattravelsfor all or partof its path
overATM networks ECNmechanismsouldbeinvoked
attheedgeof the ATM networkandusedto inform TCP
sourcesof congestionwithin the ATM network. This
useof ECN mechanismso inform TCP sourcef con-
gestionwould beindependentf the congestiorcontrol
mechanismsvithin the ATM networks.

This paperexploressomeof the generaladvantages
anddisadvantagesf ECNmechanisms TCP/IPmech-
anisms, but doesnot make recommendationgor or
againstspecificECN mechanismge.g.,the addition of
an ECN field to IP headers).Theresultsin this paper
areintendedto be qualitative,not quantitative. For ex-
ample,while it is clearthatthe useof ECN canreduce
thepacketdelayfor low-bandwidthdelay-sensitivd CP
traffic, the extentof this benefitdependson the exact
networktopology the traffic mix, andthe detailsof the
relevantgatewayandtransporicongestiorcontrolalgo-
rithms. The simulationsin this papershowthatthe use
of ECN canreducepacketdelay, butthey do not quan-
tify theexpectedeductionin packetdelayin aparticular
network.

Section2 discussesomecurrentECN mechanisms,
suchasSourceQuenchin TCP/IPnetworks. Section3
briefly discussegshe role of the routerin detectingin-
cipientcongestion.Section4 presentour proposalfor
guidelinesfor TCP’sresponsé¢o ECN; theseguidelines
differ from thoseof currentnetworkmechanismsSec-
tion 5 discusseghe applicationof theseguidelinesto
the implementationof Reno-styleTCP in our simula-
tor. Sections6 and7 presentour simulationresultsof

LAN and WAN environments. Section8.2 discusses
someof the implications, for the evaluationof ECN
mechanismsfor someof the proposedmodifications
to TCP or to gatewayschedulingalgorithms. Finally,
Section9 discussesariousimplementatiorissuescon-
cerningECN mechanismsn TCP/IP networks. These
includecomparisondetweenSourceQuenchandECN
fieldsin packeteaderspossibilitiesfor theincremental
deploymentof ECN mechanismsn TCP/IP networks,
adiscussiorof TCP clock granularity anda discussion
of IP-level ECN mechanism$or TCPtraffic overATM
networks. Section10 presentsconclusionsand open
guestions.

2 Current ECN mechanisms

In this sectiorwe discusdriefly ECN mechanismsuch
as SourceQuenchmessagesDECbit's ECN bit, and
FECN/BECN proposaldor ATM networks. One pur-
poseof thissectionis to describehecurrentECNmech-
anismsin TCP/IP networks. This includesa detailed
explanatiorof theinadequaciesf currentimplementa-
tionsof SourceQuench.In thissectionwe alsodescribe
the ECN mechanismsn the DECbit congestioravoid-
anceschemepartly to motivatethe somewhat-diierent
guidelineghatwe proposen thefollowing two sections
for ECNin TCP/IPnetworks.Finally, we providepoint-
ersto otherdiscussion®f proposedECN mechanisms
in theliterature.

Currently ICMP SourceQuenchmessagesre the
only ECN mechanismén TCP/IP networks,butin fact
SourceQuenchis rarely usedin the currentinternet.
A routeror host might sendan ICMP SourceQuench
messageavhenit receivedatagramst aratethatis too
fastto beprocessefiS94. While RFC1009[BP87 re-
quiredroutersto generateSourceQuenchesvhenthey
ranout of buffers,thecurrentdraft on Requirementsor
IP Routerd A94] specifieghataroutershouldnotorigi-
nateSourceQuenchmessagesndthatarouterthatdoes
originateSourceQuenchmessagemustbeableto limit
therateatwhichtheyaregeneratedin thedraft, Source
Quenchmessageare criticized as consumingnetwork
bandwidth,andasbeingbothineffective andunfair. In
contrastasdiscussedh thenextsectiontheuseof RED
gatewayswith SourceQuenchmessagewould control
the rate at which SourceQuenchmessagesvere gen-
erated,while increasingboth the effectivenessandthe
fairnessof thesemessages.

Theguidelinesfor TCP’s responséo SourceQuench
predatesuch TCP congestioncontrol mechanismsas
Fast Retransmitand Fast Recovery[S94. From the
guidelinesin [BP87, TCP implementationshouldre-
spondto a SourceQuenchby “triggering aslow start,as



if aretransmissiotimeouthadoccurred”.In BSD TCP
implementationsthe TCP sourcerespondgo a Source
Quenchby reducingthe congestiorcontrol window to
one, initiating Slow-Start. If the SourceQuenchsig-
nalsa droppedpacket,andis thereforefollowed by ei-
theraretransmitimertimeoutor by the FastRetransmit
procedurethenthe timeoutrecoverycodefollows the
SourceQuenchcode. In this casethe slow startthresh-
old ssthresh endsup beingsetto oneor two segments,
resultingin averyslowreopeningfthecongestiomwin-
dow. Thisuseof Slow-Starcombinedwith asmallslow
startthresholdnakegshe useof SourceQuenchparticu-
larly unattractivefor large-windowTCP connectionsn
high-spee@nvironmentsThispapemproposeslternate
guidelinesfor TCP’'sresponséo SourceQuench.

In the DECbit congestioravoidanceschemgRJ9(,
the gatewayusesa congestion-notificatiobit in packet
headerso providefeedbaclaboutcongestionn thenet-
work. Whenapacketarrivesatthegatewaythegateway
calculateghe averagegueudength. Whenthe average
gueuesizeatthegatewayexceed®ne,the gatewaysets
the ECN bit in the packetheadelof arriving packets.

The sourceuseswindow flow control, and updates
its window onceeverytwo roundtriptimes. If atleast
half of the packetsin the lastwindow hadthe ECN bit
set,thenthecongestiowindowis decreasedhultiplica-
tively. Otherwise the congestiorwindow is increased
additively. In contrastto the DECbit scheme for the
ECN mechanisnproposedn this papera singlepacket
with theECNbit setisto beinterpretedy thetransport-
level sourceasanindicationof congestion.

[WRM9]] reportson experimentsn an OSlI testbed
modifiedto includethe congestion-notificatiobit pro-
posedin [RJ9Q. A rangeof ECN-basedrate-based
congestiorcontrolschemesavebeenproposedor use
within ATM networks.Thesdncludeproposaldothfor
ForwardECN (FECN)andfor BackwardECN (BECN).
An introductionto someof theseproposal€anbefound
in [N94].

3 Theroleof therouter

Thissectiordiscussetheroleof therouterin generating
ECN messagesECN messagesould be generateci-
therby anlP routeror by aboundaryrouterfor anATM
networkthatcarriesT CP/IPtraffic. Thissectionconsid-
erslP networkswith RED gatewaysyherethegateway
monitorsthe averagegueuesizeandduring congestion
usesa probabilisticalgorithmto choosewhich arriving
packetgo mark(e.g.,to drop,or to setthe ECN field in
thepacketheader).

In oursimulationausingREDgatewaysvith ECN,the
REDgatewaysetthe ECNfield in the packetheaderin

the simulationsusing RED gatewayswithout ECN, the
RED gatewaysiropthe packetinstead.In bothvariants
of RED gatewaysthe gatewaydropsa packetwhena
packetarrivesto afull queue.

It would bepossibleto addECN mechanism#o atra-
ditional Drop-Tail gateway wherethe gatewaysimply
dropsarriving packetavhenthequeuebufferisfull. For
example,Drop-Tail gatewaysafter droppinga packet,
couldsendSourceQuenchmessaget the TCPsource.
However we do notadvocateaddingeCN mechanisms
to Drop-Tail gatewaysandwe do not investigatesuch
schemesdn this paper If ECN mechanismareaddedo
agatewayit makessensdo addat thesametime mech-
anismsto monitor the averagequeuesize. We believe
thattheuseof ECN mechanismareof mostbenefitin a
gatewaythatnotifiesconnection®f incipientcongestion
beforethe queueactuallyoverflows.®

To afirst approximation RED gatewaysmark (e.g.,
drop) a percentagef arriving packets,wherethe ex-
act percentageof arriving packetsmarkedshould be
just enoughto control the averagegueuesize over the
long run. Forexamplejn aLAN environmentwherea
TCP connectionincreasests congestiorwindow quite
rapidly, anon-ECNgatewaymighthaveto dropasignif-
icantfraction of arriving packetso controlcongestion.
For RED gatewayswith a FIFO queuejf a certainfrac-
tion of bulk-datapacketshaveto be droppedto control
congestiontheRED gatewaydropsthe saméractionof
telnetpackets.

Currentroutersgenerallyhaveasinglequeuefor each
outputport. In the future, routerscould haveseparate
gueuedor separatéclasses’of traffic [BCS94. In this
case,the ECN mechanismgould apply separatelyto
eachgueue.Asdiscusseth SectiorB.3,thiscouldaffect
the motivationsfor ECN mechanisms.

4 Guidelines for TCP’'sresponseto
ECN

In this sectionwe explainour guidelinesfor TCP’s re-
sponseéo ECN. Theseguidelinediffer from TCP’scur-
rentresponsdo SourceQuenchmessagesyr from the
responsef transportprotocolsto DECbit’s congestion
notification bit. Theseguidelinesprovide that the re-
ceipt of a singleECN messageservesasa notification
of congestiorto the TCP source.At the sametime, the
guidelinesensurethatthe TCP sourcedoesnot respond
to ECN messagemorefrequentlythannecessary
Guidelines:

e TCP’s responseio ECN should be similar, over

1As an example, [PP87] suggested that the gateway send Source
Quench messages when the queue size exceeds a certain threshol d.



longertime scalesto its respons¢o adroppedpacketas
anindicationof congestion.

e Oversmallertime scaleqe.g.,oneor two roundtrip
times), TCP’sresponsé¢o ECN canbelessconservative
thanits responsé¢o adroppedpacketasanindicationof
congestionln TahoeandRenoimplementationsf TCR,
after a packethasbeendroppedthe TCP sourcestops
sendingfor a time period on the order of a roundtrip
time (half aroundtrip time for Renoimplementations),
allowing network queuedo dissipatesomewhat. This
delayis not necessanasa responseo an ECN, which
doesnotindicatea queueoverflow

e For TCP, thereceiptof asingleECN (e.g.,asingle
SourceQuenchpacketor a singlepacketwith theECN
bit set) shouldtrigger a responseo congestion. This
is unlike the DECbit congestiorcontrolschemewhere
the sourcerespondgo congestioronly if at leasthalf
of the packetsin the lastwindow hadthe ECN bit set
[RJ9Q. Thedecisionto allow asingleECN messagé¢o
triggeraresponseo congestiorrequiresa minimum of
overheadIn addition,becaus¢he gatewaydoesnot set
theECNfield in every arriving packetwhentheaverage
gueuesizeis too high, the gatewaycan useprobabilis-
tic algorithmgto inform particularsource®f congestion
[FJ93. Becauseheprobabilitythata connectioris no-
tified of congestionis proportionalto thatconnection$
shareof the bandwidthat the congestedjatewaythese
probabilisticalgorithmsreduceglobal synchronization
andimprovefairness.

e TCP shouldreactto an ECN at most once per
roundtriptime. The TCP sourceshouldignoresucceed-
ing ECNSsif the sourcehasreactedto a previousECN
or to a droppedpacketin the last roundtriptime. This
alsomeanghatif, immediatelyafterreactinggo anECN,
the TCP sourcereceiveshreeduplicateACKs indicat-
ing adroppedpacketthe TCP sourceshouldnot repeat
thereductionof the congestiorwindow; the packetwas
probablydroppedbeforethe sourcereducedts window
in responséo the ECN.

e TCPshouldfollow theexistingalgorithmsfor send-
ing datapacketsin responseo incoming ACKs. The
response&o an ECN doesnot triggerthe sendingof any
new (or retransmittedflatapackets.

e TCP shouldfollow the normalprocedureafter the
timeoutof aretransmitimer. Thatis, afteraretransmit
timer timeoutthe TCP sourceshouldslow-startandre-
transmitthe droppedpacket. However the TCP source
shouldnot decreasé¢he slow-startthresholdssthresh if
it hasbeendecreasedithin thelastroundtriptime.

5 Implementing ECN in our simula-
tor

In this sectionwe describeheimplementatiorof TCP’s
responséo ECN in our simulator Thisimplementation
of ECN was madeto a versionof TCP that incorpo-
ratesthe FastRecoverycongestiorcontrolalgorithmin
RenoTCP (4.3-renoBSD TCP), aswell asthe Slow-
Start,CongestiorAvoidanceandFastRetransmiglgo-
rithms in the earlier TahoeTCP (4.3-tahoeBSD TCP
[J88 S94).

For the simulationsin this paperthe RED gateways
were given an option to setthe ECN bit in the packet
headerratherthandroppingthe packetasanindication
of congestiorwhenthe buffer hadnot yet overflowed.
Whenthe TCP receiverreceivesa datapacketwith the
ECN bit setin the packetheaderthe receiversetsthe
ECN bit in thenextoutgoingACK packet.

First we briefly describethe Slow-Start,Congestion
Avoidance,FastRetransmit,and FastRecoveryalgo-
rithms in TCP. Thereare two phaseso the window-
adjustmentalgorithm. The connectionbeginsin slow-
startphaseandthe currentcongestiorwindow cwnd is
doubledeachroundtrip time until the congestionwin-
dow reachesheslow-startthresholdssthresh. Thenthe
congestion-avoidangehases enteredandthe conges-
tion window is increasedby roughly one packeteach
roundtriptime. Thecongestiomwindowis neverallowed
to increaseo morethanthereceivets advertisedwin-
dow, which we referto asthe “maximumwindow”.

In additionto using retransmittimers to detectlost
packetsthe sourceusesthe Fast Retransmit procedure
todiscoverapacketoss.If threeduplicateACK packets
arereceivedacknowledgin@previously-acknowledged
data packet, the sourceinfers that a packethas been
dropped.

In the Tahoeversionof TCP, the sourcereactsto a
packetloss by settingthe slow start thresholdto half
the congestiorwindow, decreasinghe congestiorwin-
dowto onepacketandenteringtheslow-starphase.ln
contrastwith Renos FastRecoveryalgorithmthe TCP
sourcedoesnot slow-startafter inferring that a packet
hasbeendropped. Instead the TCP sourceeffectively
waits half a roundtrip time andhalvesthe congestion
window. Thesourceretransmitghedroppedpacketand
usesincomingduplicateACKs to clock additionalout-
goingpackets.TheFastRecovenalgorithmisdescribed
in moredetailin [S94.2

2The description of the Fast Recovery algorithm in [S94] is quite
good, and is the only complete publicly-available description of this
agorithm that we areaware of. However, we have acaution toreaders.
First, the earlier printings (prior to the 4th) do not distinguish between
the Fast Retransmit and the Fast Recovery algorithms. Second, in
the description of the window increase algorithm in the congestion



Followingtheguidelinesn theprevioussectionupon
receivinganECN messagée.g.,a SourceQuenchmes-
sage,or an ACK packetwith the ECN bit set)attime ¢
when no responsedo congestionhave beenmadein
roughly the lastroundtriptime, the TCP sourcehalves
both the congestionwindow cwnd and the slow-start
thresholdssthresh. Becauséhereis nolossof incoming
ACKSs to clock outgoingpacketsandno needfor a short
pauseo recoverfrom severeshort-termcongestionthe
TCPsourcedoesnt slow-start. The TCP sourcedoesnt
respondo succeedindeCNsuntil all packetsoutstand-
ing attime ¢ havebeenacked.

After receivingthreeduplicateACKs attime ¢ when
no responseso congestiorhavebeenmadein roughly
the last roundtrip time, the TCP sourcefollows the
FastRetransmiandFastRecoveryproceduredescribed
above. The sourcewon’t respondo an ECN or to an-
othersetof threeduplicateACKs until all packetsout-
standingat time ¢ havebeenacked. ([F94 discusses
someof the problemsthat resultif the FastRetransmit
proceduras invokedmorethanoncefor onewindow of
data.)

After receivingthreeduplicateACKs soonafter re-
spondingto an ECN (e.g., when someof the packets
outstandingatthetime of theresponséo the ECN have
notyetbeenACKed),thesourcedoesnt reducessthresh
or cwnd, sincethathasrecentlybeendone. The source
retransmitghe droppedpacket. After this, the source
follows Renos FastRecoveryprocedurepsingincom-
ing duplicateACKs to clock outgoingpackets.

6 Simulation results of ECN in
LANS

This sectiondiscussegheresultsof simulationsof TCP
with ECN in local-areanetworks. The simulationsce-
narioconsistof five bulk-dataT CPconnectiongandten
telnetconnectiondn a LAN with one congestedjate-
way. We compareseveralketsof simulations. Thefirst
setusesDrop-Tail gateways,and the secondset uses
RED gatewayghatrely on packetdropsfor the notifi-
cationof congestion.Thethird setof simulationsuses
ECN-capablé&kED gatewaysandTCPimplementations.
Thesimulationsshowthatfor thenetworkswith ECN,
thethroughpubf the bulk-dataconnectionss high,and
the telnet packetdelayis low, regardlesf the buffer
size,the TCP clock granularity the TCP window size,
or the RED gatewayvariation. Thus, the simulations

avoidancephasetheearlierprintingssaythatthe congestiorwindow

isincrementedby 1/cwnd plusasmallfractionof thesegmensizeeach
time an ACK is received.Theinclusionof the “small fraction of the

segmensize”isanerrorin the4.3Rencand4.4BSDimplementations,
andshouldnotbeemulatedn future TCPimplementations.

with ECN arerobust,deliveringessentiallyoptimalper
formanceoverawide rangeof conditions.

For the simulationsof RED gatewayswithout ECN,
the resultsdependon the simulationparameters.For
mostof the simulations,the telnetpacketdelayis less
than optimal (thoughnot disastrous).For a few of the
simulationswith acoarsel CP clock granularity theag-
gregatehroughputs alsolow. Thetelnetpackedelayis
worstfor thesimulationof Drop-Tail gatewaygwithout
ECN). In generalthe simulationsshowthatwith ECN
the performancas lesssensitiveto the networkparam-
eters,andthatthe useof ECN canimprove both delay
andthroughput. However while the simulationsshow
the benefitsof using ECN, the simulationsshow that
underproperconditionsiit is possibleto getreasonable
performancevithout ECN.

10 usec
100 Mbps

10 usec
100 Mbps

Receiver

Gateway

Senders

Figurel: LAN simulationscenario.

6.1 TheLAN simulation scenario

The simulation scenarioin Figure 1 consistsof five
bulk-dataTCP connectionsandten TELNET connec-
tions from five sourcedeedinginto a singlecongested
link. Thesimulationsusearangeof switchbuffer sizes,
window sizes gatewayvariations,andTCP clock gran-
ularities.

The simulationsare run for buffer sizesof 60, 120,
180, and 240 kB. In our simulationswith RED gate-
ways,theminimumthresholdor theaverageueuesize
is setto 1/12-th of the buffer size, and the maximum
thresholdis setto threetimesthe minimum threshold.
The RED gatewayddrop all arriving packetswhenthe
averagajueuesizeexceedshe maximumthreshold.

TheTCPin thesesimulationsusedReno-styleeonges-
tion control, with Slow-Start,FastRetransmitandFast
Recoverymodifiedasdescribedn theprevioussection
to respondto ECN. Onesetof simulationsusesa TCP
clock granularitysetto 0.1 msec,which for this simu-
lation scenariareduceshewait for theretransmitimer
while atthe sametime avoidingfalsetimeouts.



Anothersetof simulationsusesa TCPclockgranular
ity setto 100msecwhichis closerto valuesof 500msec
usedby manycurrentTCPimplementationsThe max-
imum TCPwindow rangesrom 8 kB to 64 kB.

The default parametersare set so that for the first
packetfrom a TCP connection,before measurements
have beenmadeof the roundtrip time, the retransmit
timeris setto threesecondstegardlessfthe TCPclock
granularity ForthesimulationswvithoutECN,theworst-
casetelnet delay is determinedmainly by this initial
valuefor theretransmitimer.

The telnet connectionssend40-bytepacketsat ran-
domintervalsdrawnfrom thetcplib distribution[DJ91].
Thetentelnetconnectionsogetheisendseverahundred
40-bytedatapacketsn one15-secondimulation. The
bulk-dataconnectionsend1000-bytedatapackets.The
starttimesfor the bulk-dataconnectionsare staggered
overthefirst secondof the 15-secondsimulation.

In Figures2 and3, the graphsillustratethe through-
putanddelayperformancen thesimulations.Thethree
columnsin Figures2 and3 showsimulationswith Drop-
Tail gatewaysRED gatewayswithout ECN, andRED
gatewayswith ECN, respectively Thegraphsn thetop
row showthe effectivethroughputof thefive bulk-data
connectionsas a fraction of the total availableband-
width in bits per second. The secondrow of graphs
showthebulk-dataconnectiorthatreceiveghesmallest
throughpuiverthe 15-secondimulation.

Thethird row of graphsshowsthe telnetpacketwith
the highestone-waytelnetdelay in seconds.This one-
waydelayisthedelayfromthefirsttimethatthepackeis
transmittedoy thesource until the packets receivedoy
thereceiver Thefourthrow showstheaveragene-way
telnetdelay Thefifth row showghefractionof thetelnet
packetghathaveaone-waydelaygreatethan100msec.
(A roundtrippacketdelaygreatethan100mseds likely
tobenoticeabldo thetelnetuser) Giventhequeuesizes
andpropagatiordelaysin thesesimulationsa one-way
packetdelaygreaterthan100 msecis only possiblefor
apacketthatis droppedatthe gateway

For eachgraphthe z-axis showsthe switch buffer
sizein kB. The four lines in eachgraph correspond
to four differentsimulationsets,with 8 kB and 64 kB
maximumTCPwindows,andwith bothbyte-base@nd
packet-basedjateways. For the (somewhatunrealis-
tic) byte-basedjatewaysthe queuesizeis measuredn
bytesratherthanin packetssothatasmall40-byteTEL-
NET packetis lesslikely to arrive to a full buffer than
is alarger 1000-byteFTP packet. For the packet-based
gatewaysthe queuesizeis measuredn packets.With
packet-base®RED gatewayghe gateways decisionto
drop or mark a packetis independenbdf that packets
sizein bytes,while with byte-basedRED gatewaydhe
probability thata packetis dropped(or marked)is pro-

portionalto that packets sizein bytes.

We ran five simulationsfor eachsetof parameters.
The resultof eachsimulationsis markedon the graph,
andthelinesshowthe average®f thefive simulations.

6.2 Resultsfor LAN simulations

As Figures2 and 3 show for all of the simulationsof
RED with ECN the effectivethroughputis highandthe
telnetpacketdelayis low. Without ECN the network
performancecan be significantly affectedby the TCP
clock granularity by thelevel of congestion(asa func-
tion of the TCP maximumwindow), andby whetherthe
RED gatewayis usinga droppingpolicy thatis sensitive
to packetsize.

For the simulationsin Figure 2 with the TCP clock
granularitysetto 0.1 msec,the throughputis high for
all threesetsof simulations,Drop-Tail, RED without
ECN,andREDwith ECN.However for thesimulations
of packet-basedrop-Tail and RED gatewayswithout
ECN, telnetpacketsare occasionallydropped,leading
to occasionatelnetpacketswvith high delay

Forthesimulationsin Figure3 of RED without ECN
with smallerswitch buffers,a TCP clock granularityof
100 msec,andsmall TCP windows, the throughputof
thebulk-dataconnectionsuffers. Becaus®f thecoarse
TCP clock granularity a numberof connectionsould
be waiting for a retransmittimer to expire,resultingin
link idle time.

For the simulationswith Drop-Tail gatewaysand
small TCP windows, packetsshouldneverbe dropped
atthegateway Forthesimulationswith Drop-Tail gate-
ways,larger TCP windows,anda TCP clock granular
ity of 100 msec,the overallthroughputis high, but the
graphof the “SmallestBulk-Data Throughput”shows
thatthereis someunfairnesswith smallerbuffer sizes,
thethroughpubf the smallestof thefive bulk-datacon-
nectionsis lessthan optimal. Note that a Drop-Tail
gatewaywith a certainbuffer size cannotbe directly
comparedo a RED gatewaywith the samebuffer size;
the more appropriatecomparisonis betweena Drop-
Tail gatewayanda RED gatewaywith asimilaraverage
gueuesize.

Thesesimulationsshowthatthedelayfor smalltelnet
packetds muchlowerwith byte-basedatewaysThese
byte-basedjatewaysmnight beeasyto implementin our
simulator but they arenot typical of currentgateways.
In addition,for low-throughputdelay-sensitivénterac-
tive traffic wherethe sizeof individual packetss simi-
lar to the sizeof bulk-datapacketshyte-basedjateways
would not improve the performanceof the interactive
traffic.
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LAN simulations with a 100 msec TCP clock.




7 Simulation results of ECN in
WANS

This sectiongivesresultsfrom simulationsof ECN and
non-ECNgatewaysn a wide-areaenvironment. The
throughputor the bulk-datatraffic is similarin thesim-
ulationswith Drop-Tail gatewaysRED gatewayswith
ECN, or RED gatewayswithout ECN. However the
packetdelay for low-bandwidthtelnettraffic is signif-
icantly lower for the simulationswith ECN.

0.5 msec ow
Ol\ ) - /Q
3 msec 10 msec mse
Gateway Gateway
5 msec 45 Mbps 2 msec

100 Mbps 100 Mbps Q

Figure4: Simulationscenaridor wide-arearaffic.

7.1 WAN simulation scenario

The simulationnetworkin Figure 4 hastwo-way traf-

fic consistingof sixteenTELNET connectionsn each
direction, occasionalFTP connectionswith a limited

amounbf datato transfe(100-300packets)andanum-

ber of bulk-dataconnectionsvith anunlimited amount
of datato transfer For the simulationsin Figure5 of

a moderatetraffic load, thereare four bulk-dataTCP

connectiongn eachdirection. For the simulationsin

Figure 6 of a heavytraffic load, therearetwenty bulk-

dataTCP connectionsn eachdirection. Thisis notin-

tendedto bearealisticscenariothisis simply intended
to illustratethatthe performanceof non-ECNgateways
dependsn partonthelevel of congestion.

The roundtrip propagationdelaysrangefrom 21 to
40msec.Given1000-bytepacketsthebandwidth-delay
productfor a singleconnectiorrangesrom 118to 225
packets.Eachsimulationis runfor 10 seconds.

The RED gatewaysdn this simulationhavethe same
minimum and maximum thresholdsfor the average
gueuesizeasdescribedn the previoussection. How-
ever, asis appropriatefor gatewaysntendedfor wide-
areatraffic, thetime constanfor thelow-pasdilter used
to calculatethe averagejueuesizehasbeenincreased.

3The“weight” usedby the exponentialveightedmoving average

Thegraphsn Figures5 and6 showthreesetsof sim-
ulations, asin the previoussection. The first row of
graphsshowsthe aggregatehroughputof the bulk-data
connectionghat go from a sourceon the left to a re-
ceiverontheright, andthe secondow of graphsshows
thebulk-dataconnectiorfrom thesehathasthesmallest
throughput. The third andfourth rows of graphsshow
the worst-caseand the averagetelnet packetdelay for
telnetpacketggoing from left to right. The fifth row of
graphsshowstheaveragehroughpubf theshorterdata
connectionsvith limited datato send.

Notethatfor severalof the graphsthe y-axisin Fig-
ure6 is differentfrom thatin Figure5.

ThesimulationsiseTCPconnectionsvitha100msec
TCP clock granularity The simulationswith TCP con-
nectionswith a 0.1 msecTCP clock granularity give
similar results,andarenot shownhere.

7.2 Resultsfor WAN simulations

The resultsof the WAN simulationsshow that, while
throughputis similar in all three setsof simulations,
the packetdelay for low-bandwidthinteractivetraffic
is muchbetterfor the simulationswith ECN.

The resultsarefairly similar for the two simulation
setswithout ECN, thosewith Drop Tail gatewaysand
thosewith RED gatewaysHowever it would be possi-
ble to constructWAN scenarios|ike the LAN simula-
tionsearlierin this paper thatillustrate someof the ad-
vantage®f RED gatewaygwith or without ECN) over
Drop-Tail gatewaygFJ93 VS94]. This couldprobably
bethecasefor examplefor scenarioshatexhibiteither
globalsynchronizatiomnd/orunfairnessvith Drop-Tail
gateways.

Notethat,for bothDrop Tail gatewaysndRED gate-
ways without ECN, telnetpacketdelayis worsewith
a larger numberof bulk-dataconnectionsor with TCP
connectionswith largerwindows. In thesesimulations
with increasedlemandanincreasechumberof packet
dropsis requiredfrom a non-ECNgatewayto control
congestion.

Forthe Drop-Tail gatewaysthethroughputanddelay
performancés particularlygoodfor thesimulationawvith
asmallemumberof bulk-dataconnectionssmallerwin-
dows,andbyte-basedatewaysin this casethelevel of
congestions fairly low.

For wide-aredraffic, evenfor thosecasesvherethe
sourcehasto wait for aretransmitimer to detecta lost
packet,a TCP clock granularityof 100 msecis not a
major problem,and the additionaldelay to wait for a
retransmittimer hasa lesssignificantimpacton perfor

filter to calculateheaverageueuesizehasbeendecreaseftom 0.002
to 0.001[FJ93.
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Figure 5: WAN simulations with a 100 msec TCP clock and a moderate number of bulk-data connections.
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Figure 6: WAN simulations with a 100 msec TCP clock and a large number of bulk-data connections.




mance.In this casethe simulationsvith 100msecTCP
clocksaresimilarto thosewith 0.1 msecTCP clocks.

8 Advantages and disadvantages of
ECN

In this sectionwe discussfurther someof the advan-
tagesand disadvantagesf ECN, both for the current
Internetenvironmentandfor variousproposedmnodifi-
cationsto thatenvironment.As alreadydiscussedh the
introduction, the advantage®f ECN include a reduc-
tionin packetdropsandpacketdelayfor low-bandwidth
delay-sensitivdl CP traffic anda promptnotificationto
endnodesof networkcongestion.

8.1 Disadvantagesof ECN

Twodisadvantagesr potentialproblemswith ECNcon-
cernnon-compliantECN connectionsandthe potential
lossof ECN messages thenetwork.

A non-complianfTCP connectiorcould setthe ECN
field to indicatethatit wasE CN-capableandthenignore
ECN notifications. Non-compliantconnectionscould
alsoignore SourceQuenchmessagesHowever for a
networkthatusesonly packetdropsfor congestiomoti-
fication, a non-complianttconnectioncould alsorefrain
from makingappropriatavindow decreasem response
to packetdrops. A non-compliantonnectiorinterested
in reliable delivery cannotignore packetdrops com-
pletely, butin theabsencef monitoringandcontrols,a
non-compliantonnectiorcouldcausecongestiorprob-
lemsin eitheran ECN or anon-ECNenvironment.

A problemwith ECN messagethathasno counter
partwith packetdropsis thatan ECN messagde.g.,a
SourceQuenchmessageyr aTCPACK packetwith the
ECN field set) could be droppedby the network, and
the congestionnotification could fail to reachthe end
node. Thus, neither SourceQuenchmessagesor the
useof ECN fieldsin packetheadersanguaranteghat
the TCPsourcewill receiveeachnotificationof conges-
tion. However with RED gatewayghe gatewaydoes
notrely onthe sourceo respondo eachcongestiomo-
tification. The gatewaywill continueto setthe ECN
field in randomly-chosepacketsaslong ascongestion
persistsat the gateway In addition,a gatewayimple-
mentingRED algorithmsis particularlyunlikely to drop
a high fraction of packets. The occasionaloss of an
ECN messagshouldnot bea seriousproblem.

8.2 ECN with other versionsof TCP

The simulationsn this paperuseReno-styleTCPalgo-
rithms, modified assuggestedn this paperto respond

to ECN messages.In this sectionwe discussthe im-
plicationsof ECN for someproposednodificationsto
TCP

One proposedmodificationto TCP, the addition of
SelectiveAcknowledgementsywould reduceTCP’s re-
lianceontheretransmitimerwhenmultiple packetsare
droppedin one roundtriptime. While this would im-
provesomewhatherobustnessf therespons®f bulk-
dataTCP connectiongo packetdropsasan indication
of congestionthis would not reducethe ability of ECN
mechanismso reducepacketdelayfor low-bandwidth
delay-sensitivel CP connections.

There are several proposedmaodifications of TCP
[BOP94 WC91, WC92Z wherethe TCP sourcewould
detectincipientcongestiorfrom thetraffic dynamicsof
the connections traffic stream. For a networksuchas
the Internetwithout admissionscontrol, a TCP source
cannotcompletelypreventthe network from dropping
its packets. Neverthelesswith improveddetectionby
TCP of incipient congestionthe TCP sourcecould re-
ducecongestiorandconsequentlyeducethenumberof
packetdropped.

However the possibility of improvedcongestiorde-
tection by the end nodesdoesnot eliminate the need
for improvedcongestiordetectionat the gateways.In
particular in the absenceof prior information about
the fixed propagationdelay of a path, it is not possi-
ble for end nodesto distinguishbetweenpropagation
delay and persistenigueueingdelay (that is, queueing
delaythatexistedwhenthe connectionvasstarted and
that has persistedfor the durationof the connection).
As thedelay-bandwidthproductof networkconnections
increasesthe buffer capacityasthe gatewayswill also
increaseandit will becoméancreasinglyimportantthat
theselarge buffersnot havepersistentarge queues.

The detectionof persistentarge queueds appropri-
ately donein the gatewayitself, andthe notificationto
the endnodesof this congestiorrequireseitherpacket
dropsor ECN. Thus,while proposedmaodificationsof
TCP might decreaséhe numberof packetsdroppedby
thegatewayssaresultof buffer overflows thesemodi-
ficationsdonoteliminatetheneedor someform of con-
gestionnotificationfrom the gatewaygo theendnodes.

It seemsunlikely to us that modificationsof TCP
with newer end-to-endcongestionavoidancemecha-
nismswouldsignificantlyreduceaheusefulnessf ECN.

8.3 ECN with proposedmodifications to
router schedulingalgorithms

Other possiblechangesn future networkssuchasthe
introduction of priority-basedschedulingor of Fair-
Queueing-baseschedulingatthe gatewaysouldcom-
plicatethetraffic dynamicsof TCPtraffic in future net-



works.

As anexampleof possiblechangestheproposedPng
headef{H94] containsa Flow Labelwith a4-bit Traffic
Classfield identifying sevenclasse®f flow-controlled
(e.g., TCP)traffic, includingclassedor unattendediata
transfeisuchasemail attendedlatatransfeisuchasFTR,
interactivetraffic suchastelnet,andinteractivecontrol
traffic suchasSNMP. These~low Labelscouldfacilitate
the useby gatewaysof separategqueuesor scheduling
algorithmsfor thedifferenttraffic classe$BCS94 F93.

Theuseof aseparatéraffic classfor interactivetraffic
wouldreducepacketdropsfor thistraffic duringperiods
of low demandrom theinteractiveraffic. However for
both attendeddatatransferandinteractivetraffic, some
notification of congestiorfrom the gatewayswill con-
tinueto berequired.Thus,theuseof ECN mechanisms
would still improve the promptnessand robustnes®f
congestiomotificationfor datatransferconnectionsand
reduceunnecessarpacketdropsfor someconnections
in theinteractivetraffic class.

While it is difficult to predictthe futureinternetcon-
gestioncontrolenvironmentandthepreciseadvantages
anddisadvantagesf ECN mechanism#n thatenviron-
ment, the basicadvantagesf ECN mechanism®f re-
ducingunnecessargacketdropsfor low-bandwidthin-
teractivetraffic andof speedinghe notificationof con-
gestionto bulk dataconnectionseemlikely to remain.
Further in aheterogeneousternetsomeroutersmight
find ECNmechanismasefulfor ECN-capabld@ CPcon-
nections,without ECN mechanism$eingrequiredfor
all routers.

9 Implementation issues

9.1 Source Quench messagesvs. ECN

fieldsin packetheaders

The guidelinesin the paperfor the responseof TCP
sourcesto ECN messagesre orthogonalto the ques-
tion of the mechanismdor delivering this congestion
notificationto the source. In this sectionwe compare
two suchmechanisms:SourceQuenchmessagesand
ECNfieldsin packetheaders.

Oneadvantagef usingeCN fieldsin IP packethead-
ersis that the ECN field placesno additionalload on
the network in times of congestion. If a Drop-Tail
routerwereto senda SourceQuenchmessagéor every
packedroppedattherouter theoverheaf thisSource
Quenchtraffic in timesof congestiorcould be a signif-
icantproblem. However the useof intelligentgateway
mechanismsuchasthosein RED gatewaysvould limit
the overheadf the SourceQuenchtraffic. In addition,
in particularenvironmentsuchasLANs wheretheover

headof SourceQuenchmessagesgould be limited by
the smallnumberof hopson thereturnpaths the useof
SourceQuenchmessagesouldbe quitejustifiable.

An advantagef SourceQuenchmessagesgor other
formsof “backwardECN") over“forward” ECN mech-
anismssuchaseECNfieldsin packetheaderss thatwith
SourceQuenchmessageghenotificationof congestion
arrivesat the sourceas quickly as possible. Although
we havenot exploredthe dynamicsof backwardECN
mechanismsuchasSourceQuenchin our simulations,
this promptnesén the notificationof congestiorwould
be anadvantagén congestiorcontrolschemes.

Anotherpracticaladvantagef SourceQuenchmes-
sagess thatSourceQuenchmessagesouldbeusedim-
mediatelyin appropriatenetworks givenmodifiedTCP
implementationswith the responseo SourceQuench
messageproposedn this paper The useof an ECN
field in TCP/IPnetworkswould dependnthepresence
of the ECN field in IPng headers Evenif the evidence
were sufficiently compellingto motivatesuchan addi-
tion, it could be yearsbefore suchheaderswvere fully
deployed.

As alreadymentionedboth SourceQuenchmessages
and TCP acknowledgememtacketswith the ECN field
setcould be droppedby a gateway with the resultthat
the TCPsourcenodemightneverreceivethecongestion
notification. If the networkdropsa datapacketthathas
the ECN bit set,the TCP sourcewill still infer conges-
tion whenit detectghe droppeddatapacket. However
if the networkdropsan ACK packetthat hasthe ECN
bit set,andthe TCPsourcdaterreceiveanACK packet
withoutthe ECN bit setthatacknowledgea subsequent
datapacketthenthe TCP sourcewill neverreceivethe
notificationof congestionThus,neitherSourceQuench
messagesor ECNfieldsensureeliabledeliveryof con-
gestionnatification.

9.2 Incremental deployment of ECN-
capableTCP

One concernregardingeCN fields in IP packethead-
ersis with theincrementaeploymenbf ECN-capable
TCP implementationslIf a gatewaysetsthe ECN field
in a packetheaderhow doesthe gatewayknowthatthe
transport-leveprotocolis capableof respondingappro-
priately? For an ECN field with two bits, onebit could
beusedto indicatewhetheror not thetransportprotocol
couldrespondo ECN, andthe secondit couldbeused
to indicatecongestion.For an ECN field with only one
bit, thesewo functionswould haveto becombinedwith
asinglebit.

For an ECN field that consistsof a single bit, one
value, say the “OFF” value, could indicate “ECN-
capablelransportrotocol’,andthe“ON” value,could



indicate“either Non-ECN TransportProtocolor Con-
gestionNotification”. For packetsrom transport-level
sourceghatarenot capableof ECN responsethe ECN
field couldbesetto ON (the defaultvalue). For packets
from transport-levekourcescapableof ECN response,
the ECN field could be setto OFF. Non-ECN-capable
gatewayswvould ignorethe ECN field, simply dropping
packetgo indicatecongestion ECN-capablgateways,
seeingpacketavith theECNfield OFF wouldknowthat
thecorrespondingransporiprotocolwasECN-capable,
andcouldsetthe ECNfield to ON for appropriatepack-
etsduringtimesof congestion.

Forarriving packetsvith theECN field ON, theECN-
capablegatewaywould not know whetherthat packet
camefrom a non-ECN-capabléransportprotocol, or
whetherthe ECN field hadbeensetby a previousgate-
way. In eithercase,f the gatewaywantedto notify a
TCP sourceaboutcongestionthe gatewaywould drop
thepacket.Thismethodf incrementatieploymentvith
asingle-bitECN field would meanthatfor packetdrom
ECN-capabldransportprotocols,that packetwould be
droppedy asecondouterattemptingo settheECNbit.
This canonly happerfor packetghatpasshroughmul-
tiple congestedjatewayswhereboth gatewayshoose
thatpacketfor notifying the sourceof congestion.

Thus, ECN fields could be deployedin a heteroge-
neousenvironmenwhereonly someof the TCPimple-
mentationsvereECN-capableandwhereonly someof
theroutershaveproceduregor settingthe ECN field.

Note that this descriptionof a single-bit ECN field
assumes TCP connectionwith one-waytraffic, where
all of the datapacketdravelin onedirectionand ACK
packetgravelin the other Fora TCP connectionwith
two-way datatransfer a secondit would be neededn
the ECNfield, or someadditionalmechanisnwould be
neededo returnan indication of congestionfrom the
receiverto thesource.

A concernwith incrementaldeploymentalso exists
for SourceQuenchmessages.If a gatewaywantsto
use SourceQuenchmessagesthe gatewaywould not
know whetherthe TCP implementationwas a old im-
plementationwith a fairly drasticresponseo Source
Quenchmessagexr a newerimplementatiorwith the
responsesecommendeth this paper However in this
casethe problemwith olderimplementationsvould not
bethattheywould ignoreSourceQuenchmessagesn-
tirely, but that they would back off for too long in re-
sponséo a SourceQuenchmessageThis would bean
incentivefor usergo upgradeo newerTCPimplemen-
tations,givenanenvironmentith routersusingSource
Quenchmessages.

9.3 ImprovingtheTCP clock granularity?

In thesimulationsn thissectiontheadvantagesf ECN
mechanismsn TCP/IP networksare mostpronounced
for LAN traffic with TCPimplementationdimited by a
coarse-granularity CPclock. Thiscoarse-grainedCP
clock limits the granularityof TCP’s measurementsf
currentroundtriptimes,usedto determinghe valuefor
the retransmittimer. The simulationresultsin this pa-
per, alongwith otherresults|RF94, arguein favor of
improving the granularityof TCP clocks.

Unfortunately evenif therewere no hardwarecon-
siderationsand TCPdesignergouldsetthe TCP clock
granularityto the optimal value, it is not obviouswhat
thatoptimalvalueshouldbe. It seemglear(to us)thata
TCP clock granularityof 100msec(or slightly smaller)
would bemoreappropriatdor currentnetworksthanthe
TCPclockgranularityof 500msedn manycurrentTCP
implementations.

Howeverin thecurrentalgorithmdor settingthe TCP
retransmitimer, thecoarsegranularityfor theTCPclock
is deliberatelyusedasa low-pasdilter to filter outcom-
mon traffic variations[J8§. This filtering implicitly
accountdor commontraffic dynamicssuchasinterac-
tions betweenlocal andlong haultraffic. Changingto
anarbitrarily-fine-grained CPclock(e.g.,considerably
smallerthan100 msec)would removethis filtering, re-
sultingin falseretransmitsn manyscenarioslf afine-
grainedTCP clock wereused, this filtering would have
to bereplacedvy a substantiallynoresophisticateas-
timation process.The additionof ECN mechanismso
TCP/IPnetworkshastheadvantag®f reducingtheim-
portanceof the TCP clock granularity therebyincreas-
ing thegenerakobustnessf the network.

94 TCPover ATM

The investigationof ECN in this paperconcernsonly
TCP/IP networks; we are not consideringthe various
proposaldor ECN in ATM networks.In particular we
arenotconsideringhecongestiorcontrolstrategieshat
might beusedinsidethe ATM networks.

We do, however considera scenarioof TCP/IPtraf-
fic wherepartor all of the pathmight consistof ATM
networks. The ATM networkneedsmechanismso in-
form TCP connection®f congestion.At the moment,
the only viable mechanisnis for the ATM networkto
drop TCP/IP packetseitherinsideor at the boundaries
of the ATM network.

If IP-level ECN mechanismge.g., SourceQuench,
ECNfieldsin IP packeheadersjvereavailablefor ATM
networksto inform TCP sourcesaboutcongestionthe
ATM networkscould invoke thesemechanismst the
boundaryof the ATM networkswhereframesegmenta-



tion andreassemblyccut For example for a TCP/IP
network where someof the TCP sourceswere ECN-
capable the ATM boundaryrouter could drop TCP/IP
packetdoindicatecongestiorto non-ECN-capabl&CP
sourcesandinvoke ECN mechanisméor packetsrom
ECN-capable'CP sources.

10 Conclusions and Future Work

We have proposedspecific guidelinesfor TCP’s re-
sponseto SourceQuenchmessage®r to other ECN
mechanisms.We would proposethat theseguidelines
be usedto modify TCP’s responsdo SourceQuench
messageslf TCPimplementationfiada moreclearly-
definedrespons&o SourceQuenchmessageshennet-
works suchas ATM LANs could considerwhetheror
notto useSourceQuenchmessageasa controllednoti-
ficationof congestiorto TCP/IPconnectiongraversing
thatnetwork.

For a wide-areanetwork the overheadof Source
Quenchmessagemakestheir use problematic. How-
ever, the logistical difficulties of addingECN fields to
IP packetheadersnakegheuseof ECNfieldsproblem-
aticaswell. TheproposedPngpacketheadefH94] has
no spacellocatedfor anECNfield, andit is not clearif
IPngoptions,with aminimumlengthof 8 octetswould
beanappropriateplacefor anECN field.

Thesimulationsn this papersuggesthe ECN mech-
anismswould give a clear, if modestbenefitin TCP/IP
networks. However we seethis researctasa prelimi-
nary investigationof the advantagesnddisadvantages
of ECN mechanism@ TCP/IPnetworks.

A mainadvantagef ECN mechanismss in avoiding
unnecessarpacketdrops, and thereforeavoiding un-
necessargelayfor packetsrom low-bandwidthdelay-
sensitiveT CP connectionsThisadvantagevill bemost
pronouncedn ahighly-congestedetworkwhereahigh
frequencyof packetdropsis requiredto controlconges-
tion.

A secondadvantageof ECN mechanismss in net-
works(generallyL ANs) wheretheeffectivenessf TCP
retransmitimersis limited by the coarsegranularityof
theTCPclock. With ECN,thecongestiomotificationis
promptly receivedby the TCP source,andthe connec-
tion doesnot remainidle, waiting for a TCP retransmit
timer to expire,aftera packethasbeendropped.While
to someextentthe overcoarsegranularity of the TCP
clock couldbe correctedandthe TCP retransmitimer
algorithmssuitably modified, the use of ECN mecha-
nisms,by reducingthe numberof packetdrops,reduces
thedependencentheretransmitimer.

Onedisadvantagef ECNmechanismsliscusse@ar
lier in the paperis that ECN messagege.g., Source

Quenchmessagexr TCP ACK packetswith the ECN

field set)couldbedroppedby thenetworkbeforereach-
ingtheTCPsource.ForaTCPconnectionpackeidrops
areareliable(if sometimeslow) indicationof conges-
tion. Preliminarysimulationsof a wide-areascenario
with two-way traffic andmultiple congestedjateways,
somewith Drop-Tail gatewaysand somewith ECN-

capableRED gatewaysdo not showperformancerob-

lems from droppedECN messages. In addition, the

numberof droppedECN messageshouldbe smallin

a networkwith ECN mechanismsind RED-stylegate-
ways.
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