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Artificial Noise Aided Hybrid Precoding Design for
Secure mmWave MISO Systems With Partial
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Abstract—TIn this letter, we propose a hybrid analog-digital pre-
coder design to enhance the physical layer security of millimeter-
wave (mmWave) multiple-input single-output (MISO) systems with
partial channel knowledge. We derive a closed-form expression for
the average signal-to-interference-and-noise ratio (SINR) of the
eavesdropper (Eve) as a function of the hybrid precoder. Using the
average SINRs of Eves, we derive a secrecy rate lower bound. Then,
we propose a low-complexity artificial-noise-aided (AN-aided) hy-
brid precoder design to maximize the secrecy rate lower bound.
Numerical results show that the proposed AN-aided hybrid pre-
coder achieves comparable performance to that of the fully digital
precoder, with much lower hardware complexity. Moreover, the
proposed AN-aided hybrid precoder outperforms the existing hy-
brid precoder design. Effect of finite-resolution phase shifters on
the proposed precoder is also investigated.

Index Terms—Artificial noise (AN), hybrid precoding,
millimeter-wave (mmWave), partial channel knowledge, physical
layer security.

1. INTRODUCTION

hysical layer security is typically introduced by precoding
schemes at the transmitter (Alice). For millimeter-wave
m

mWave) communications [1], some of existing works con-
sider radio-frequency (RF) precoding with a single RF chain
in line-of-sight (LOS) channels [2]-[4] or non-line-of-sight
(NLOS) channels [5]. The works in [6]—[8] apply secure base-
band precoding with full RF chains. For mmWave systems, hy-
brid analog-digital precoders are preferred due to the hardware
complexity and power consumption concern [9]. Secure hybrid
precoding schemes are developed in [10]-[13]. The work in [10]
relies on the beamforming strategy with no artificial noise (AN)
which results in secrecy performance degradation at moderate
and high signal-to-noise ratios (SNRs). The works in [11]-[13]
develop an AN-aided hybrid precoder. However, the optimal
power allocation between the confidential signal and AN was
not considered in [11], but addressed in [12] when the number
of RF chains is greater than the number of antennas of Eve
for Rayleigh fading channels and in [13] for mmWave LOS
channels. Moreover, [11] and [12] consider only the case that
Alice does not have any knowledge of the channels to Eves. For
cellular systems, base station (Alice) may know the directional
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information of other active users (Eves) and exploiting such
partial channel knowledge to enhance secure communication
is much desirable. To the best of our knowledge, secure AN-
aided hybrid precoding for mmWave NLOS systems with partial
channel knowledge has not been developed in the literature.

In this letter, we propose an AN-aided hybrid precoder de-
sign to maximize the average secrecy rate with partial channel
knowledge. We derive a closed-form expression for the average
signal-to-interference-and-noise ratio (SINR) of Eve as a func-
tion of the hybrid precoder. Using the average SINRs of Eves,
we obtain a secrecy rate lower bound. Since the hybrid precoder
design problem is non-convex, we propose a suboptimal solu-
tion. Numerical results show that the proposed AN-aided hybrid
precoder achieves comparable performance to that of the fully
digital precoder, with much lower hardware complexity. More-
over, the proposed AN-aided hybrid precoder outperforms the
maximum-ratio-transmission (MRT) hybrid precoder of [14].

We use the following notation: A is a matrix, ||A||p is its
Frobenius norm, and Tr[A] is its trace. a is a vector, and

||a|| is its I2-norm. a is a scalar. (-)" and (-)" are the trans-
pose and conjugate transpose operators. Iy is the identity
matrix of order N. &,,.x [A] is the principal eigenvector of
A, while £;.x [A] is the first N principal eigenvectors of A.
diag (a1, as,...,ay ) returns the diagonal concatenation, while
blkdiag (A, As, ..., A y) returns the block diagonal concate-
nation. P (z) and E (x) denote the probability and expectation
of z. x ~ CN (0,%) means that x is a circularly-symmetric
complex Gaussian random vector with zero mean and covari-
ance matrix 3. [al; is the ith element of a, while [a] ; ;) consists

of the ith to the jth elements of a.

II. SYSTEM AND CHANNEL MODELS

A. System Model

We consider a secrecy mmWave MISO system with K single-
antenna receivers. The transmitter (Alice) sends a confidential
message to the first receiver (Bob), while the rest K — 1 re-
ceivers are eavesdroppers (Eves). Alice is equipped with a large-
scale uniform linear array with Nt antennas (Nt > K). The
spacing between antennas is half the wavelength. To reduce the
hardware complexity and the power consumption, the antenna
array is connected via an analog RF precoder to Ny RF chains
(Nrr < Nrt), which process the digitally precoded streams.

We consider a narrow-band transmission, where the received
signal y;, at the kth receiver is given by

Yr = hpx +ny, (1)

where h;, € C**VT is the mmWave channel to the kth receiver,
ni ~ CN(0,0?) is the additive white complex Gaussian noise
with zero mean and variance o2 at the kth receiver, and x €
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CNtx1 s the transmit signal vector given by

x = /¢ Frrfaps + /1 — ¢ Frr Uppz, 2)

where ¢ is the power fraction allocated to the confiden-
tial signal, (1 — ¢) is the power fraction allocated to AN,
Frp € CN1*Nrr s the analog RF precoder, s ~ CA/(0, P)
is the coded confidential signal, fzg € CVr¥*! is the signal
digital baseband precoder, z ~ CN (0, PIy,, ) is the noise
vector artificially generated by Alice, and Ugp € CVrr *Nir
is the AN digital baseband precoder. To maintain the power
constraint E{x’x} = P, where P is the transmit power, we

should have ||Frpfpp||> = |[FrrUspg|? = 1. Using (1) and
(2), the achievable rate Ry, of the kth receiver is given by

h; Frefap |
Rk = IOgQ 1 + ¢’Y| b RE BB| P} ) (3)
(1=¢) 7| hFrrUspsp|” + 1

where v = P/o? is the transmit signal-to-noise ratio (SNR).
The average secrecy rate R is given by [15]

Rye =E {R1 - mlgx{Rk}?Q} , “)

where the expectation is performed over the channels to Bob
and Eves.

The RF precoder Fryp is usually implemented using ana-
log phase shifters. We consider the subarray structure [14],

where each RF chain is connected to N1 antennas via analog
phase shifters. Therefore, Fry has to be expressed as FRF =

blkdlag (fRF,l,fRF,Q, A 7fRF,NRF ), where fRF r € C \RF
Vr € {1,2,..., Ngr} and |[frF ]| = W Vr,m [14].

Therefore, we have F{{FFRF = Iy, ,. Moreover, the power

constraint is reduced to ||fzp||> = |Upg||% = 1. Let Frr be
the set of analog RF precoders satisfying the constraints of sub-
array structure, then we should have Frr € Fry.

x1

B. Channel Model

mmWave channels are expected to have limited scattering
[16], [17]. We adopt a sparse geometric multipath channel model
where the channel vector hy, to the kth user is given by

N L
T
h;, = \/7;1 O‘I-,ka{.,{k’ )

where L is the number of propagation paths, ¢ ;. is the complex
channel gain of the /th path to the kth user, a; ;. is the transmit
steering vector of the [th path to the kth user with azimuth angle
of departure (AoD) of ¢; ;, and

1
VvV Nt
(6)

Denoted by At ; € CNt > the transmit array response matrix
to the kth receiver is given by Ar ;. = [aj z, a2k, ..., 8L k]
Since each resolvable path consists of several paths, similar to
[6, Sec. II-B] and [18, Sec. III-E], the channel gains {ay 4 } are
assumed to be independent complex Gaussian random variables
with zero mean and unit variance.

e*,jW(NT —1)cos(pi k)

a; = |:1’6*J7Tcos(apl‘k)’”.’

III. AN-AIDED HYBRID PRECODING DESIGN

We design the hybrid precoder to maximize the average se-
crecy rate Rg.. for a given transmit SNR . We assume that
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Alice has full knowledge of the channel to Bob but has partial
knowledge of the channels to Eves. Similar to [5], [6], and [10],
Alice has knowledge only of the AoDs of the paths to Eves. Bob
and Eves have full knowledge of their channels to Alice. These
assumptions become realistic if Eves are active nodes, which
have communicated with Alice [19]-[24]. We also assume that
Eves do not cooperate.

With full knowledge of the channel to Bob and partial knowl-
edge of the channels to Eves, maximizing the secrecy rate Rge.
given by

Rycc = R —E {mgx{Rk}ﬁiz} , ™

where the expectation is performed over the unknown channel
gains of Eves, is equivalent to maximizing the average secrecy
rate Rqec [25]. Since it is difficult to get g in a closed form,

we derive a secrecy rate lower bound R as

Rsec = Rl —-E {IOgQ (1 + m]?,x {SINR]C f-?) }

> Ry — log, (1 +E {mkax {SINR; }}_, })
Kv ~

> R1 — 10g2 <1 + ZE {SINRk}> £ Rsec» (8)
k=2

where E{SINR.} = E{ 0 ;“ﬂmi*;%ilg HQH} is the average

SINR of the kth recelver the first inequality holds due to
Jensen’s inequality, and the second inequality holds since

max{xk}k , < SOF_, @y, We need to evaluate E{SINR;} to

get RSCC. It can be rewritten as

pafl Apoy
E {SINR;} =E 9
t d (1-¢)afBroay +9 ©
where o = [041 ky Q2 sy vy O, k]T Ak = A{:IkFRFfBBfé{B

FRFAT k’Bk = AT kFRFUBBUBBFRFAT k,andé = J\T

We can notice that E{SINR}, } in (9) is the expected value of
a ratio of quadratic forms of a;. Moreover, a; is a circularly
symmetric complex Gaussian random vector with a probability
density function (PDF) fo, () given by [26]

fop (o) = mLem ok o, (10)

Let wy and wy be two random variables such that P (wy > 0)
= 1. In [27], it was shown that

w1 > (9
E| = [ | 5-Mu ., (s,— dr, (11
|:’U)2:| /0 [85 ' (s T):|s() ' ( )

where M, 4, (s,7) is the joint moment generating func-
tion of w; and wsy. Define w; = gba?Akak and we =
(1—¢)af' By, + 6. Then, we obtain M, ,, (s, —7) as in
(12) shown at the bottom of the next page. Therefore, we get

E {SINR;,} = /oo

0

0
|:68Mw1 ;W2 (S, —7“):| s=0 ar

[o.¢]
:/ ¢ [T, + (1— ¢) Byr| ™
0

X Tr (1 + (11— 6) Br) ™ oA | dr, (13)
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which can be simplified to (14) shown at the bottom of this page,
where {A }ZL:1 and U, € CL*F are the eigenvalues and the
eigenvectors matrix of By, respectively, and the integral I, ; in
(14) is obtained in a closed form in the appendix. Therefore, we

can write Ry in a closed form.

Using the secrecy rate lower bound Ry, the AN-aided hybrid
precoder design problem is expressed as

RSCC)

max
¢, Frr,fe5,Unpp

st. Fre € Far, 0< ¢ < 1, |fgs|? =1, |Uss|s = %l

The optimization problem in (15) is nonconvex since the ob-
jective function and the RF precoder constraint are nonconvex.
Therefore, we propose a suboptimal AN-aided hybrid precoder

design to maximize the secrecy rate lower bound Rm To get
an efficient solution and decouple the hybrid precoder and the
power fraction ¢ designs, we put ¢ =1 (no AN) and design
the hybrid precoder. Then, we get ¢ maximizing Rs.. by any

efficient one-dimensional (1-D) search.
With ¢ = 1 (no AN), E{SINR}, } in (14) is simplified to

N
E {SINR; } = ’V T

| AT kFRFfBBH (16)

Therefore, Ry in (8) can be written while applying the power
constraint ||[fzp||? = 1 as

RSCC

s (Inge +7FRehi i Frr) fon

fis (INRF +E S, Ff{FAT,kA?kFRF) fon
(17)

=log,

Using the generalized eigenvector decomposition, we obtain
fgp maximizing (17) as a function of Frp as

fBB = gmax [ <INRF

X (INRF +7Fth{{thRF) .

-1
N-
- TXE:FhFATkATkFRF>

(18)
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If a fully digital precoder frp (i.e., Frr = I, ) was used, (18)
would be written as

fFD == gmax l (INT

x (INT + 7h{’h1)] .

X -1
YINT
+ - ]; AT,kA%k)

19)

We propose to obtain the RF precoder Fry as

1 )
furr = ey O (40 i )™
(20)
which satisfies the constraints of the subarray structure and is a

good approximation to frp.
Now, we design the AN baseband precoder Ugp to be in the

null space of the equivalent channel to Bob fll =h;Frpr and
directed to Eves as
Uy =TI, V/ HHBIVHF : Q1)

= (Iny, —h{f (hyhi)Thy) € CNerxNer g
the orthogonal complement projector of h;, and V =
Emin(Vie (K1) D) ] Fip AT Brves AT o Frelly, ],

where A7 pyes = [AT 5, Ars,..., Ap ] € CNrx(K-DE
Note that Ugg is normalized to satlsfy the power constraint

|Ugpg|/# =1. Finally, we obtain the power fraction ¢ by any
efficient 1-D search (e.g., golden section search) as

where Il
1

¢ = arg max Reec, s.t. 0 < ¢ < 1,
]

(22)

where Rie. is given by (8) using E {SINR}, } in (14). The compu-
tational complexity of the proposed AN-aided hybrid precoder
isO(N{ + NAKL + N3 + KL?).

IV. NUMERICAL RESULTS

We assume that Alice has 32 antennas and 4 RF chains. All
channels follow the mmWave channel model described in Sec-
tion II-B with six propagation paths, and the angles of departure
{¢1.1} are uniformly distributed within [0 27). We consider
four baseline algorithms. The first algorithm is the MRT hybrid
precoder of [14], which designs the hybrid precoder to maxi-
mize the rate of Bob while ignoring Eves. The second baseline
algorithm (denoted by “Reduced Fully Digital Precoder”) ap-
plies random antenna selection for each RF chain from its own

Mwl,wz (57

o0

6—67’

T I - ¢Ars+ (1— ) Byr]

/ ak I, — pAks+ (1 — @) Byr|e”

o0
—r) = / rlemo au gpa! Apaus—(1-¢)ag Browr—or o

T (I, —¢Ars+(1-¢)Byr) * dog. (12)

=1 (area under PDF)

e " dr

o0
E {SINR;,} = £, F/ Ay, U, diag ({ /

L
0 (141 =) ) TT5_y (14 (1 — @) Agmr) }l:1>

U/ AT Frefes. (14)

=1}, ; (obtained in a closed form in the appendix)
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Fig. 1. Achievable average secrecy rate Rg.. and optimal power fraction ¢
with four Eves (K = 5).

antenna subset and performs the proposed AN-aided digital pre-
coding (i.e., Ny = Ny = 4). The third baseline algorithm is
the no-AN hybrid precoder which is based on the proposed
hybrid precoder with no AN. The fourth baseline algorithm
(denoted by “Fully Digital Precoder”) is the fully digital pre-
coder that applies the proposed AN-aided precoding with full
RF chains (i.e., Ny = Nrp = 32). Note that the first, second,
and third baseline algorithms are expected to be performance
lower bounds, whereas the fourth baseline algorithm is expected
to be a performance upper bound.

Fig. 1 shows the achievable average secrecy rate (left y-axis)
and the optimal power fraction ¢ (right y-axis) as a function of
the transmit SNR ~ with four Eves (K = 5). As expected, the
AN-aided fully digital precoding achieves the highest average
secrecy rate due to the use of one RF chain per antenna (very
large hardware complexity). The proposed AN-aided hybrid
precoder achieves comparable performance to that of the AN-
aided fully digital precoder, with much lower hardware com-
plexity (only four RF chains are used). The performance loss
is due to the modulus constraint and the limited number of RF
chains. The proposed AN-aided hybrid precoder outperforms
the AN-aided reduced fully digital precoder, which verifies the
effectiveness of the proposed RF precoder design. The SNR
gap between the proposed AN-aided hybrid precoder and the
AN-aided reduced fully digital precoder is about 7.5 dB at high
transmit SNRs. We also observe that the derived secrecy rate
lower bound predicts the performance behavior efficiently. The
MRT hybrid precoder achieves the worst average secrecy rate at
moderate and high transmit SNRs due to ignoring Eves. At low
transmit SNRs, the optimal power fraction ¢ is approximately
1 (no AN) that is why the proposed AN-aided hybrid precoder
and the no-AN hybrid precoder have approximately the same
performance at low transmit SNRs. As transmit SNR increases,
the optimal power fraction ¢ decreases, which means allocat-
ing more power to the AN. That is why the performance of
no-AN hybrid precoder degrades significantly at moderate and
high transmit SNRs. On the contrary, the secrecy rate achieved
by the proposed AN-aided hybrid precoder linearly increases
with transmit SNR, thanks to the optimal power allocation to
AN. The same above performance behavior is observed when
increasing the number of Eves.

With finite-resolution phase shifters, Fig. 2 shows the achiev-
able average secrecy rate versus different numbers of quanti-
zation bits for the phase shifters with four Eves (K = 5) and
transmit SNR v = 15 dB. After designing the RF precoder, the
phases of the RF precoder are quantized into () bits such that

Zlfrplm €{0,35,..., %#}V r, m. We observe that four

quantization bits are sufficient for the proposed AN-aided hybrid
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Fig. 2. Effect of finite-resolution phase shifters on the average secrecy rate
Rgec with four Eves (K = 5) and transmit SNR v = 15 dB.

precoder with secrecy rate loss less than 0.01 bits/s/Hz. With
the same number of quantization bits, the proposed AN-aided
hybrid precoder outperforms the other hybrid precoders.

V. CONCLUSION

We proposed an AN-aided hybrid precoder design to enhance
the physical layer security. The proposed AN-aided hybrid pre-
coder achieves comparable secrecy rate to that of the fully digi-
tal precoder, with much lower hardware complexity. Moreover,
the proposed AN-aided hybrid precoder outperforms the con-
ventional MRT hybrid precoder. With finite-resolution phase
shifters, we showed that four quantization bits are sufficient for
the proposed AN-aided hybrid precoder with secrecy rate loss
less than 0.01 bits/s/Hz.

APPENDIX
EVALUATING THE INTEGRAL I}, ; IN (14)

Defining ju;,; = W, the integral I;; in (14) can be

Ak,
. L =
written as Iy, ; = ¢ (11— 1 tk,m ) Ix,1, where

~ o0 e~ 0" dr

I, = 7
0 (T"‘Nk,l)Hm:l (T+Mk,m)
_/,‘ L

00 —or -0
ag. e by.1€e
:i/ ( BE R )m
0 (T+Mk_l> m=1,m#l (T"F,U,k’m)

(7 +pu1)
TR nE 1 LR nt
=ay, | 0" " Ei (—pp,10) + ) by €1 EL (—pug,10)

vy

L

— > Crm € OBl (— gt 6) (23)
m=1,m#l

where Ei(z) = — ffj "%dt is the exponential integral, and

the partial fraction coefficients are obtained as aj,; =

1 b _ 10 1
= |lar=7T—————lr=—u. and
Hf:lm%l(/”km —ura)’ k.l [dr H{;:l.n,#l(r+/1’k\7l)]r Kkt

1
CL = T .
M (ke 0=tk m) H,,,zl, n#m (ke on =tk m )
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