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Abstract—Accurate and robust defect diagnosis meth-
ods of relay protection systems could enhance power sys-
tems safety and prevent casualties. It is challenging for
traditional defect diagnosis methods, such as Iterative Di-
chotomiser 3 (ID3) and Classifier 4.5 (C4.5), to effectively
solve the problem with missing or ambiguous data that
significantly affect the accuracy of diagnosis. To solve
these challenges, a novel defect diagnosis method based
on least square support vector machine Bayesian network
decision tree (LSSVM-BNDT) is proposed in this article.
LSSVM is first adopted to fill the missing data. Then,
to deal with the nonexclusive ambiguous data, a multi-
state Bayesian network is integrated into a decision tree
to make a posterior correction. The metrics of ten-fold
receiver-operating characteristic cross validation and anal-
ysis of means are employed to evaluate the effectiveness of
the proposed LSSVM-BNDT model. Cases studies are per-
formed to analyze a variety of equipment, including remote
terminal unit, measure and control devices, protective de-
vices, merging units, interchangers, network analyzers, and
fault recorders. Results show that the proposed LSSVM-
BNDT has improved detection accuracy by up to 14.87%
and 8.56% compared with the ID3 and C4.5 benchmark
models, respectively.

Index Terms—Ambiguous data, defect diagnosis, least
square support vector machine Bayesian network decision
tree (LSSVM-BNDT), machine learning, missing data, relay
protection system.

NOMENCLATURE

Acronyms

RTU Remote terminal unit.
DT Decision tree.
DEA Data envelopment analysis.
NNs Neural networks.
DGs Distributed generations.
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SVM Support vector machine.
GA Genetic algorithm.
PPMS Power production management system.
GOOSE Generic object-oriented substation event.
MTBF Mean time between failures.
BN Bayesian network.
DAG Directed acyclic graph.
ROC Receiver-operating characteristic.
AUC Area under operating characteristic curve.
Symbols

Nr Root node.
ϕ Mapping function.
αk Lagrangian multiplier.
K(x, xi) Kernel function.
P (prior) Prior probability.
P (posterior|prior) Posterior probability.

A
(ai)
m ,B(bj)

n ,C(ck) Different states of nodes in each layer.
ai,bj ,ck Logical value of corresponding state.

I. INTRODUCTION

DURING the operation of power systems, different faults
(e.g., short circuit) and abnormal operation conditions

(e.g., overloading) may occur due to lightning strike, equipment
defects, damage of insulation, or incorrect operations [1]. These
faults and abnormal operation conditions may endanger the
safety and reliability of power systems.

Electrical parameters, such as voltage, current, impedance,
and zero-sequence and negative-sequence components, tend to
vary significantly when equipment changes from normal work-
ing state to fault or abnormal working state [2]. Relay protection
devices are used to identify the faults or abnormal working
conditions by detecting the changes in electrical measurements
or phase relationship [3].

Relay protection devices aim to isolate or disconnect the faulty
equipment quickly, accurately, and selectively to prevent the
faulty equipment from further damage and ensure that other
trouble-free equipment can quickly resume normal operation
[4]. When abnormal working conditions are detected, in order to
prevent accident and reduce economic loss, the relay protection
devices will automatically send an alarm, notify the personnel on
duty, or automatically perform necessary actions, such as load
reduction [5].

Relay protection devices also play important roles in equip-
ment total quality management [6]. Additionally, it can help to
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improve the reliability of equipment operation and provide guid-
ance for equipment manufacturing, transportation, installation,
operation, and maintenance [7].

As the power system grows, the protection system’s reliability
has become a critical issue [8]–[12]. Many researchers have
considered the theory of data mining and machine learning, and
a significant amount of work has been performed on protection
systems operation [13]–[22].

DT has been widely applied to defect prediction in the lit-
erature. For example, Carvalho and Freitas [23] proposed a
hybrid DT to manage disjointed sets in data mining. Othman
et al. [24] addressed the issue of tremendous amount of data
by intelligently divulging the knowledge hidden in the relay
recorded event report using a data-mining strategy based on
the rough set theory and rule-quality measure under supervised
learning to discover the relay decision algorithm and association
rule with the theory of DT. Wu [25] developed a hybrid fault
detection model by integrating DEA, DT, and NNs. Polat and
Güneş [26] utilized a hybrid classification method to classify
a multiclass problem that includes dermatology, image seg-
mentation, and lymphographic datasets. Upendar et al. [27]
developed a statistical algorithm for the classification of faults
on power transmission lines based on the wavelet transform of
the three-phase currents. Woźniak [28] focused on the problem
of concept drift, especially in data mining methods that use
complex structures for making decisions. Heidari et al. [29]
developed a method for islanding detection based on the analysis
of transient state signals, where DT is trained for classifying
the transient events. The proposed method is then simulated
on a medium-voltage distribution system with two kinds of
DGs. Kumar and Gopal [30] developed a hybrid SVM model
by using DT to speed up SVMs in its testing phase for binary
classification tasks. Saimurugan et al. [31] used SVM for faults
classification by using features extracted by DT from vibration
signals of a rotational mechanical system. Biswal and Dash [32]
developed an automated DT construction algorithm to select the
optimal set of features based on a specified optimality criterion.
Taheri et al. [33] presented a high-speed intelligent scheme for
series-compensated transmission line protection using differen-
tial phase angle of superimposed current based on a DT algo-
rithm. A protection scheme based on the hybrid framework of an
ensemble of DT, least square, and Adaline algorithm to perform
the task of fault detection/classification, zone identification,
location estimation, and power swing detection was proposed
with a two-machine system and Western System Coordinating
Council 9-bus system in [34]. Mishra et al. [35] detailed a
novel microgrid protection scheme based on the Hibert–Huang
transform and machine learning techniques. Initialization of the
proposed approach is conducted by extracting the three-phase
current signals at the targeted buses of different feeders. The
obtained nonstationary signals are passed through the empirical
mode decomposition method to extract different intrinsic mode
functions. A protection coordination plan based on DT for
considering uncertainties in the topology of microgrid, protec-
tion system, and communication links was presented by Hosseini
et al. [36]. He et al. [37] proposed a robust scheme based on an
adaptive ensemble DT learning, with tests on the IEEE 39-bus
test system and the Western Electricity Coordinating Council

system. Tran et al. [38] built a fault diagnosis method based on
the adaptive neuro-fuzzy inference system in conjunction with
DTs. Nevertheless, several drawbacks exist in these methods,
such as the following.

1) Many models and threshold parameters of the criterion
are based on the foundation of expert experience method
with strong subjective factors.

2) There are many manual interventions in data collection
and processing and, thus, leading to ambiguous data
and missing information, which affects analysis accuracy
ultimately.

3) Analysis and judgment are based on unidimensional or
low-dimensional samples of a single or a small number of
state indicators, thereby ignoring the relationship between
variables.

To address the aforementioned limitations, in this article we
developed a defect prediction of relay protection systems based
on LSSVM-BNDT. The main innovations and contributions of
this paper include the following.

1) A machine learning model, i.e., LSSVM-BNDT, is de-
veloped to predict faults of relay protection systems.

2) An optimized DT machine learning (ML) algorithm is
applied to process high-dimensional data.

3) LSSVM is used for information filling in the data prepro-
cessing stage.

4) To deal with the ambiguity data, a multistate BN is
imported into DT and, thus, making the scheme closer
to actual working conditions.

The remainder of this article is organized as follows. Section
II briefly summarizes the data collected for faults detection. In
Section III, the fault diagnosis model based on the traditional
DT is adopted as a baseline and briefly discussed. Section IV
describes the proposed fault detection model using LSSVM-
BNDT. Section V presents the comparison and analyses of
simulation results. Finally, Section VI conclude this article.

II. DATA SUMMARY

The data analyzed in this article were collected from China
Guizhou Power Grid Company Limited, which covers an area
of about 176.17 km2. The data acquisition system structure
is shown in Fig. 1, which consists of a data collection cen-
ter, data processing servers, Hadoop server cluster, and user
servers.

Hadoop Distributed Processing Technology is utilized in the
software framework to enable the petabyte-level parallel data
processing. Other data sources include the PPMS operation
maintenance database, energy management system operation
database, supervisory control and data acquisition database,
local meteorological database, geographic information system,
geographic information database, enterprise resource plan sys-
tem, GOOSE information base, sampled value (SV) database,
etc. The data collection system should satisfy the following
technical metrics.

1) The historical data should be ≥10 years.
2) The MTBF of main facilities (e.g., servers and worksta-

tions) should be ≥5 years.
3) The call time of screen output should be ≤3 s.
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Fig. 1. Structure diagram of the data collection system.

4) MTBF under 100% load and 24/7 working conditions
should be ≥60 000 h.

5) The transmission handling capacity should be
≥200Mb/s.

6) The data identification speed should be ≥100 kb/s.
According to Defect Management Methods for Produc-

tion Equipment of China Southern Power Grid Corporation
(Q/CSG210015-2014), equipment defects are classified into
material weakness, significant deficiency, common defect, and
normal state light of severity. The definition and solution of each
type of defect are described as follows.

A. Material Weakness

Definition: During operation and maintenance, if a device
failed to satisfy operation or maintenance standards, it may lead
to device failures. Consequently, the failures will affect the safety
of personnel, equipment, and power system operations. During
construction, installation, and transportation, if a device did not
meet design standards, it may negatively affect the equipment.

Solution: The operation and maintenance department must
take actions immediately after receiving emergency defect
alarms. When power-cut maintenance is required, the opera-
tion department shall assist to apply for outage with on-duty
operators in time.

B. Significant Deficiency

Definition: The equipment can still operate for a short period
of time after the device violates the operation and maintenance
standards.

Fig. 2. C4.5 DT schematic diagram.

Solution: The maintenance department must take actions re-
garding the defects within one day after receiving the alarm.

C. Common Defect

Definition: During operation and maintenance, common de-
fects will not significantly affect the safety and economic op-
erations. Small damage and failures caused in the process of
manufacturing, transportation, and installation will not affect
facilities’ core function and can be handled on site.

Solution: The maintenance department must take actions
within three days after receiving the alarm.

D. Normal State

Definition: The equipment is in good running condition.
Solution: Maintain daily operation and inspection. Scheduled

maintenance can be postponed.

III. DEFECT DIAGNOSIS MODEL BASED ON DT

Classifier 4.5 (C4.5) DT provides a tree graph that consists of
several nodes and branches to characterize possible predicting
outcomes. C4.5 DT clusters high-dimensional data using infor-
mation entropy (IE), and information gain ratio (IGR) is used as
a criterion. C4.5 DT is a recursive structure tree, and each leaf
node represents a decision attribute.

As shown in Fig. 2, the root, intermediate, and leaf nodes of
DT are constructed by calculating IGR to determine the optimal
split. Each leaf node represents a cluster. Simultaneously, each
internal node is associated with a specific attribute to connect
the node and its child nodes.

Authorized licensed use limited to: Univ of Texas at Dallas. Downloaded on October 30,2020 at 02:16:55 UTC from IEEE Xplore.  Restrictions apply. 



JIA et al.: DEFECT PREDICTION OF RELAY PROTECTION SYSTEMS BASED ON LSSVM-BNDT 713

Fig. 3. Feature space segmentation.

During the generation process, the attribute with the highest
IGR is selected in each layer of the tree. The object set is divided
into subsets according to the attribute value. Then, each child
node selects new attributes and continues the recursive process
in the following subtrees. The parameter (x, y) stands for a
jointly distributed random variable in the sample set DS with l
samples. The parameter x denotes a n-dimensional eigenvector.
X represents the set of eigenvectors and x ∈ X(n). y is used
to represent an attribute. Y is the set of sample attributes and
y ∈ Y (n) (Y = {I, II, III, IV, V} in Fig. 2). fk is a criterion
function between nodes and their child nodes (k = {1, 2, 3, 4}
in Fig. 2). The training set LS is composed of a set of samples
and the corresponding attribute set in DS with a proportion of o,
namely, sl = {(xi, yi)|i = 1, 2, . . . , p} ⊆ DS and p = ol.

C4.5 DT divides the feature space into a few regions. Each
node is connected with the segmentation criterion fk. Starting
from the root node, corresponding feature spaces are partitioned
into multiple regions by fk, as shown in Fig. 3.

Fig. 3 shows the feature space segmentation schematic di-
agram. As the number of segmentation criteria fk increases,
the feature space of the test set st = {(xj , yj)|j = 1, 2, . . . , q}
is classified into different regions, by following the steps as
follows.

Step 1: Create a root node Nr in the learning set LS.
Step 2: If samples in LS belong to the same category C, the node

will be returned as a leaf node marked with cluster C.
Step 3: If the attribute is empty, the node will be returned as a

leaf node.
Step 4: Calculate IE H(X):

IE describes the uncertainty of variables, which is expressed
as follows:

H(X) = −
p=αl∑
i=1

P (xi)log2[P (xi)] (1)

where xi represents a node in LS, P (xi) denotes the probability
that a sample in LS belongs to the candidate attribute yi.

Step 5: Assume that the numbers of positive and negative sam-
ples in LS are pos and neg, respectively. IE is calculated as
follows:

IE(pos, neg) = − pos

pos + neg
log2

pos

pos + neg

− neg

pos + neg
log2

neg

pos + neg
. (2)

Step 6: The information expectation function of DT with an
attribute Y as a decision node is given by

E(Y ) =

ψ∑
i=1

posi + negi
pos + neg

I(posi, negi) (3)

where ψ is the number of sample subsets of attribute Y.

Step 7: Calculate the information gain (IG) of attribute Y, given
as

Gain(Y ) = I(pos, neg)− E(Y ). (4)

Step 8: The split information (SI) of attribute Y is given as

SI(LS, Y ) = −
ψ∑
i=1

posi + negi
pos + neg

log2

(
posi + negi
pos + neg

)
. (5)

Step 9: Then, IGR of attribute Y is calculated by

IGR(Y ) =
Gain(Y )

SI(LS, Y )
. (6)

Step 10: The node with the maximum value of IGR is the best
split node for the partition attribute.

Step 11: Recursively call Step 3–Step 10, select the best split
attribute among remaining attributes, create child nodes based
on the subsamples of the dataset, and perform further subset
dividing process.

Step 12: Complete the construction of DT and exit.

IV. LEAST SQUARE SUPPORT VECTOR MACHINE

BAYESIAN NETWORK DECISION TREE

Missing and ambiguous information can significantly affect
the accuracy of diagnosis for relay protection systems, which
can be addressed by the proposed LSSVM-BNDT algorithm.
The overall framework includes LSSVM, BNDT, tenfold ROC
cross validation (10-ROC-CV), and analysis of means (ANOM),
as shown in Fig. 4.

A. Missing Data

Taking RTU as an example, “NA” indicates missing data in
Table I, which can be filled in by using LSSVM, as shown in
Fig. 5.

In Fig. 5, the missing data are first identified, with “1” indi-
cating existing data and “0” indicating missing data. Then, data
matching is performed for n periods of collected data. Here, the
X-axis represents the index of sampled data, the Y-axis denotes
the sample number sequence, and the Z-axis is the data acqui-
sition period. The learning set is defined as LS = {(xk,yk)},
where xk stands for the input data, and yk represents data label.
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Fig. 4. Overall framework of LSSVM-BNDT.

TABLE I
ACQUISITION DATA INFORMATION OF RTU

Note. No. = number; AD = age of device; ST = device service time; OFD = oscil-
lator frequency deviation; CO = communication outage; AG = alarm information
of GOOSE; AS = alarm information of SV.

The following optimization problem is formulated:

min
ω,b,e

J(ω, e) =
1
2
ωTω +

1
2
γ

N∑
k=1

e2
k

s.t. yk = ωTϕ(xk + b+ ek) (k = 1, 2, . . . , N) (7)

where γ is a regularization parameter, ϕ is a mapping function
of the kernel function space Rn → Rnb , ω is a weight vector
and ω ∈ Rnb , ek represents an error value, and ek ∈ R; b is a
deviation value.

Fig. 5. Data filling process.

Fig. 6. Classification results of C4.5 DT. (a) Without ambiguous data
samples. (b) With ambiguous data samples.

To solve the problem, a Lagrangian function is formulated as
follows:

L(ω, b, e, α) = J(ω, e)−
N∑
k=1

αk{ωTϕ(xk) + b+ ek − yk}
(8)
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Fig. 7. DAG of a multistate BNs.

Fig. 8. Structure diagram of adding Bayesian nodes in a hybrid DT.

whereαk represents the Lagrangian multiplier andαk ∈ R. The
partial derivatives of L with respect to ω, b, ek, and αk is 0⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

∂L
∂ω = 0
∂L
∂b = 0
∂L
∂ek

= 0
∂L
∂αk

= 0

→

⎧⎪⎪⎪⎪⎪⎨
⎪⎪⎪⎪⎪⎩

ω=
∑N
k=1 αkϕ(xk)∑N

k=1 αk = 0

αk = γek

ωTϕ(xk) + b+ ek − yk = 0

. (9)

Derived from (9), we can get the following[
0 ETv

Ev Ω+ 1
γ I

] [
b
α

]
=

[
0
Y

]
(10)

where Ω = K(xk,xl) = ϕ(xk)
Tϕ(xl); Y = [y1,y2, . . . ,

yN ]T ; Ev = [1, 1, . . . , 1]T .

Fig. 9. Comparison between C4.5 and hybrid DT when processing
ambiguous data samples.

Fig. 10. Structure diagram of adding Bayesian nodes in a hybrid DT.

A radial basis function (RBF) is adopted as

K(x,xi) = exp

[
−‖x− xi‖2

2σ2

]
(11)

where x indicates the input vector, xi represents the center of the
ith RBF, σ denotes a standardization parameter, and ‖x− xi‖ is
the operator norm of vector x− xi.

The kernel functionK(x, xi) realizes the mapping of samples
from the input space to the feature space, and then the function
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Fig. 11. 10-ROC-CV calculation of RTU.

Fig. 12. Predicted and observed values in fold-1 CV.

estimation of LSSVM is expressed as follows:

y(x) =

N∑
k=1

αkK(x,xk) + b. (12)

B. Ambiguous Data

Fig. 6(a) and (b) shows the classification results of C4.5 DT
without and with ambiguous data, respectively.

It can be seen from Fig. 6(a) that C4.5 DT generates stable
results when dealing with the samples without ambiguous data.
However, when handling samples with ambiguous data, different
training outputs are obtained in various learning cycles, which
will consequently affect the simulation accuracy and robustness.

To deal with nonexclusive ambiguous data, a multistate BN
is integrated with DT to improve the model performance. BN
is a DAG model based on conditional probability (CP). The

Fig. 13. 10-ROC-CV and ANOM of RTU.

directed arcs between the parent and child nodes represent the
correlation among random variables. The CP of each state is
defined as follows:

P (posterior |prior ) = P (prior |posterior )P (posterior)
P (prior)

(13)
where P (prior) is a prior probability, and P (posterior|prior)
denotes a posterior probability.

Given that an event attribute has n states, the prior probability
is calculated by

P (prior) =

n∑
i=1

P (prior |porsterior

= poi)P (posterior = poi) . (14)

Take a multistate BN in Fig. 7 as an example, A(ai)
m , B(bj)

n ,
and C(ck) represent different states in each layer. ai, bj , and
ck denote the state logical value selected by the corresponding
node. Given the condition that node Am is in the running state
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TABLE II
DEFECT DIAGNOSTIC PERFORMANCE OF ALL PROTECTION DEVICES

Measuring and control equipment (MC), protective device (PD), merging unit (MU), interchanger (IC), fault recorder (FR).

A
(ai)
m , the CP of that node is in the failure state C(ck) will be

P (C = C(ck)
∣∣∣Am = A(am)

m )

=
P (Am = A

(am)
m

∣∣C = C(ck) )P (C = C(ck))

P (Am = A
(am)
m )

. (15)

And the posterior probability is given by

P (Am = A(am)
m

∣∣∣C = C(ck) )

=
P (C = C(ck)

∣∣∣Am = A
(am)
m )P (Am = Aamm )

P (C = C(ck))
.

(16)

A Bayesian node is added in between the two attribute nodes
of neighboring layers of the C4.5 DT. Fig. 8 illustrates the overall
structure of adding Bayesian nodes in the hybrid DT.

As shown in Fig. 8, the data ambiguity can be determined by
comparing the consistency between the prior information and
posterior information in the Bayesian node. When calculating
the CP f of intermediate nodes, if the posterior information is
consistent with the prior information, we can consider that the
data sample is nonambiguous. Then, we can use the criterion
decision function f in DT to calculate IE, SI, and IGR to
determine the optimal split point. Otherwise, if the posterior
information is different from the prior information, the posterior
probability correction of Bayesian node will be applied.

Then, the modified posterior Bayes function is used to update
the prior probability. Finally, the attribute is classified into the
class with the largest posterior probability value.

As shown in Fig. 9, Bayesian DT has higher accuracy and
robustness than traditional C4.5 DT in dealing with ambiguous
data samples.

V. SOME COMMON MISTAKES

The equipment used in defect prediction and management of
relay protection systems includes: RTU, measure-control device,
protective device, merging unit, interchanger, network analyzer,
and fault recorder. The K-fold cross validation is used to evaluate
the performance of Iterative Dichotomiser (ID3), C4.5, and
LSSVM-BNDT, as shown in Fig. 10.

Data samples are divided into k subsamples as
{s1, s2, . . . , sk}. At each time, (k−1) set of sample are
used as training set, and the remaining set is used as verification

set. The 10-ROC-CV is adopted to evaluate the accuracy of
defect prediction. The data samples (i.e., 10 000 samples) are
divided into ten subsample sets, and each subsample contains
1000 samples. The ROC curve is a statistic graph plot that is
used as a quantitative metric to measure the performance of
diagnostic methods with false positive rate as the X-axis and true
positive rate as the Y-axis. In general, the diagnostic method
is invalid if AUC ≤ 0.5. The performance of the detection
can be categorized into three groups: low performance with
AUC ∈ (0.5, 0.7], good performance as AUC ∈ (0.7, 0.9], and
excellent performance as AUC ∈ (0.9, 1].

Fig. 11 compares RTU defect prediction results of ID3, C4.5,
and LSSVM-BNDT with ROC. A larger AUC, i.e., the ROC
curve is skewed to the top left of the figure, indicates better di-
agnostic performance of the algorithm. The proposed LSSVM-
BNDT algorithm has a larger mean AUC value (i.e., 0.9171)
than the baseline methods of ID3 (i.e., with AUC as 0.7424) and
C4.5 (i.e., with AUC as 0.8668). Thus, LSSVM-BNDT performs
more accurately for RTU defect prediction.

Fig. 12 compares the detection results of the first-fold CV
among ID3, C4.5, and LSSVM-BNDT. The defect diagnostic
accuracies of ID3, C4.5, and LSSVM-BNDT are 78.4%, 83.2%,
and 95.5%, respectively.

Fig. 13 compares the overall results of the 10-ROC-CV for
RTU defect prediction. The mean accuracy (ACC) values of
ID3, C4.5, and LSSVM-BNDT are 79.1%, 83.4%, and 93.8%,
respectively. The mean AUC values of ID3, C4.5, and LSSVM-
BNDT are 0.7424, 0.8668, and 0.9171, respectively.

The ANOM is a statistical technique used in detecting sig-
nificant variations among groups of data by comparing the
mean of each group to the overall mean. The 10-ROC-CV and
ANOM results of RTU, measure and control devices, protective
device, merging unit, interchanger, network analyzer, and fault
recorder are summarized in Table II. Besides the DT methods,
other machine learning approaches, including long short-term
memory (LSTM) and Q-learning, are also compared. Overall,
the proposed LSSVM-BNDT performs better in terms of both
AUC and ACC.

VI. CONCLUSION

A fault diagnosis model of relay protection systems based
on LSSVM-BNDT was developed in this article, to address the
challenges of missing and ambiguous data. The defect predic-
tion method was applied to real operation data. Four baseline
models, i.e., ID3, C4.5, LSTM, and Q-learning, were selected
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for comparison. Numerical simulations of these case studies
showed that the LSSVM-BNDT method had improved defect
prediction accuracy by 14.87% and 8.56% compared with ID3
and C4.5, respectively. In the future, this research could be
further improved by considering the correlation between metrics
in data mining and data cleaning to further improve the accuracy
of fault diagnosis.
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