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Abstract—The integration of Integrated Energy Systems (IES)
with main power grids is vital for enhancing the efficiency,
security, and resilience of modern energy systems. However, this
increased interconnectivity among energy sources, smart grids,
and digital monitoring systems also exposes IES to significant
cyber threats. To mitigate these risks, we have developed a
framework for real-time, AI-assisted monitoring and anomaly
detection, leveraging generative AI models to monitor inter-
connected IES within the main grid. This paper presents a
Generative Adversarial Networks (GAN)-based prediction and
anomaly detection system, specifically leveraging the Wasserstein
GAN with Gradient Penalty (WGAN-GP) with Long Short-Term
Memory (LSTM), for secure monitoring of grid-connected IES.
Our approach combines the generator’s predictive capabilities
with the discriminator’s scoring mechanism to enhance anomaly
detection and overall model accuracy. This allows the system to
forecast the control system’s future response and detect anomalies
before they manifest in real-time data. The effectiveness of this
framework is assessed using an interconnected IES to the IEEE
118-bus test network. The pre-trained model is subjected to
diverse attack scenarios, and experimental results consistently
demonstrate its capability to identify the probability of anomalies
within the IES efficiently.

Index Terms—Generative AI, cybersecurity, integrated energy
systems, generative adversarial networks, anomaly detection.

I. INTRODUCTION

INTEGRATED Energy Systems (IES) are vital in opti-
mizing resource utilization and promoting sustainability

in modern energy management. These systems interconnect
different energy sources, such as renewable energies, batteries,
clean fuels, and energy storage, to efficiently serve the needs of
both local and regional consumers [1]. IES combines multiple
energy sources and technologies, either tightly or loosely
coupled, to deliver electricity, heat, transportation, and other
energy services. It enhances the overall efficiency, reliability,
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and sustainability of the energy supply. [2]. Moreover, it
contributes to enhancing grid resilience and promoting com-
munity involvement as a crucial step towards achieving 100%
renewable energy [3].

Numerous research has investigated the optimal operation
and design of IES [4]. For instance, the decentralized operation
of an IES in Great Britain has been used to simulate a decar-
bonized energy system with a multi-vector energy strategy.
The simulation shows improvements in operational flexibility,
better use of renewable resources, and a reduced need for large
investments in expanding the electricity transmission network
[5]. A distributed solar-biogas residential IES is designed and
optimized to supply thermal, electrical, and gas loads in remote
locations [6]. Integrating IES with the main grid enhances
energy efficiency, cost-effectiveness, reliability, sustainability,
and resilience [7]. Its diverse energy mix offers operational
flexibility and supports net-zero goals [8], while also improv-
ing community resilience after extreme events [9]. However,
integrating IES with the main grid introduces cybersecurity
challenges, particularly for real-time monitoring and dynamic
anomaly detection. Cyberattacks on IES can destabilize the
grid, cause financial losses, and deceive operators. In com-
petitive markets, attackers may target other IES for profit or
influence. Therefore, detecting and mitigating threats at the
grid-IES interface is essential.

Numerous studies have explored anomaly detection
approaches for real-time cybersecurity monitoring of both
power systems and IES. For instance, [10] examines targeted
cyber-attacks on different IES components, including heat
load redistribution attacks, revealing latent vulnerabilities and
security challenges. Machine learning techniques, such as
those in [11], utilize conditional variational autoencoders with
attention mechanisms for the classification and detection of
anomaly patterns in IES. Additionally, [12] presents data-
driven approaches for detecting anomalies and analyzing
vulnerability dynamics in large-scale IES. Furthermore, a time-
frequency feature prediction method for anomaly detection
in cyber-physical IES is outlined in [13]. The time series
analysis method involves examining data patterns over time to
detect anomalies, with k-nearest neighbor analysis [14], [15].
A sophisticated graph-structure-based framework for pattern
recognition and spectral clustering is discussed for hybrid
energy systems in [12] and [16] to enhance the security of
systems. Probability-based models, like Bayesian networks,
could be applied to predict cybersecurity threat likelihoods in
a network [17]. The deployment of artificial neural networks,
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especially Convolutional Neural Networks (CNNs), is valuable
for learning complex patterns and detecting anomalies, as
highlighted by [18]. For example, [19] introduces a deep rein-
forcement learning-based feature selection model for network
intrusion detection. CNN-based methods use convolutional
layers to extract features from labeled time series data (normal
and anomalous) and fully connected layers for unsupervised
classification, learning to distinguish key patterns. However, in
scenarios with new technologies where labeled data for rare
anomalies is scarce or unavailable, traditional deep-learning
cybersecurity models become impractical. To overcome this,
generative methods can be used to generate realistic data,
making it possible to address the challenge of limited or
costly labeled anomalous data. Within the energy sector,
generative AI plays a pivotal role in predictive analytics, smart
grid management [20], market forecasting, and integration
of renewable energy sources. In the power system dynamic
security assessment, [21] introduces a data-driven GAN model
to address missing data, enhancing the overall robustness of
the assessment process. Generative AI is effective for real-time
anomaly detection in IES by learning from unlabeled, het-
erogeneous time-series data using simulation-based testbeds.
GANs, in particular, enable dynamic feature extraction through
adversarial training and can detect subtle anomalies by assign-
ing probability scores for unseen patterns that reflect how
well new signals match learned normal patterns. However,
the application of generative models in anomaly detection and
operational security of the energy system is relatively new
and underexplored. One key motivation for using a pre-trained
GAN-based model is its ability to plug into existing systems
without requiring substantial upgrades to the infrastructure.

In this paper, we present a novel approach to real-time
anomaly detection in complex energy systems using a Wasser-
stein GAN with Gradient Penalty (WGAN-GP) combined
with a Long Short-Term Memory (LSTM) architecture. The
LSTM-enhanced GAN incorporates LSTM layers to model
time-series data. The latent vector input to the generator
is passed through the LSTM network, which processes the
sequences step-by-step, enabling the model to learn temporal
dependencies and generate sequential data that closely mimics
the time-dependent structure of the real data. The methodology
combines predictive modeling with an improved discrimina-
tor score from a pre-trained generator and discriminator to
detect anomalies accurately. The LSTM-GAN model extracts
features from real datasets, adapts to evolving patterns, and
improves anomaly detection accuracy. This addresses key
challenges in IES, particularly those related to modeling
non-stationary behavior, the interaction between thermal and
electrical subsystems, and the limited adaptability of conven-
tional detection methods in such multi-domain environments.
Unlike traditional machine learning techniques, the proposed
framework enables adaptive, unsupervised anomaly detection.
By leveraging the synthetic data generation capabilities of
LSTM-GAN, they can identify previously unseen anomalies
that traditional methods might miss.

To train the model, we develop dynamic models of IES,
including renewable energy resources, batteries, thermal units,
and main grids across various operating scenarios. This

dataset enables pre-trained discriminators to accurately model
complex power grid behaviors, supporting early anomaly
detection. The LSTM-GAN model sets a probability score
threshold to detect cyberattacks in real time, triggering alarms
when exceeded. The proposed model significantly reduces the
incidence of false positives and negatives, thereby delivering
more accurate anomaly detection.

The rest of the article is organized as follows: Section II
reviews the design of the IES and the importance of anomaly
detection in its operation. In Section III, we develop an AI-
assisted real-time monitoring approach for anomaly detection
using the WGAN-GP. Numerical results are presented in
Section IV, and conclusions are drawn in Section V.

II. INTEGRATED ENERGY SYSTEMS (IES) DESIGN

IES refers to the concept of combining diverse energy
sources, technologies, and infrastructure to optimize the entire
energy life cycle, from generation and distribution to uti-
lization. This framework represents an electro–thermal IES
without modeling the gas network, with a focus on appli-
cations where electro–thermal interactions dominate, such as
cogeneration in combined heat and power units, waste-heat
utilization for cooling and data center energy management, and
renewable–thermal hybrid systems. As illustrated in Fig. 1,
in this paper, we have created an IES that seamlessly inte-
grates various energy sources, including renewable options like
solar, wind, and battery, along with clean fuels and thermal
demand. Dynamic modeling of a grid-connected IES captures
the interaction between synchronous generators, inverter-based
resources, and the power grid, using equations to represent
system dynamics, steady states, and disturbance responses.

The dynamics of synchronous generators, including their
governors, Automatic Voltage Regulators (AVRs), and stabi-
lizers, are described by differential equations:

ẋ = f (x, u), x ∈ Rnstates , (1)

where x represents dynamic states such as rotor angle, angular
velocity, and excitation voltage, while u denotes control inputs
like governor settings and excitation voltage. These equations
model the electromechanical behavior of generators and their
controllers. For inverter-based resources such as batteries,
solar panels, and wind turbines, the dynamics are represented
similarly but account for the power-electronic interfaces. Their
state-space equations incorporate the control strategies regulat-
ing active and reactive power, as well as voltage and frequency.
The power balance at each node in the system is represented as
algebraic constraints that ensure the sum of active and reactive
power injections and withdrawals balance to zero in steady-
state and adjust dynamically:

0 = g(x, y), y1 ∈ R
nalgebraic1 , (2)

where y1 includes algebraic variables such as bus voltages
and angles, and g(x, y) represents active and reactive power
mismatch equations. For transient stability studies, power
system simulator PSS R© E solves the full set of nonlinear
differential-algebraic equations:

ẋ = f (x, y, u), (3)
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Fig. 1. Schematic illustration of generative AI-assisted anomaly detection in real-time monitoring.

0 = g(x, y, u), (4)

using numerical integration methods (e.g., trapezoidal rule)
over small time steps. This ensures that all nonlinear behaviors
are fully preserved during simulation, regardless of the system
operating point or disturbance type. Consequently, the time-
domain trajectories generated from PSS R© E reflect the
complete nonlinear dynamics of the system and are used to
train the AI model. As such, the model is not limited by
assumptions of linearization and can capture a wide range of
operating behaviors. Although time is inherently included in
the numerical integration process, it allows the evolution of
states and algebraic variables over time. This approach models
the IES’s responses to faults, disturbances, and dynamic inter-
actions. The thermal-electrical system dynamics are described,
including thermal setpoints, thermal power, and electrical
outputs. The system has feedback loops where thermal and
electrical powers influence each other. The thermal load
changes based on the external setpoint, and its dynamics
are modeled in Eq. 7. Thermal power impacts the electrical
output, which is controlled by a governor-like mechanism.
The rotor speed models the interaction between mechanical
and electrical power, considering efficiency losses. We use
discretization to approximate the system’s behavior in small
time intervals for simulation and analysis. The thermal setpoint
dynamics are governed by the following differential equation,
which models the change in thermal setpoint over time:

dPth,set

dt
=

1
τset

(Pth,set,raw − Pth,set), (5)

where the raw thermal setpoint, Pth,set,raw, is determined by the
external setpoint and the electrical power:

Pth,set,raw =min(Pth,max,max(Setpoint, k · (Pel,max−Pel))), (6)

with the parameters Pth,max and Pel,max representing the max-
imum thermal and electrical power, respectively, and k as a

scaling factor. The thermal power dynamics are described by
the following equation, which captures the rate of change of
thermal power as it approaches the setpoint:

dPth

dt
=

1
τ

(Pth,set − Pth), (7)

where τ is the thermal power time constant. The electrical
output dynamics are governed by the following equation,
which models the governor-like behavior of the system:

dPel

dt
=

1
τg

(Pel,th − Pel − Kd · (ω − ωre f )), (8)

where Pel,th is the thermal electrical power, given by:

Pel,th = max
�

0.0, Pel,max −
Pth,set

k

�
, (9)

and Kd represents the damping gain while ω is the rotor speed.
The rotor speed dynamics are described by the following
equation, which models the rotor speed’s rate of change in
response to mechanical and electrical power:

dω
dt

=
1

2H
(Pm − Pel − D · (ω − ωre f )), (10)

where Pm is the mechanical power, and D is the damping
coefficient. The term Pel ≈ Pm ·η accounts for efficiency losses.
The discretized thermal setpoint update is expressed as:

Pth,set(t + ∆t) = Pth,set(t) + ∆t ·
Pth,set,raw − Pth,set(t)

τset
, (11)

which approximates the thermal setpoint at the next time step
using a finite difference method. The discretized thermal power
update is given by:

Pth(t + ∆t) = Pth(t) + ∆t ·
Pth,set(t) − Pth(t)

τ
, (12)
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Fig. 2. The GAN-based model detects real-time anomalies by using reconstruction errors and discriminator outputs, leveraging pre-trained models and
simulation testbed data.

which models the thermal power change over time using the
thermal time constant. The discretized electrical output update
is formulated as:

Pel(t + ∆t) = Pel(t) +
∆t
τg

(Pel,th(t)

− Pel(t) − Kd · (ω(t) − ωre f )), (13)

which approximates the electrical output change at each time
step using the electrical time constant and damping gain.
Finally, the discretized rotor speed update is:

ω(t + ∆t) = ω(t) + ∆t ·
1

2H
(Pm(t)

− Pel(t) − D · (ω(t) − ωre f )), (14)

III. REAL-TIME SIGNAL MONITORING WITH LATENT
TIME WINDOWS

Generative AI employs deep learning methods to automati-
cally discover and learn patterns within input data, employing
two key sub-models: the generator model, dedicated to pro-
ducing new examples, and the discriminator model, focused
on classifying examples as either real or fake. As depicted in
Fig. 1, once a generative model is trained using data from
dynamic responses of a system under various operational
conditions, the pre-trained discriminator can be employed
independently to validate any new signals. The model is
trained to distinguish genuine system signals from manipulated
data designed to deceive operators. It can be deployed in
monitoring systems to detect and mitigate cyberattacks. Let
X(t) represent a continuous signal observed to analyze the
behavior of the monitored system at time t. To effectively
capture the dynamics of the monitored system, a latent time
window W(t) is defined as:

W(t) = [X(t − τ(t)), X(t)], (15)

The adaptive window parameter τ(t) is determined dynami-
cally using an automated method that computes the variance
of the input signal X(t) over a short preliminary window.
Specifically, τ(t) = k/Var(X(t)), where Var(X(t)) is the signal’s
variance and k is a scaling factor calibrated from simulation
testbed results. For high-variance signals, τ(t) is reduced to
capture recent dynamics, while for low-variance signals, a
larger τ(t) includes broader context. This prevents oversim-
plification from large windows, which could lead to high-risk
anomaly decisions, and avoids overfitting from short windows.
For new signals from different sources, τ(t) can be adjusted
during training to ensure robustness across diverse signal
types. The data within W(t) serves as the foundation for
analysis and anomaly detection, providing a real-time perspec-
tive on the system’s behavior. An Anomaly Discriminator is
introduced as a binary classifier to distinguish between genuine
and anomalous signals. Given an input data point x within W(t)
at time t, the discriminator outputs a probability score

Ps(x) = D(x,W(t), t), (16)

where D is the discriminator function. If Ps(x) falls below a
predefined threshold, it signals a potential anomaly or system
compromise.

To enhance anomaly detection, a Generator G is employed
to reconstruct input signals and assess deviations indicative of
anomalies. As illustrated in the updated Fig. 2, the Generator
takes as input an encoded latent representation of the input
signal, produced by an encoder network E, rather than a
random latent variable. Specifically, for a given time window
of the input signal W(t), the encoder E compresses it into
a latent representation z(t) = E(W(t)). The Generator then
reconstructs the signal from this latent input, producing an
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output Ŵ(t). The reconstructed signal is given by:

Ŵ(t) = G(z(t)) = G(E(W(t))). (17)

The reconstruction error ε, which serves as a primary indicator
for anomaly detection, is computed as the Euclidean norm
of the discrepancy between the observed signal W(t) and the
reconstructed signal Ŵ(t):

ε = ‖W(t) − Ŵ(t)‖2, (18)

where ‖ · ‖2 denotes the Euclidean norm. Large values of ε
indicate significant deviations from the learned normal data
distribution, suggesting anomalous behavior. To further refine
anomaly detection, the Generator’s reconstruction error is
combined with the Discriminator’s output D(W(t)), which
assesses the likelihood of the input signal belonging to the
normal data distribution.

A. Generative Adversarial Networks (GANs) Model

The integration of next-generation clean IES faces a major
challenge due to the limited availability of labeled data for
anomalies and cyber threats. To address this, generative meth-
ods like GANs are utilized, offering a solution for generating
realistic data in scenarios where acquiring labeled anomalous
data is difficult or expensive. The GAN framework consists
of two neural networks: a Generator and a Discriminator,
trained in an adversarial manner. The Generator learns to
create outputs that closely resemble the target data distribution.
Key elements of the training process include the use of
Wasserstein Distance, Lipschitz Constraint, gradient penalty,
and loss functions, which are defined as follows:

1) Wasserstein Distance: Wasserstein distance (also known
as the Earth Mover’s distance) provides a continuous and
gradient-based measure of the discrepancy between the gen-
erated and target distributions, instead of using a binary
cross-entropy loss as in traditional GANs [22]. This allows
for smoother and more robust optimization of the Generator.
The formulation of the Wasserstein distance between the real
data distribution Pr and the Generator’s data distribution Pg

in a Wasserstein GAN (WGAN) is described as follows:

W(Pr, Pg) = inf
γ∈Π(Pr ,Pg)

E(x,y)∼γ
�
‖x − y‖

�
(19)

where W(Pr, Pg) represents the Wasserstein distance between
the two distributions. inf denotes the infimum, which is the
greatest lower bound. γ is the joint distribution over x (samples
from Pr) and y (samples from Pg). Π(Pr, Pg) represents the set
of joint distributions over x and y that have Pr and Pg as their
marginals, respectively. E(x,y)∼γ

�
‖x − y‖

�
denotes the expected

cost of transporting mass from Pr to Pg via the coupling γ.
‖.‖ is the Euclidean norm (or L2 norm) of the vector x− y. In
practice, this formulation can be approximated using a finite
number of samples from Pr and Pg.

2) Lipschitz Constraint: To ensure that the Discriminator’s
output does not vary too wildly, thereby preventing issues
such as mode collapse and vanishing gradients, we apply the
Lipschitz constraint to the discriminator network. For any pair
of input generated samples by generators, denoted as x1 and

x2, along with their corresponding discriminator outputs D(x1)
and D(x2), the Lipschitz constraint ensures that:

|D(x1) − D(x2)| ≤ K · ||x1 − x2|| (20)

Here, K is the Lipschitz constant, which is a positive real
number that restricts the rate of change of the discriminator’s
function, and ‖x1 − x2‖ represents the distance between the
input points x1 and x2 in the input space.

3) Gradient Penalty: WGAN enforces Lipschitz continuity
on the discriminator by clipping its weights to a certain range
[−c, c]. This restriction limits the Discriminator’s expres-
siveness and ability to learn complex patterns, potentially
hindering model convergence and the quality of generated
samples. Finding the optimal clipping value is crucial but often
challenging, as it varies depending on the dataset and model
architecture. In order to enforce the Lipschitz constraint, a
gradient penalty is added to the objective function [23]. This
penalty encourages the gradients of the Discriminator to its
input to have a norm of 1.

Lp = λEx̂∼Px̂

�
(‖∇x̂Dw(x̂)‖2 − 1)2� (21)

Here, λ is the gradient penalty coefficient controlling the
strength of the penalty. Equation 21 defines the gradient
penalty that enforces 1-Lipschitz continuity on the discrim-
inator without weight clipping. The gradient penalty in
WGAN-GP stabilizes training by enforcing a 1-Lipschitz con-
tinuity constraint on the Discriminator. It uses random samples
x̂ ∼ Px̂ and calculates the squared norm of the Discriminator’s
output gradient to x̂. This approach avoids weight clipping,
which can restrict model capacity, thus ensuring more stable
and effective training. This is achieved by penalizing the
discriminator if the gradient norm along straight lines between
real and generated samples deviates from 1. To compute this
penalty, points are sampled uniformly along straight lines
connecting data points from the real distribution (Pr) and the
Generator distribution (Pg). The ideal discriminator should
maintain a gradient norm of 1 along these lines, which
helps the model capture subtle patterns in both normal and
anomalous data.

4) Loss Functions: We need to modify the loss function
to be minimized by the Generator and maximized by the
Discriminator by incorporating the Wasserstein distance and
adding a gradient penalty to enforce a Lipschitz constraint on
the discriminator. Here’s the formulation for the loss function:

min
θ

max
w

L(Dw,Gθ)

L(Dw,Gθ) = Ex∼Pr [Dw(x)] − Ez∼Pz [Dw(Gθ(z))] + Lp (22)

where θ represents the parameters of the Generator network G,
w represents the parameters of the Discriminator network D,
Dw(x) is the output (Wasserstein score) of the Discriminator
for a real data sample x, Gθ(z) is the generated sample by the
Generator with parameters θ, and Dw(Gθ(z)) is the output of
the Discriminator for a generated sample.

5) The LSTM-Enhanced Generator Structure: The Gener-
ator Gθg is designed as an LSTM-based network to capture
temporal or sequential patterns in the data. The LSTM struc-
ture generates samples conditioned on a noise vector z ∼ Pz,
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and the output is further processed to match the dimensionality
of the target distribution. The Generator is defined as:

Gθg (z) = Decoder(LSTM(Embedding(z))) (23)

The input to the Generator is an encoded noise vector z ∼
Pz, where Pz represents a prior distribution such as Gaussian
or Uniform. A fully connected embedding layer projects the
noise vector z into a higher-dimensional latent space.

h0 = ReLU(Wzz + bz) (24)

Here, Wz and bz are learnable parameters, and h0 serves
as the initial hidden state for the LSTM. To incorporate
autocorrelation structure, lagged hidden states are explicitly
included in the LSTM’s input. At each timestep t, the LSTM
receives a concatenation of the previous hidden state ht−1 and
a context vector ρt capturing autocorrelated features from prior
lags ` ∈ L:

ρt =
X
`∈L

α`ht−` (25)

Here, α` are learnable coefficients (or fixed based on empiri-
cal autocorrelation values), and L denotes the set of significant
lags based on the Autocorrelation Function. The LSTM then
updates its hidden and cell states as follows:

ht, ct = LSTM(concat(ht−1, ρt), ct−1; θLSTM) (26)

This structure allows the network to explicitly consider
dependencies on multiple past time steps, as suggested by
autocorrelation patterns.The output of the LSTM is passed
through a decoder that maps it back into the data space:

x̂ = Tanh(WhhT + bh) (27)

Here, Wh and bh are learnable parameters, hT is the final
hidden state of the LSTM, and x̂ is the Generated data sample.
The parameters θ of the Generator are optimized to minimize
the loss function in conjunction with the Discriminator. The
overall objective encourages Gθ to generate samples indistin-
guishable from real data under the Discriminator’s scoring
mechanism.

B. Generative Model in Cybersecurity

We chose the LSTM-GAN framework because it effectively
models non-stationary time series with long-term dependen-
cies, leveraging LSTM’s ability to capture sequential patterns
that Transformer-based models lack. Additionally, the GAN
discriminator naturally provides a probabilistic measure of
how likely a sequence is real or fake, which is essential for
our anomaly detection task. Compared to Transformer models,
LSTM-GANs require less data and offer more stable training,
making them well-suited for generating realistic sequences
and supporting reliable probabilistic anomaly detection in our
setting.In Algorithm 1, the process is divided into two phases:
training and testing. First, real data {xt} is sampled from the
true distribution Xreal, and noise vectors {zt} are sampled from a
prior distribution. The Discriminator Dw is trained to minimize
the Wasserstein distance between the real and fake data Dw(xt)
and Dw(x̃t), with a gradient penalty λ to stabilize training.
The Discriminator’s parameters w are updated to minimize

Algorithm 1 Real-Time Anomaly Detection Algorithm
Require: • Training data Xtrain = {xt}

• Hyperparameters: Learning rate η, batch size B, train-
ing epochs E

• Model architecture: LSTM-Generator Gθ(z) and GP-
Discriminator Dw(xt)

1: Initialize: Define model architectures for Gθ and Dw.
2: Randomly initialize weights θ for Gθ and w for Dw.
3: Training Phase:
4: for e = 1 to E (Training Epochs) do
5: for each batch do
6: Sample real data {xt}

B
t=1 from Xtrain.

7: Sample noise vectors {zt}
B
t=1 from prior distribution

p(z).
8: Generate fake samples: x̂t = Gθ(zt).
9: Compute discriminator loss:

LD = E[Dw(x̂t)] − E[Dw(xt)] + λ · GP

10: Update discriminator weights: w← w − η∇wLD.
11: Compute generator loss:

LG = λ1‖xt − x̂t‖2 + λ2 · (−E[Dw(x̂t)])

12: Update generator weights: θ ← θ − η∇θLG.
13: end for
14: end for
15: Real-Time Detection Phase:
16: for each incoming signal xt do
17: Compute discriminator score: Pt = Dw(xt).
18: Compute predictive error: et.
19: If Pt or et exceeds threshold, flag anomaly.
20: end for

the total loss, and the Generator’s parameters θ are updated
to minimize the negative Wasserstein distance −Dw(Gθ(z)) and
the prediction loss. After the training phase, where both the
Generator and Discriminator are optimized, the pre-trained
model is then used in the testing phase.

In the real-time detection phase, each incoming signal xt is
processed by the Discriminator to obtain a probability score
Pt = Dw(xt), while the Generator predicts and calculates the
error between expected and observed signals in the next latent
windows et. To generate a final probability score, the model
compares the prediction error et with the discriminator score
Pt. If the score exceeds a threshold, xt is flagged as anomalous;
otherwise, it is marked as normal. The thresholds for anomaly
detection are chosen based on the required sensitivity, where
lower thresholds increase sensitivity and false positives, while
higher thresholds reduce sensitivity and false positives. The
scenario illustrated in Fig. 2 depicts a cyberattack known as
“Data Manipulation” or “Data Tampering,” where real-time
monitoring data is replaced or injected with false information
to mislead or disrupt decision-making processes.

The proposed anomaly detection model addresses this threat
by leveraging a Generator and a Discriminator trained on
historical system behavior to identify deviations from normal
operation. After training, a combination of real and generated
signals is used to evaluate the Discriminator and Generator.
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Fig. 3. Dynamic voltage responses in various fault scenarios represented in
the real dataset.

Incoming signals are divided into windows, and each is ana-
lyzed using a moving window approach. Anomaly likelihood
is assessed using the discriminator’s score and the predictive
error. A threshold is established to classify signals, and scores
across windows are aggregated for a final decision.

IV. NUMERICAL RESULTS

A. Dataset and Training Process

A database for model training is developed using simu-
lations in Power System Simulation for Engineers (PSSE).
A detailed dynamic model of the IES and its connection
to the main grid is created, incorporating diverse opera-
tional scenarios to reflect realistic grid conditions. The IES
includes components such as a battery energy storage sys-
tem, wind, solar, and thermal generators. Two IES models
are connected to the IEEE 118-bus system at bus-111 and
bus-54. Simulations encompass various faults and outages,
including generator trips, line and transformer faults, equip-
ment failures, extreme weather impacts, and cyberattacks,
characterized by fault location, magnitude, and duration.
Time-domain simulations generate data on parameters like
voltage, power generation, frequency deviations, grid con-
ditions, and control actions. This data is organized into a
database to facilitate model training. The primary concern
revolves around distinguishing signals received at the intercon-
nection point (bus-111) as either resulting from the system’s
normal response or if monitoring signals have been replaced
by fraudulent signals, to mislead the operator into making
erroneous decisions when there is no real issue. Random
events like line outages, faults, and bus trips are simulated
in the interconnected grid to create a dataset capturing the
system’s response, assuming a constant thermal load.

The results of voltage monitoring under various disruption
scenarios are illustrated in Fig. 3. The random outage events
are generated using a Monte Carlo simulation, where lines
and buses in the main grid are randomly selected to expe-
rience faults. Each scenario is simulated over a 15-second
dynamic time window, with the random outage occurring
at t=2 seconds. This approach ensures a statistically broad
range of possible failure events that reflect potential real-world
disturbances. (a) Voltage responses at the IES connection point
to the grid during 40 random line outage events. (b) Voltage
profiles at the connection point during 40 random bus faults
in the main grid. (c) Voltage responses during 40 random
three-phase-to-ground line faults, with all faults cleared after

TABLE I
TRAINING DETAILS

0.2 second. The dynamic model of the IES incorporates
different modules, including the Generator/Converter module
(REGCA), Plant Controller module (REPC), and Electrical
Control modules (REECC for battery, REECA for wind, and
REECB for solar). While the dataset used in this work is
generated via high-fidelity nonlinear dynamic simulations in
PSS R© E, future extensions may incorporate field data to
further validate and enhance the AI model’s robustness under
real-world conditions.

B. Implementation and Detection

In the WGAN-GP algorithm, the gradient penalty is
introduced to enforce a Lipschitz constraint on the Discrim-
inator, preventing it from undergoing overly steep changes.
This is achieved by interpolating randomly sampled values
(ε ∼ Uniform(0, 1)) between real and fake data points.

xp = ε · real data + (1 − ε) · fake data (28)

The gradient of the Discriminator’s output to the interpolated
data is used as a penalty term, encouraging gradient norms
near 1 for stable and meaningful learning. This enhancement
contributes to the effectiveness of the WGAN-GP training
process in generating high-quality samples. The different
parameters set after an empirical tuning process are presented
in Table I. In this work, the Root Mean Square Propagation
(RMSprop) optimizer is selected due to its effectiveness in
handling non-stationary objectives and sparse gradients, which
are common in the training of neural networks modeling
complex and coupled systems like the Integrated Energy Sys-
tem (IES). RMSprop adapts the learning rate individually for
each parameter based on a moving average of recent gradient
magnitudes. This is particularly useful for IES applications,
where the dynamics of multiple energy carriers (electricity,
thermal, etc.) can vary significantly over time and across
subsystems. By normalizing the updates using the decayed
average of past squared gradients, RMSprop helps stabilize
training and mitigates vanishing/exploding gradient issues in
deeper architectures. Additionally, to reflect the multi-scale
and interactive features of IES, we adjusted the learning
rate and decay parameters in RMSprop to better capture the
slower thermal responses and faster electrical dynamics during
training.

The Discriminator loss measures its ability to differentiate
real from generated samples. As shown in Fig. 4, the loss
initially decreases from 0 to −0.2 in the first 500 epochs,
indicating the Generator’s improved sample quality. By epoch
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Fig. 4. Discriminator and generator losses during training over epochs.

1000, the loss drops to −0.6, reflecting the Generator’s suc-
cess in producing more challenging samples. The Generator
loss increases over time, signifying its growing difficulty in
fooling the Discriminator, eventually stabilizing around −0.4.
This balance marks an equilibrium where the Generator’s
samples become nearly indistinguishable from real data. The
negative loss values result from the Wasserstein loss, which
measures the difference between real and generated data
distributions.The model runs efficiently on standard CPU
hardware and is compatible with GPUs if available, without
requiring infrastructure upgrades. In this study, all experiments
were performed on CPU hardware. All model training and
computational experiments were conducted on a workstation
equipped with an Intel RO Xeon RO E5-2603 v3 CPU with
12 cores.

Post-training the GAN model, the pre-trained discrimina-
tor is tested with a new set of fake signals designed to
emulate cyberattack scenarios that induce system instability.
As illustrated in Fig. 5, the discriminator’s probability score
for cyberattack signals consistently drops within a specific
window, indicating the presence of anomalies.

Dw(x, ε) = Pr(real|x) ·
pdata(x)

pdata(x) + pg(x)
� (1 − ε) (29)

The equation for Dw(x, ε) integrates the Discriminator func-
tion Dw(x) with the predictive error of the generator ε to
enhance the identification of anomalies. The term Pr(real|x)
represents the Discriminator’s probability that a given signal
x is real, while the fraction pdata(x)

pdata(x)+pg(x) balances the real
data distribution with the generated data distribution. The
addition of 1 − ε is the predictive error, as a penalty for high
discrepancies between predicted and observed signals. Larger
values of ε (indicating greater deviation or anomaly) decrease
the probability score, signaling that the input x is more likely
to be anomalous. An anomaly is flagged when this combined
probability score Dw(x, ε) is close to zero, indicating both low
confidence that the signal is real and a high reconstruction
error.The modification enables the Discriminator to detect

anomalies by identifying data that significantly deviates from
expectations, in addition to distinguishing real from generated
data.

As depicted in Fig. 5, three representative attack scenarios
were constructed using techniques such as signal shifting
and blending, variance manipulation, and oscillation enhance-
ment. For each incoming signal in the monitoring system,
the proposed model applies a sliding window to compute
both the Discriminator’s probability score and the Generator’s
predictive error. The final anomaly score is derived by com-
bining these two metrics. The green-shaded areas represent the
Discriminator’s probability scores. When the Discriminator’s
output for a given window falls below 0.5, it suggests that
the observed signal deviates from patterns the model has
learned during training. The blue curve overlaid on the figure
illustrates the Generator’s predictive error, representing the
difference between the actual and predicted signals. A low
Discriminator score, combined with a high Generator error,
signals a higher likelihood of an anomaly within the evaluated
signal window.

To assess the effect of the detection threshold, we conducted
a sensitivity analysis using 50 fake samples. Lowering the
detection threshold increased fake sample detection from 12%
(threshold 0.7) to 46% (0.4) and 93% (0.1), illustrating the
trade-off between sensitivity and false alarms.

C. Case 1: Model Testing With a Constant Thermal Load

Before testing, the training was evaluated to assess how
well the model had been trained. To this aim, the probability
distributions of the generated and real datasets have been
compared. This is often represented by a probability density
function (PDF), which indicates the likelihood of various
outcomes for a random variable. In Fig. 6, kernel density plots
are used to contrast the generated signals with the real dataset.
The significant overlap between the blue curve (generated
signals) and the orange curve (real dataset) indicates a high
similarity in the distribution of values. The consistent spread of
the curves further suggests that the variability in the generated
signals aligns well with that of the real dataset. The dashed-
line area represents the training of the model with a Deep
Convolutional (DC)-GAN model. Simpson’s rule calculates
the intersection area between the models. The intersection
of the trained model with GAN with the real data set is
71.16%, while the intersection of WGAN-GP is 89.87% and
LSTM-GAN is 93.28%. The similarity in the shapes of the
curves underscores how closely the generated signals follow
the underlying patterns in the actual data. These observations
suggest that the generated signals effectively mirror the distri-
butional characteristics of the real dataset in trained networks.

We designed our approach to extract generalizable features
of system dynamics, such as response shape, damping behav-
ior, temporal consistency, and spatial correlations, instead
of learning attack-specific patterns. This design enables the
model to maintain strong detection performance even when
confronted with previously unseen attack types, even without
explicit training on them.
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Fig. 5. Anomaly detection by utilizing a probability score calculated from the output of the pre-trained discriminator.

Fig. 6. Comparing real and synthetic data distributions: LSTM-GAN (green) and WGAN-GP (blue) and DCGAN (yellow), with real data in gray.

Fig. 7. Comparative confusion matrices for analyzing the accuracy, precision, and recall of detection methods. (total samples = 240; 120 samples per class).

To achieve this, the training phase relies exclusively
on simulation-based data, ensuring the model learns clean,
unbiased representations of physical fault responses under
controlled and accurately labeled conditions. This approach
facilitates generalization from fundamental system dynamics
rather than overfitting to particular scenarios. For evaluation,
we use a separate test set containing both real and adversarially
manipulated data. The attack scenarios included in testing
span a range of cyber-attack strategies, such as time-shifted
measurements (shift attacks), artificially altered measurement

volatility (variance manipulation), amplified dynamic behav-
ior (oscillation enhancement), injected signals from unrelated
systems (cross-system data injection), mixtures of real and
synthetic data (signal blending), structured and unstructured
noise injection, and targeted manipulation of subsets of sensor
measurements (partial spoofing).

The evaluation dataset consists of 240 cases (120 Real,
120 Fake), deliberately constructed to span a diverse set of
representative cyber-attack strategies. The balanced design
ensures reliable estimation of classification performance and
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TABLE II
PERFORMANCE COMPARISON OF METHODS

avoids bias from class imbalance, while the diversity of cases
makes the dataset sufficiently comprehensive to demonstrate
the model’s generalization capability within the scope of this
study. As shown in Fig. 7, anomaly detection using a pre-
trained DCGAN model correctly identified 96 fake cases (True
Positives, TP1) but misclassified 24 fake cases as real (False
Negatives, FN1). Additionally, the DCGAN model accurately
identified 91 real cases (True Negatives, TN1) but wrongly
classified 29 real cases as fake (False Positives, FP1). This
yielded an accuracy of (T P1 + T N1)/(T P1 + FN1 + FP1 +
T N1) = 0.779, a precision ofT P1/(T P1 + FP1) = 0.768,
and a recall ofT P1/(T P1 + FN1) = 0.80. Evaluating Type I
and Type II errors offers deeper insight into the model’s
performance beyond basic accuracy. Type I error (False Pos-
itive Rate) measures the proportion of fake cases incorrectly
labeled as real, which is important in scenarios where false
alarms have costly or disruptive consequences. Type II error
(False Negative Rate) reflects the proportion of real cases
misclassified as fake, which is significant when missing real
cases could lead to serious consequences. Method 1’s Type I
error rate isFP1/(FP1+T N1) = 0.241, while its Type II error
rate isFN1/(FN1 + T P1) = 0.20.

In the same way, as shown in Table II, using WGAN-GP
models, correctly classified 105 fake cases (TP2), with only
15 misclassified as real (FN2). It also accurately identified
102 real cases (TN2), with just 18 incorrectly labeled as fake
(FP2). This resulted in a higher accuracy of 0.862, a precision
of 0.853, and a recall of 0.875.

Finally, the LSTM-GAN enhanced models correctly classi-
fied 116 fake cases (TP3), with only 4 misclassified as real
(FN3). It also accurately identified 113 real cases (TN3), with
just 7 incorrectly labeled as fake (FP3). This resulted in a
significantly higher accuracy of 0.954, a precision of 0.943,
and a recall of 0.966.

The proposed LSTM-GAN enhanced model, which incorpo-
rates the predictive error of the generator and the discriminator
probability scores from WGAN-GP, consistently outperforms
the initial DCGAN model across all key metrics. It achieves
a significantly higher accuracy of 95%, compared to 77%
for the DCGAN model, in correctly classifying cases. The
proposed LSTM-GAN enhanced model’s precision of 94%
demonstrates its ability to identify real cases more accurately
while reducing false positives. Additionally, its recall of 96%
shows a greater ability to capture real cases, minimizing false
negatives. The large reduction in Type I and Type II error rates
further highlights the method’s effectiveness.

Fig. 8. Voltage at the IES-grid connection point during a grid event: (a) with
constant thermal load (stationary behavior), and (b) with changing thermal
load setpoint (non-stationary response).

Fig. 9. Comparison of confusion matrices for anomaly detection in IES with
variable thermal loads.(total samples = 240; 120 samples per class).

TABLE III
MODEL PARAMETERS FOR SYSTEM DYNAMICS

D. Case 2: IES With Variable Thermal Load

In this case, we simulate the dynamic behavior of thermal
loads that interact with the electrical system through com-
bined heat and power generators. The thermal load’s dynamic
response is modeled with a user-defined PSS RO E model,
enabling coupling with the electrical system. The IES and
grid configuration remain the same; however, instead of a
constant thermal load, we vary the thermal load setpoints
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to assess their dynamic impact on electrical parameters. As
shown in Fig. 8(a), when the thermal load remains constant
over time, the voltage at the connection point between the IES
and the main grid, during a random event in the main grid,
exhibits stationary behavior. This means that the statistical
properties of the voltage signal, such as its mean and vari-
ance, do not change over time, allowing conventional analysis
and detection methods to perform reliably. In contrast, as
shown in Fig. 8(b), when the thermal load setpoint changes
(specifically at time 6, from 42 MWth to 25 MWth), the
inherently slow and time-varying nature of thermal demand
introduces a distinctive non-stationary pattern in the volt-
age signal. This behavior is unique to IES systems due to
their coupling between thermal and electrical dynamics. The
change in the thermal load alters the statistical characteristics
of the electrical signals, transitioning them from stationary
to non-stationary. That is, the signal’s mean, variance, and
autocorrelation evolve, reflecting the long-memory and low-
frequency dynamics introduced by the thermal system. Unlike
typical electrical loads that cause rapid transients without
significantly altering the underlying statistical properties of the
signal, thermal loads introduce slow, persistent changes that
gradually shift the system’s behavior. These changes affect key
statistical features such as the mean, variance, and autocorrela-
tion structure of electrical signals, leading to a transition from
stationary to non-stationary behavior. This non-stationarity
poses a significant challenge to conventional monitoring and
detection techniques, which often rely on the assumption that
system signals remain statistically stable over time. There-
fore, to accurately capture and respond to these evolving
dynamics, there is a need for advanced generative AI models
for complex, time-dependent patterns and an effective model
for non-stationary behavior. The parameters for the variable
thermal load integrated system are presented in Table III. By
introducing this new setting where the thermal load setpoint
changes at time 6, we generated a novel dataset consisting of
voltage measurements at the connection point, recorded during
various random events in the main grid while the thermal
setpoint was dynamically varying. This dataset captures the
complex interactions and non-stationary behaviors induced by
the changing thermal load.After training, we constructed a
new dataset consisting of 120 real samples obtained from
simulations, similar to the first case study, and 120 synthetic
attack samples generated based on a diverse set of cyber-
attack strategies. The detection results are summarized in the
confusion matrix shown in Fig. 9, where the performance
of our proposed model is compared against the benchmark
DCGAN model. The model achieves 88.33% accuracy and
89.65% precision, outperforming the baseline by effectively
capturing temporal dependencies and non-stationary behavior,
demonstrating the advantage of temporal memory for anomaly
detection in coupled thermal–electrical systems.

V. CONCLUSION

The integration of IES with power grids is vital for enhanc-
ing the efficiency, security, and resiliency of modern energy
management systems. However, the growing interconnectivity
of energy sources, smart grids, and digital control systems

exposes IES to significant cyber threats. To address this,
we developed a real-time AI-assisted monitoring framework
for anomaly detection, leveraging generative AI models to
monitor grid-connected IES. We propose a combination of
a WGAN-GP and LSTM model, which excels in feature
extraction from high-similarity datasets. This approach allows
the system to adapt to evolving patterns and significantly
enhances anomaly detection performance. Our methodology
uses predictive modeling with an enhanced discriminator prob-
ability score from a pre-trained Generator and Discriminator
to identify anomalies in real time. The method demonstrates
improved performance, achieving 95% overall accuracy and
94% precision, meaning that 94% of detected anomalies are
correctly identified. Furthermore, it maintains a 96% recall
rate, successfully identifying 96% of all actual attack signals.

Future work could integrate the model with a digital
twin or intelligent agent for rapid anomaly detection and
adaptive responses, creating a self-learning, resilient system
with continuous situational awareness. Additionally, incorpo-
rating Graph Convolutional Networks (GCNs) to represent the
system’s topology enhances the model’s ability to identify
system vulnerabilities, support edge conditions, and address
system-level stress and low-intensity cyberattacks through
more effective cyber-defense strategies. When an anomaly is
detected, the system can also prompt Generative Pre-trained
Transformer-based agents to generate a human-readable root
cause analysis with enhanced interpretability, identify probable
causes, and suggest corrective actions for the grid operators.

DATA AVAILABILITY

The code and data that support the findings of
this study are available in the GitHub repository at
github.com/UTDDOES/GAN-model-for-Anomaly-Detection.
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