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Motivation

Are tl and t2 identical?

although the paths are the same, different tests may
have different variable values defined/used

Control-flow graph
* Basic idea:

e EXisting control-flow coverage criteria only consider the
execution path (structure)

* |nthe program paths, which variables are defined and
then used should also be covered (data)

* A family of dataflow criteria is then defined, each
providing a different degree of data coverage



Dataflow Coverage

 (Considers how data gets accessed and modified in the
system and how it can get corrupted

« Common access-related bugs
 Using an undefined or uninitialized variable

* Deallocating or reinitializing a variable before it is
constructed, initialized, or used

* Deleting a collection object leaving its members
unaccessible (garbage collection helps here)

) ) Exception in thread "main"
L1st 1, java.lang.NullPointerException

@addcnln) ; at dataflow.Temp.main(Temp.java:21)




Variable Definition

A program variable is DEFINED whenever its value is
modified:

* on the left hand side of an assignment statement
e g, vV=17

e In an input statement
¢ e.g., read(y)

e as an call-by-reterence parameter in a subroutine call
* ¢©.g., update(x, &vy);



Variable Use

A program variable is USED whenever its value is read:
e on the right hand side of an assignment statement
e 2.0, y=x+17

e as an call-by-value parameter in a subroutine or
function call

e 2.0., YV =sart(x)
* In the predicate of a branch statement
e 2.9, if(x>0){...}



Variable Use: p-use and c-use

 Use in the predicate of a branch statement is a predicate-
use or “p-use’

* Any other use is a computation-use or “c-use”

* For example, in the program fragment:

There is a p-use of x and a c-use of y



Variable Use

* A variable can also be used and then re-defined in a
single statement when it appears:

* on both sides of an assignment statement
* 2.0, V=V + X

* as an call-by-reference parameter in a subroutine call
* 2.g., increment( &y )



More Dataflow Terms and Definitions

* A path is definition clear (“def-clear™) with respect to a
variable v if it has no variable re-definition of v on the path

A complete path is a path whose initial node is a entry
node and whose final node is an exit node

read(x,v);

if(x>0
7 - )\ pl is def-clear for v, while p2 is not
wi) G
N S pl, p2 are not complete, while p3 is
C
(return x+v)

Control-flow graph



Definition-Use Pair (DU-Pair)

* A definition-use pair (“du-pair”)
with respect to a variable v is a
pair (d,u) such that
def G

 d isanode defining v
* Uis anode oredge using v o @ .

e whenitisap-useofv,Uuis
an outgoing edge of the CMSG@

predicate statement

. . c-use example -use example
e there is a def-clear path with P P P

respect to viromdtou



DU-Pair:

| input(A,B)
if (B>1) {

2. A=At/
J

3.if (A>10) {
4. B=A+B

J
5. output(A,B)

Example 1

B<=I

\ 4

n3( ifA>10)

A>10
A<='°‘ B=A+8 )n4

( output(A,B) | N 5

12/54
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 )n2
\ 4
n3( ifA>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 N2
\ 4
n3( ifA>10)
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A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
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v
n3( ifA>10)
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|[dentifying DU-Pairs — Variable A

| input(A,B)
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B> |
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 )n2
v
n3( if(A>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 N2
\ 4
n3( ifA>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 N2
\ 4
n3( ifA>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 N2
\ 4
n3( ifA>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 N2
\ 4
n3( if(A>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentifying DU-Pairs — Variable A

| input(A,B)
if(B>1)
B> |
b= A=A+7 N2
\ 4
n3( if(A>10)
A>10

A<=10 B=A+R )n4

( output(A,B) | N 5
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|[dentitying DU-Pairs — Variable B

(1,4)  <1,2,3,4> e
<1,3,4> e

(1,5) <1,2,3,5>
\ 4

<1,3,5> n3( ifA>10)
(],<]'2>) <],2> A>10
A<=I(i

du-pair path(s) " (input(;\,a{A
B> |

A=A+7 ] n2

(1,<1,3>) <I1,3> B=A+B )n4

(4,5) <4,5>

( output(A,B) | N 5




|[dentifying DU-Pairs — Variable B

if(B>1)

du-pair path(s) " [input(A,B{
B> |

<1,3,4> o)
(1,5) <1,2,3,5>
\ 4

<1,3,5> n3( ifA>10)
(],<]'2>) <],2> A>10
A<=IO\

A=A+7 ) n2

(1,<1,3>) <1 3> B=A+B )n4

(4,5) <4,5>

( output(A,B) | N 5

26/54



Datatlow Test Coverage Criteria

e All-Defs

* for every program variable v, at least one def-clear
path from every definition of v to at least one c-use or
one p-use of v must be covered



Dataflow Test Coverage Criteria

e (Consider a test case executing path:

* |dentity all def-clear paths covered (i.e., subsumed) by
this path for each variable

e Are all definitions for each variable associated with at
least one of the subsumed def-clear paths?
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Def-Clear Paths subsumed by
<1,2,3,4 5> tor Variable A

input(A,B)
nl [ if(B>1)
B>|

B<=I A=A+7 ) n2

\ 4

n3( ifA>10)

A>10
A<=IO‘ B=A+B |n4

( output(A, | n5
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Def-Clear Paths Subsumed by
<1,2,3,4,5> tfor Variable B

input(A,B)
nl [ if(B>1)
B>|

B<=I A=A+7 ) n2

\ 4

n3( ifA>10)

A>10
A<=IO‘ B=A+B |n4

( output(A, | n5




Dataflow Test Coverage Criteria

e Since <1,2,3,4,5> covers at least one def-clear path from
every definition of A or B to at least one c-use or p-use of
A or B, All-Defs coverage is achieved



Dataflow Test Coverage Criteria

e All-Uses:

* for every program variable v, at least one def-clear
path from every definition of v to every c-use and every

p-use (including all outgoing edges of the predicate
statement) of v must be covered

 Requires that all du-pairs covered

 (Consider additional test cases executing paths:

* Do all three test cases provide All-Uses coverage”
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Def-Clear Paths Subsumed by
<1,3,4,5> tor Variable A

input(A,B)
ni [ if(B>1)
B>|

B<=I A=A+7 ] n2

v
n3( ifA>10)

A>10
A<=IO‘ B=A+B |n4

( output(A, | n5
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Def-Clear Paths Subsumed by
<1,3,4,5> tor Variable B

input(A,B)
ni [ if(B>1)
B>|

<=
B<=I A=A+7 ]nZ

.
n3( ifA>10)

A>10
A<='(i B=A+B |n4

( output(A, | n5
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Def-Clear Paths Subsumed by
<1,2,3,5> for Variable A

input(A,B)
ni [ if(B>1)
B>|

B<=I A=A+7 ) n2

\ 4

n3( ifA>10)

A>10
A<=IO‘ B=A+B |n4

( output(A, | n5
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Def-Clear Paths Subsumed by
<1,2,3,5> for Variable A

input(A,B)
ni [ if(B>1)
B>|

B<=I A=A+7 ) n2

\ 4

n3( ifA>10)

A>10
A<=IO‘ B=A+B |n4

( output(A, | n5
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Def-Clear Paths Subsumed by
<1,2,3,5> tor Variable B

input(A,B)
ni [ if(B>1)
B>|

<=
B<=I A=A+7 )nZ

\ 4

n3( ifA>10)

A>10
A<='(i B=A+B |n4

( output(A, | n5




Dataflow Test Coverage Criteria

 None of the three test cases covers the du-pair (1,<3,5>)
for variable A,

» All-Uses Coverage is not achieved
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DU-Pair: More Complicated Example

| input(X,Y)

2. while (Y>0) {

3. if (X>0)

4. Y :=Y-X
else

5 input(X)
6. }
/. output(X,Y)

N 7( output(X,Y)
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path(s) qIrs — Variable X

<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,7>

<1,2,(3.4,6, 2)*,7>
<1,2,3,4>
<1,2,3.4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<§,6,2,7>
<5,6,2,(3,4,6,2)*,7>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)*,3,5>

N 7(output(X,Y
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path(s) qIrs — Variable X

<1,2,3,4,(6,2,3,4)*>
<1,2,7>

<1,2,(3.4,6, 2)*,7>
<1,2,3,4>
<1,2,3.4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<§,6,2,7>
<5,6,2,(3,4,6,2)*,7>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)*,3,5>

N 7(output(X,Y




42/54

path(s) qIrs — Variable X

<1,2,3,4>
(6,2,3,4)*
<1,2,7>
<1,2,(3,4,6, 2)*,7>
<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,7>
<5,6,2,(3,4,6,2)*,7>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)%,3,5>

N 7(output(X,Y
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(2)* means “a” will be repeated for >=1 times

path(s) qIrs — Variable X

<1,2,3,4>

<1,2,7>
<1,2,(3,4,6, 2)*,7>
<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,7>
<5,6,2,(3,4,6,2)*,7>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)%,3,5>

N 7(output(X,Y
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path(s) qIrs — Variable X

<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,7>
<1,2,(3.4,6, 2)*,7>
<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>

<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,7>
<5,6,2,(3,4,6,2)*,7>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)*,3,5>

N 7(output(X,Y




path(s)
<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,7>
<1,2,(3.4,6, 2)*,7>
<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>
<5,6,2,3,4>
<5,6,2,3,4,(6,2.3 1>

<5,6,2,(3,4,6,2)"./>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)*,3,5>

Note that the definition of a du-
pair does not require the
existence of a def-clear
path from d to u

N1l | input(X,Y)

n7 output(X,Y
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path(s) qIrs — Variable X

<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,7>
<1,2,(3.4,6, 2)*,7>
<1,2,3,4>
<1,2,3,4,(6,2,3,4)*>
<1,2,3,5>
<1,2,3,5,(6,2,3,5)*>
<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,7>

<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>

<5,6,2,(3,4,6,2)*,3,5>

N 7(output(X,Y




More Dataflow Terms and Definitions

* A path (either partial or complete) is simple
if all edges within the path are distinct, /.e., difterent

* A path is loop-free it all nodes within the path are distinct,
l.e., different
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Simple and Loop-Free Paths

Simple? Loop-free?

d d
d

d



DU-Path

A path <n1,n2,...,n|,nk> is a du-path with respect to a
variable v, If v is defined at node n1 and either:

* there is a c-use of v at node nk and <n1,n2,...,nj,nk> is
a def-clear simple path, or

e thereis a p-use of v at edge <nj,nk> and <n1,n2,...nj>
IS a def-clear loop-free path.

:Ts
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|[dentitying DU-Paths

path(s)
<5,6,2,3,4>

<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,7>

<5,6,2,3,4>
<5,6,2,3,4,(6,2,3,4)*>
<5,6,2,3,5>
<5,6,2,(3,4,6,2)*,3,5>




Another Dataflow Test Coverage
Criterion

* All-DU-Paths:

* for every program variable v, every du-path from every
definition of v to every c-use and every p-use of v must
be covered

pI satisfies all-defs and all-uses,

def
but not all-du- paths
p2
pl and p2 together satisfy
all-du-paths

C-use
node | is the only def node, and 4

is the only use node for v



More Datatlow Test Coverage Criteria

* AllI-P-Uses/Some-C-Uses:
for every program variable v, at least one def-clear path from
every definition of v to every p-use of v must be covered

* |[f no p-use of v is available, at least one def-clear path to a
c-use of v must be covered

e AllI-C-Uses/Some-P-Uses:
for every program variable v, at least one def-clear path from
every definition of v to every c-use of v must be covered

e [f no c-use of v is available, at least one def-clear path to a
D-use of v must be covered



More Dataflow Test Coverage Criteria

(2)
 All-P-Uses:
for every program variable v, at least one def-clear path
from every definition of v to every p-use of v must be
covered

* AllI-C-Uses:
for every program variable v, at least one def-clear path
from every definition of v to every c-use of v must be
covered
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Summary

Path Coverage

!

All-DU-Paths

!

All-Uses

/\

All-P-Uses/Some-C-Uses All-C-Uses/Some-P-Uses

1 \ / AII-(li-Uses

All-P-Uses All-Defs

!

Branch Coverage

|

Statement Coverage
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