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Cloud Computing

� Like Software as a service and DAS model offers many
advantages
� Better availability

� Reduced Costs

� Unlimited scalability and elasticity
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Hybrid Cloud
� Integrates local infrastructure with public cloud resources

Hybrid Cloud

� Extra Advantages
� The flexibility of shifting workload to public cloud when the private

cloud is overwhelmed (Cloud Bursting)
� Utilizing in-house resources along with public resources

� Cons
� Sensitive data exposure
� Public Cloud Resource Allocation Cost (both storage and computing)
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Constraints

Data & Computation Partitioning 

Challenge
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s_id name ssn dept

1 James 1234 CS

2 Charlie 4321 EE

3 John 5645 CS

4 Matt 8743 ECON

Q1: SELECT name, ssn from Student

Q2: SELECT dept,  count(*) FROM Student 
GROUP_BY dept

Student

• Q1 contains sensitive information  
• Q2 execution is more expensive

Sensitive

How to partition the table ? 

How to split computation? 



Design Spectrum
� Data Model

� Relational, Semi-structured, Key-Value Stores, Text

� Sensitivity Model
� Attribute Level, Privacy Associations, View-Based

� Partitioning Models
� Workload Partitioning, Intra-query Parallelism,

Dynamic Workload

� Minimization Priority
� Running Time, Sensitive Data Disclosure, Monetary

Cost
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Rpub, Qpub R, Qpriv

Detailed Hybrid Cloud Architecture
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Computation Partitioning Problem 

(CPP)
� Find a subset of given query workload,              

and subset of the given dataset where

� ,       are user defined constraints
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Metrics in CPP
� Query Execution Time (runTx(q))

� Monetary Costs

� stor(Rpub) : Storage monetary cost of the public cloud 
partition

� proc(q) : Processing monetary cost of a public side 
query q

� Sensitive Data Disclosure Risk (sens(Rpub))

�Estimated number of sensitive cells within Rpub
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Experimental Setting
� Experimental Setting

� Private Cloud: 14 Nodes, located at UTD, Pentium IV,
4GB Ram, 290-320GB disk space

� Public Cloud: 38 Nodes, located at UCI, AMD Dual
Core, 8GB Ram, 631GB disk space

� Hadoop 0.20.2 and Hive 0.7.1

� Dataset and Statistic Collection
� 100GB TPC-H Data

� Query Workload
� 40 queries containing modified versions of Q1, Q3, Q6,

Q11
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Experimental Setting
� Estimation of Weight (wx)

� Running all 22 TPC-H queries for a 300GB dataset
� wpub ≈ 40MB/sec , wpriv ≈ 8MB/sec

� Resource Allocation Cost
� Amazon S3 Pricing for storage and communication

� Storage = $0.140/GB + PUT, Communication= $0.120/GB + GET

� PUT=$0.01/1000 request, GET=$0.01/10000 request

� Amazon EC2 and EMR Pricing for processing
� $0.085 + $0.015 = $0.1/hour

� Sensitivity
� Customer : c_name, c_phone, c_address attributes

� Lineitem: All attributes in %1-5-10 of tuples
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Experimental Results
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Conclusions
� Hybrid clouds offer interesting security and load 

balancing alternatives

� We focused on inter-query distribution based 
approach

� Public clouds could be leveraged in a secure manner 
efficiently.
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Our Other Work in Cloud Security
� Develop efficient access control for map-reduce type 

systems (e.g., Hadoop)

� Cloud Auditing

� Encryption support for key-value stores (e.g., 
encrypted data support for HBASE)
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