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ABSTRACT

Access control models protect sensitive data from unautho-
rized disclosure via direct accesses, however, they fail to pre-
vent indirect accesses. Indirect data disclosure via inference
channels occurs when sensitive information can be inferred
from non-sensitive data and metadata. Inference channels
are often low-bandwidth and complex; nevertheless, detec-
tion and removal of inference channels is necessary to guar-
antee data security. This paper presents a survey of the
current and emerging research in data inference control and
emphasizes the importance of targeting this so often over-
looked problem during database security design.
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1. INTRODUCTION

Working as a secretary for a computer manufacturer, Jane
is eager to be promoted to marketing agent. Unfortunately,
her competition, John, always has innovative ideas about
how to improve the business to increase revenue. If only she
could look at his files on market research! Since John is very
careful to protect his data and uses encrypted e-mail, access-
ing these files is not an option. However, as a secretary, Jane
has access to John’s phone bills and Web usage logs. She
notices that John visited Web sites of printer manufacturers
and made several phone calls to ink cartridge suppliers. Ac-
cording to these Web sites, printer manufacturers gain large
profits from cartridge sales for their printers. Jane deduces
that John’s recommendation at the annual company meet-
ing will be to expand the company’s profile to manufacture
and market printers. Using this information and the data
available on the Web, Jane writes a proposal recommending
her company to manufacture printers. She sends her pro-
posal, containing the expected profit to be gained, to her
boss. By the time John presents his ideas at the annual
company meeting, his ideas, assumed to be originated from
Jane, are already being considered by the company leaders.
Although fictional, the above example illustrates the pos-
sibility of security (as well as privacy) violations via in-
ferences. Despite of the difficulties to develop techniques
to detect potential inference vulnerabilities, no system can
be called secure without them. Access control models offer
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protection against direct accesses to sensitive information;
however, indirect accesses to sensitive data may still be pos-
sible via inferences. The inference problem in databases
occur when sensitive information can be disclosed from non-
sensitive data and metadata (see Figure 1). Metadata may
refer to database constraints, like database dependencies
and integrity constraints, or outside information, like do-
main knowledge and query correlations. Depending on the
level of accuracy by which the sensitive information is re-
vealed, full disclosure or partial disclosure may occur.

This paper surveys the research efforts seeking to address
the inference problem. Sections 2 and 3 provide a brief re-
view of research efforts in statistical and multilevel secure
databases, respectively. In Section 4, we review works focus-
ing on the inference problem in general purpose databases.
In Section 5, we show the inference risk raised by data min-
ing, and the current security focus. Section 6 addresses
inference problems in Web-based applications. Finally, in
Section 7 we conclude by analyzing the current state of in-
ference protection and identify necessary security tools to
protect tomorrow’s database systems .

2. STATISTICAL DATABASES

Privacy violations via inferences were first considered in sta-
tistical databases. The security requirement in statistical
databases is to provide access to statistics about groups of
entities while protecting the confidentiality of the individual
entities. The problem is that a user might obtain confiden-
tial information about an individual entity by correlating
different statistics. Inference control in statistical databases
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Figure 1: Indirect information access via inference channels
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has been extensively studied [25; 53; 44; 30; 40]. A num-
ber of inference control mechanisms, such as query size and
query overlap control, data swapping, and multidimensional
transformation, were developed and their limitations estab-
lished. The main problem is that simple inference control
mechanisms are easily subverted and, therefore, insufficient.
Mechanisms that provide confidentiality with high assurance
are often complex and difficult to implement, or not appli-
cable in general purpose databases and thus are limited to
certain applications (e.g., U.S. Census Bureau database).

3. MULTILEVEL SECURE DATABASES

Papers considering the inference problem in multilevel se-
cure databases emerged during the early 1980s. Most of
these works focused on defining the problem and providing
frameworks to address specific types of inferences. Jajodia
and Meadows give a comprehensive survey of the research
efforts in [39]. They provide overview of the different infer-
ence channels and present techniques to detect and remove
them. They show that most of the inference channels in
multilevel secure databases are created by combining meta-
data (e.g., database constraints) with data in order to obtain
information that has a higher security classification than the
original data.

Techniques to detect and remove inference channels can be
organized into two categories. The first category includes
techniques that detect inference channels during database
design. Such channels can be removed by either modifying
the database design or increasing the classification levels of
some of the data items [15; 33; 36; 66; 45; 48; 60; 63; 65].
These techniques often result in over-classification of data
and, therefore, reduce the availability of data.

Techniques in the second category seek to eliminate infer-
ence channel violations during query time [26; 46; 61; 67].
If an inference channel is detected, the query is either re-
fused or modified to avoid security violations. This tech-
nique allows inference detection at both data and schema
level. While data level inference detection allows increased
data availability (since only the data released to the user is
considered for inference), it is computationally expensive.
Most of the early works on developing frameworks and ac-
tual inference algorithms addressed specific inference prob-
lems. For example, Denning [26] recommends an authorized
view equivalence schema to remove any unauthorized data
from the answers to select-only, select-project, and select-
project-join queries. However, she does not address the
inference problem in the presence of database constraints.
Hinke [36] presents a semantic-graph based inference detec-
tion tool to represend semantic relationships and to detect
inference channels. The work of Thuraisingham [67] presents
a general and powerful logic-based framework.

4. INFERENCES IN GENERAL PURPOSE
DATABASES

Early works on inferences in general purpose databases built
the foundation for future research, identified the need to
provide formal characterization for database inferences, and
provide assessment methods of the achieved security. There
is a recent increase in the research on the inference prob-
lem. Researchers in both statistical and general purpose
databases have taken a fresh look to this problem and de-
veloped solutions that provide high assurance. New models
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to address the problem in a systematic, formal way and eval-
uation methods of inference algorithms are being developed.
Recent research [8; 13; 17; 20; 21; 23; 34; 37; 45; 73] in in-
ference control focuses on issues like minimal classification
updating, partial disclosure, classifying existing data repos-
itories, and to prevent inferences via knowledge discovery.
Research efforts led by Hinke and Delugach [66; 23; 37; 38]
developed method for automated analysis of database in-
ferences. Their aim is to develop general purpose inference
detection techniques that is applicable to a wide variety of
databases and corresponding semantics. Representation of
external knowledge and domain knowledge is also addressed.
The authors propose a conceptual graph-based method to
detect illegal inferences. Database entities and activities,
relationships between them, domain knowledge, and data
sensitivity is represented in the graph. The graph is manip-
ulated by inference rules to derive new inferences. Illegal
inferences are detected if there exists a path from unclassi-
fied information to classified information.

Hinke et al. also developed several techniques based on the
conceptual graph analysis and implemented prototypes of
inference detection systems: Merlin, AERIE, and Wizard.
For example, Wizard takes as input a database schema, its
instances, and domain knowledge, and generates associa-
tions between entities and/or activities that may create an
inference channel. To incorporate external knowledge, the
system uses human-aided microanalysis technique to add se-
mantic knowledge to the graph.

In addition to the need to develop automated inference de-
tection techniques, it is necessary to provide assurance of the
detected inferences. Two main directions can be observed:
1) techniques to handle imprecise inferences and 2) tech-
niques to formally evaluate the correctness of the detected
inferences.

Hale and Shenoi [35; 34] addresses issues related to par-
tial (imprecise) inferences. Partial inferences occur when an
unauthorized user is able to infer the value (or a set of val-
ues) for a data item with certain probability. The authors
address the imprecise inference problem at the presence of
functional dependencies (FDs) in relational databases. They
use abduction and partial deduction techniques, similar to
Morgenstern’s sphere of inference [48], to derive probabilis-
tic inferences. External knowledge, introduced as catalytic
databases, is considered to generate probabilistic inferences.
They authors argue that although any information derived
via catalytic inferences is imprecise in nature, the granular-
ity of the disclosed data item may be small enough to create
a security breach.

Brodsky et al. [13] focus on developing a general model to
represent database and domain knowledge, and provide as-
surance of the inference detection technique. Their model
focuses on precise inferences and uses logic-based techniques
to derive inferences and to prove the correctness (soundness
and completeness) of the developed inference disclosure al-
gorithms. They present a security architecture, called Dis-
closure Monitor (DiMon), that is built upon lattice-based
access control model. DiMon is able to enforce content, con-
text, and history-based access requirements, while prevent-
ing illegal inferences. DiMon can function in data-dependent
or data-independent mode. For data-dependent mode, the

inference algorithm is sound and complete, for data-independent

mode, the disclosure algorithm is complete but not sound.
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Dawson et al. [20; 21] focus on the problem of classifying
existing databases by using explicit classification constraints
and association and inference constraints. Their model ad-
dresses both precise and imprecise inferences. An inference
exists from an element in a set of data to an other element
in a different set of data, if the second element can be de-
rived from the first set, or if the set of possible values for
the second element is reduced using the first set. The au-
thors provide a minimal upgrading of data classifications to
remove illegal inferences.

5. DATA MINING AND THE INFERENCE
PROBLEM

External and domain knowledge plays a significant role in
deriving inferences in databases. It is unrealistic to assume
that all this information is known in advance, thus enable
inference free database design, or is known by the security
officer, thus incorporated in the security model. Moreover,
data dependencies, specific to some databases, are unknown
by the domain experts. Current research focusing on data
mining may prove to be the right tool to extend security
models for databases. Unfortunately, it is also a danger-
ous weapon, that can be used by malicious users to subvert
security mechanisms.

With the increase of electronically available information,
data mining represent an even greater risk than in cen-
tralized databases. Information originating from different
sources can be analyzed. The goal of data mining applica-
tions is to extract pattern that support research and appli-
cations. Since data mining extracts higher-level information
(metadata), it may represent serious security threats, simi-
lar to the inference problem.

Only a few researchers [50; 55; 51; 41; 59; 68] have addressed
the problem of security threats via data mining. Security
threats based on data mining can be addressed either be-
fore any mining activity is allowed (preprocessing) or during
data mining (run-time). For preprocessing, a set of mining
tools are applied on the database, to check whether sensitive
information can be disclosed from the learned patterns. For
run time, the inference controller evaluates the result to a
user’s request, and permits or rejects the release of the re-
sult based on this evaluation. In either mode, data mining
abilities are reduced. Moreover, none of these approaches
protect from inferences when the pattern discovered in one
database is applied on a different database. It is unrealistic
to assume that all (semantically) related databases would
enforce the same security policy.

A different approach, presented in [31], classifies discovered
metadata based on the range of its applicability. This ap-
proach assumes that, in most cases, it is not the discovery
of a pattern that causes privacy violations but the unautho-
rized use of this pattern. Security threats associated with
metadata are classified into two groups: 1) the discovered
metadata is sensitive (e.g., pattern of drug usage of a pa-
tient), and 2) the discovered metadata itself is not sensitive,
but when combined with additional data, sensitive infor-
mation can be obtained (e.g., patients’ high risk of disease
based on matching a corresponding pattern).

Recently, several works addressing privacy preserving data
mining [17; 3; 16; 43; 2] have surfaced that. Their main
motivation is to allow data accesses for mining purposes,
while preserving the confidentiality of the data. Techniques
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such as data estimation, perturbation and sample size re-
strictions are used to remove any unwanted inferences. The
main aim of this research is to apply minimal modification
to the original data without disturbing the data mining re-
sults. In addition to secure data mining, efficient methods
of data sharing is important in distributed settings because
of the large size of the involved databases.

6. WEB-BASED INFERENCES

During the 1990s, with the further development of World
Wide Web, new privacy problems surfaced [1; 4; 9; 12; 18;
29; 47; 49; 52; 56; 58; 62; 69; 70; 71; 72]. Simultaneously,
works to provide control accesses to documents in eXtensi-
ble Markup Language (XML) format surfaced [7; 6; 19; 42].
These models focus on defining access controls on XML doc-
uments, thus preventing privacy violations via direct data
accesses. While these mechanisms are necessary, none of
the above works provide technical solutions to enforce pri-
vacy requirements in the presence of possible inferences, or
give assurance on the level of protection. A view-based XML
access control model that preserves data semantics and elim-
inates inferences based on the existence of sensitive data is
presented in [64].

Development of technologies to support the Semantic Web [5]
increases the risk of illegal data accesses via inference chan-
nels. Automated analysis allows software agents to integrate
large amount, possibly distributed data. Such integration
is impossible for humans because of the size of the data
sources. The World Wide Web was designed for humans,
where syntactic constructs allowed users to interact and
share information. The envisioned Semantic Web is build
upon the assumption of intelligent information processing,
providing means for interoperations. Software agents, en-
compassing powerful reasoning abilities, and ontologies, to
provide domain knowledge, will be present in future Web.
Few researchers have considered the security threats pre-
sented by technologies developed for interoperation. The
main focus of Semantic Web research is to provide inter-
operation and intelligent query processing [14; 22; 24; 27,
28; 32; 54]. Semantically rich Web technologies, like RDF
and ontologies, create inference possibilities. While these
inferences are considered from the perspective of enabling
machine processing of the Web, there is no comprehensive
security analysis available. An initial analysis of security
threats raised by the inferencing capability of semantic Web
is given in [64].

Works that support interoperation and intelligent data ac-
cesses on the Web do not address the associated security
issues. Most of the current works in access control for Web
documents revolves around developing languages and tech-
niques for XML documents. While these works are clearly
needed, additional considerations addressing the problem of
indirect accesses via inference channels need to be made.
Some of the illegal inference problems that need to be ad-
dressed are based on replicated data, RDF-based inferences,
and ontologies. Techniques to detect data replication with
inconsistent security classifications and in the presence of
ontologies need to be developed. Furthermore, semantic-
based data correlations, supported by ontologies, need to be
addressed. The derived information may be sensitive and
should not be derivable from the released (non-sensitive)
data. Existing inference control technologies are insufficient
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to address the above problems in the Web environment.
Tracing user collaborations also pose a challenge for fu-
ture security, where it might be desirable to support anony-
mous access to the information resources. However, meth-
ods to prevent users sharing their data or the same user
to login with different virtual idenities must be developed.
Anonymous collaborations have been studied by several re-
searchers, however, the risk of illegal inferences have not
been addressed.

7. THE FUTURE

Successful use of the Semantic Web will depend on the im-
plementation and use of Web services. Information, avail-
able on the Web, will be gathered and analyzed by col-
laborating agents. Automated processing will allow agents
to utilize large amount of information that is beyond hu-
man processing power. However, this enhanced processing
power can be misused by malicious users and their agents
to disclose sensitive information or sabotage other’s infor-
mation. Data replication and intelligent information corre-
lation opens up new dimensions in the inference problem.
Ontologies (metadata) allows data integration as well as se-
cure and unsecure inferences. Scalability and data quality
issues as well as inherent vulnerabilities of the underlying
technologies need to be addressed to prevent security viola-
tions.

Agent technologies are the fundamental constructs of the
Semantic Web. Security and reliability of these technologies
are necessary to provide secure Semantic Web applications.
Agent-based systems were designed for interoperability, dis-
tributed problem solving, and cooperation without the nec-
essary security safeguards. Only recently, works to provide
rudimentary protection for agents and agent platforms have
emerged. These works focus on direct data accesses, and se-
cure and privacy preserving agent events. Current research
by [11; 10; 57] addresses issues related to secure communi-
cation and mobile-computing.

Collaboration and information sharing are highly desirable
features for agent interoperation. However, they may rep-
resent security vulnerabilities. Inferences, based on agent
behavior, usage monitoring, and application of “trick ques-
tions”, may also occur. Also, even though each agent may
behave in the desired and secure way, their combined knowl-
edge may disclose sensitive data.

Security threat to agents by being monitored, tested on
fake data, or supplied with malicious code has not been
sufficiently addressed by the research community. Unfor-
tunately, either of the above examples could easily happen
to compromise the corresponding agent. Techniques, similar
to the inference control in databases may be applicable to
enhance multi-agent platform security.
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