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Digital Signatures

J Define a digital signature scheme DS = (I, Sign, V' F)
# Key generation: (pk, sk) g K
% Signing a message: & & Signsk (M)

% Signature Verification d hd VE,(M, o)
Y d=1if o is valid for

for given message under (pk, sk) pair

Y else d =0



Digital Signature Assumptions

Alice generates (pk,sk) Bob has correct pk

Uﬁ,” (M, 0 < Sigs(M)) §$
W,
|

=

(/ ,_4

Bob outputs VEu(M,o)

v Bob assumed to have correct pk
s Sender (Alice) has the private key

Y Sig could be randomized and /or stateful

¢ We will mainly focus on deterministic Szg algorithms
» Unlike PKE algorithms



1 Defining Security

Definition 9.2 Let DS = (K, Sign, VF) be a digital signature scheme, and let A be
an algorithm that has access to an oracle and returns a pair of strings. We consider

the following experiment:

(pk, sk) & K

(M, o) — _ASiE"skm:@_/—/>

If the following are true return 1 else return 0:

— VFg(M,o0)=1 A .

— M & Messages( pk) '

— M was not a query of A to its oracle M( P 23 (

B,
g

The uf-ema-advanitage of A i1s defined as
! ’ My, 64

Experiment ExpH:™2(A) Pk CM ) {) fof dﬂé_
4 M

Advifema(4) = Pr [Exp;{;mgﬂ}:l]. 0
Mq /Oﬁq
A E T M)
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RSA based Signatures

* ((N,e),(N,p,q,d)) < (K) where e.d =1 mod ¢(N), N = pq

Y Signature Generation
» Algorithm Signy . q,4(M)
» if M € Z§ return L
» return M¢ mod N

% Verification
» Algorithm V Fy (M, o)
» tMgZy Vo & 7% return 0
» if M =0° mod N return 1 else 0

s Direct RSA signature generation is not secure



Ut D Possible Attacks

~ UL €y
s Forger Fj | AU (j:\s = |
» Forger FlszgnN’p’q’d()(Na e) o>

All attacks
> return (1, 1) lAMcoJ N — have advantage
cl, \3 one

¥ Forger Fy

> Forger BN

> (O ZNy , M+ oc°modN 4,

> retur@ N os € G )=
M

/ O/ ’7>@Q)
¥ Forger Fj3

» Forger FfzgnN’p’q’d()(Na e)
> Ml%Z;f_{laM}vMQ&MMl_l mod N
= 01 < SignN pq,a(M1), 02 < Signn,p,q,qa(M2)
» return (M, o102 mod N)




Hash-then-invert paradigm

+ Goal: RSA based scheme that

» is provably secure
» has Flexible message space

s ldea Hash the message first given Hy : {0,1}* — Z%

% Signature Generation
» Algorithm Signn p.q.qa(M)
> Y < HN(M)
» return y* mod N

% Verification
» Algorithm V Fy (M, o)
> Y < HN(M)
» ify=0°mod N return 1 else 0



Hash then Invert Paradigm

J¢ Previous Forgers described do not work well for Hash-then-Invert
» Hpn(1) # 1 with high probability (w.h.p)
» 0°mod N # Hn(M) w.h.p
> HN(Ml).HN(MQ) 75 HN(M) W.h.p

s Not secure if it is easy to find M; #* M such that
Hy (M) = Hy(M>)

Y What are the assumptions needed to make
Hash then Invert Paradigm Secure??



UT D Full Domain Hash RSA
sighatures

* H:{0,1}* — Z% is a random function known by everybody

Y% Signature Generation Experiment Expfz™e(F)
» Algorithm Signﬁ,(z;),q,d(M) ((N.€).(N,p,q.d)) < K,
>y« H(M) (H * Func({0,1}* Z) _~
» return y% mod N (M, ) & pHOSERN U GO )
If the following are true return 1 else return O
% Verification VF(M,0) =1
> Algori thm V F]IV—{ (e 2 ( M, 0') M was not a query of 4 to its oracle

> Y < HN(M)
» if y=0°mod N return 1 else 0



Ul D FDH-RSA

Consider adversaries running in time ¢, making ¢s;, oracle queries
and at most g5 hash queries

Simulate the random H by choosing random answers and
storing them on a table

» Function H(x)

» IfT(x) # Null Then T'(x) & Zn

»  Return T'|x]

Thm: Let FDH-RSA in the random oracle model described as befor:
Let I be an adversary attacking FDH-RSA making g, signature
queries, qp hash queries. Then d an Adversary [

E‘ldv%’;cma (F) < qh.Adv%"r;kea (I)FJ



Ul b Prodf d Thm

% Note I is given (IV,e),y and tries to find x s.t.
¢ mod N U~ % Maed N

v I Willto find the x

v I will answer F's oracle queries to H and Sign as
it wishes

v I will use the F' to invert y

v Idea: I modifies answers to F's oracle queries
to invert y



Uil D Prod d Thm

Inverter I(N.e,y)

Initialize arrays Msg|l ... @uash{ X[l .. Qhash!, Y[ .. .@D empty
je=0;i<{1,..., 0}
Run F on input (N, &)
If F' makes oracle query (hash, M )

then h « H-Sim(M ) ; return h to F' as the answer
If F' makes oracle query (sign, M)

then @ — Sign-Sim(M ) : return r to F as the answer

Until F" halts with ::rutput U< ,M(M>
- {

y— @—Sim{f&f ) %l

Hemy, x% rred Y

Return r
Msg[il - The j-th hash guery in the experiment
Y[i] —  The reply of the hash oracle simulator to the above, meaning

the value playing the role of H{Msg[j]). For j =i it is y.

X[j] —  For j # i, the response to sign query Msg|[j], meaning it satisfies
(X[j1)*=Y][j] (mod N). For j = i it is undefined,



Uil D Prodf d Thm

— .,

Subroutine H-Sim(v)

Subroutine Sign-Sim( M
| — Find(Msg,v,§);: j— j +1: Msglj] — v ? g (M)

If I = 0 then h «— H-Sim (M)
If j =i then Y[_j — uj If j =i then abort
Else\X[j] £ Z% : Y[j] — (X[§])® mod "\3 Else return X [§]
Endlf T — EndlIf

R B A PR O A Yy

Else
If j = i then abort

Else X[j] — X[ll: Y[j] — Y[ll ; Return Y[j]
EndIf
EndIf Find (Au v, ’-7)

* Find(A ‘W) S
mnd(A,v, ] . -
» if Al < j, A[l] = v return 0 €0( Ci=ldo 5 )
> else smallest [ where All] = v of QA Cila= Y )

r

( [edorn |

1 S (edun O- '
A E J@) 3/1‘\}3:_10 ‘-Qmol CA 3 3) ..—Q_.




Ul b Prodf o Thm.

s Inside H — stim(v), if l =0 and j # ¢ X|j] + Z%
and Y|[j] « (X|[j])¢ mod N and returns Y |j]

J Sign-sim(M) returns X [j] ﬁ e Hom) é:—s d.

Pr|I inverts y| no abort |.Pr[ no abort ]
+Pr[I inverts y| abort |.Pr| abort ]

Pr|I inverts y|

Pr|I inverts y| no abort |.Pr| no abort ]

1
> Advpls " (F).
Qhash
when | calle dpe U_crm lagt 4ime

e

g Find ¢ M, M, 41,\%“5 — ,Q 2 f=5)



Ul b PSSO

* H:{0,1}* — Z% is a random function known by everybody

% Signature Generation
» Algorithm Sz’gn%(') 4 (M)

r & {0,1)° o
»  return (r,y* mod N)

% Verification
» Algorithm VFr ) (M, o)
» Parse o as (fr,’a:)
>y« H(r[|M)
» if y =2 mod N return 1 else 0
Theorem 9.4 Let XS be the PSSO scheme with security parameters k and =, Let F

be an adversary making g, signing queries and @paen, = 1 + @uig hash oracle queries,
Then there exists an adversary I such that

{Qha.sh “ 1} * Qeig I
e .

AdvEE™(F) < Adv ()4 (9.3)



El-Gamal Signature Scheme

J Define a digital signature scheme DS = (IC, Sign, V' F)

# Key generation: ((p,a,y),(p,a)) & K Where
o’ :@mod p and « is a generator of Z

—_—

% Signing a message M HoM L )
» Select k € Z; with ged(k,p—1) =1

> ra”, s k' (H(M)—ar)mod (p—1)

» return (r,s) 0 Seciek ke
S Signature Verification for (M, (r, s))
> V1 eyrrs( II)lOdp ,3(‘,_ O(_qr pm @dhp
H(m -
> Vo — mod p
CHm) —er)
» Accept if v1 = vs (5,_._ Y . e

-~/ ¢
F.> _ mH“"‘> He(//\’\)pg'/ rod

“—



The Digital Signature Algorithm

(DSA)

* Key Generation:

>

vVvVyvyy

2159 2160

Select a prime <q<
Cho68é-t < 8 and a prime p where 2°11T04 < <« 2512648 and ¢l(p — 1)
Select a random b € Z s.t. a < b(@_l)/@( mod p and aneql mod p
Select a random integer a st 1 <a <qg—1 o~ #( MOO(O
Compute y < a“ mod p

Public key is (p, q, o, y), private key is a

Yo Signature Generation: for message M

v

vwvyy

Select a random k£ s.t. 0 < k < ¢

r < (a” mod p) mod ¢ < & [cp(CH-(M)*C«f)
s+ kY H(M) + ar) mod g
return (7, s) '



urt b DSA

s Verification for (M, (r, s))
» Check that 0 <r<gand 0 <s<gq
> up < s .H(M) and uz = s~ ! mod g
> v+ (a"t.y*? mod p) mod g

» Accept iffv=r ~
s=— ke ( («[(‘M%m/)

2
(“,:_ %L, Md’O{ P} /V\OOAC,\
s (H () a g st HCM)-&-qr)
\}\ & A . L — A '_(
_ngl_( H(m)+°«f‘)> -@6\4/«9)

k_ C [—I(AA\“{CM/)‘{ Q(’nj/.;@/)
—-— K K‘
- <
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Schnar Scheme

J# Key generation is the same as DSA except no restriction on (p, q)

% Signature generation for M
» Choose random secret k, 1 <k <qg—1
» 7+ o mod p, e < H(M]||r), s < ae + k mod ¢
» return (s,e)

Y Signature verification for (M, (s, e))
» v <+ o’y “modpand e = H(M||v)
» Accept iff\d=¢



