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function DESy (M) [/ |K] = 56 and |M| = 64

(K. Ky) — KeySchedule(K) /f [K] =48 for 1< i <16
M — IP(M)
Parse M as Lo Ro [/ |Lo| = |Ro} = 32 N
orr =1 to 16 do F{fs-{-e;i rﬂ-‘ﬂﬂﬂ‘{
Lo Ry R f(Kp Ren) 8L, 1 f257
e — [P Y(Ly4 || Rig)
ot o
ket | return
I Figure 2.1: The DES bleckcipher. The text and other figures describe the subrouties
P KeySchedule, f, IP, IP™.
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Figure 2.2: Tables describing the DES initial permutation TP and its inverse P,
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function f(J R) /L7 =48 and [B] = 32
R—E(R): RER&D
Parse R as Ry | Hy | Raf Rl Bs | Re | Ry [ Rs [/ [Rj=6fr1<izs

o Wl for i=1,.._,8do
{sla ei‘:_s R — 8:(R;) // Each Sbox returns 4 bits —_— cole !- I'.
Re—Ry|[Ry||Ry| Ry Rs | Rs|| Ry | Rs [/ |R|=52bits
R+ F(R)
return i

Figure 2.3; The f-function of DES. The text and other figures describe the subroutines used.

E P
321 2 3 4 B w7 22l
4 & & 7 8 9 20 12 28 17
2 9 10 11 12 12 1 13 2% IZ6
1z 13 14 15 & 17 5 18 11 1D
w17 1% 1% 20 21 2 & 24 14
ap 21 22 23 M 25 3z T 1 0%
24 25 M 27T M 20 1 1% 30 6
28 2o 3 31 32 1 22 11 4 0I5

Figure 2.4: Tables describing the expansion function F and final permutation P of the DES f-
function.
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1 1|4 3 2 12 o5 15 10 11 & 1 7 & 0 & 13
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re 2.5: The DES S hoxes.
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Algorithm ReySchedule{ Ky // |K| =56

K — PCLI{K)

Parse K as Oy || Dy

for r=1,...,16 do
if v {1,2,9,16} then j—lelsej—If
Oy o Tefishifi; (Cr oy )0 Dy o leftshifty (Do )
K, + PC2(C, | D,)

return(fy, ..., K5}

Figure 2.6: The key schedule of DES. Here leftshift; denotes the function that rotates its input to
the left by § positions.
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Figure 2.7: Tahles describing the PCL and PCL2 functions used by the DES key schedule of Fig. 2.6.

C{"% "1"‘14‘1“'3..11"‘5- S

F'_Trg\_ ﬂ?imctcf(?lﬂ-ﬁ'f' o (e qfven

checrrptron
'.E.";er ,f».-_.q,l : Ze..a__ ﬁcﬂm-ﬂfﬂv—'
Fer Lrred leey T, yov “re  %iven

M, J E,_[_CM-.})* - CMGU ETCMG[))

mhtml:file://C:\Documents%20and%20Settings\mxk055100\M y%20Documents\My%20N... 8/29/2006



Zﬂgwﬂ — M‘CSQ “‘J‘e

Page 6 of 8

Wt tact

\-T.;ULJ el e %{u’ﬂﬂ +hne M-&’sgnse&
C hes san Ciphertaxi Aitacl
E.S.
_‘Cufé e | to ’2.;‘:’%
2 g ¢ ¥5 E_ cmMs)=5Ss)
e 3 T €75 5
ther F-E-{-_;JA "T}_
>
I:f.) {
Sdek — % CDG?P{'QL fen g
wedsk Cases € Ny
Eﬁ?tcéc—d E-I.J.ﬁf'u’n;_ Tinae - Z I Pri- M'.“"'Tfl
Ted
_ f. = L ——
- & ';TL 2 et
| ==
b —~|
o L
PES
APES C Wy, ke, m)= OES COEs CMI)
Lo k
Ll
—_

mhtml:file://C:\Documents%20and%20Settings\mxk055100\M y%20Documents\My%20N... 8/29/2006



Page 7 of 8

- _ - -
qoes C ¢ e, m) =~ OES COE{ cmy )

biven (M)

—t
pey (M) = 0Es  C <)
Ef k2
_,F,:,r T\ 4 'Lt
AtV -~ DES ¢cM)

=
i

=7

o N

BUY = 08 o)

for

Fah Tl (ﬂei‘i}-:,&itl)

b
-[-t) 2 ecooered &=y

; DES Sgelattony

PES ¢ pos gor:s gmﬁj)

= Y NESSC il €M)

mhtml:file://C:\Documents%20and%20Settings\mxk055100\M y%20Documents\My%20N... 8/29/2006



Page 8 of 8

DES C DES'cooes cm) ) ) =B0EST
L, < Clyens R

DESC e, M) = BOESIL kb &, 1k, M)

T coEs cmN))

= PES ¢ PES
| e =

DESCE, M)~ 2pestl L, ¢, )

— DES C PEST C DES ¢AT))
i

(S =

mhtml:file://C:\Documents%20and%20Settings\mxk055100\M y%20Documents\My%20N... 8/29/2006



