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1 MD Paradigm

 SHF1 uses shfl as the compression
function

 If we prove that If shfl Is secure then
SHF1 iIs secure then we need to attack
shfl only

 MD paradigm shows how to use collision
resistant compression function to built
collision resistant hash function



MD Paradigm: Definitions

H(K, M)
y — pad(M)
Parse y as My || M2 | -+ || Mn where [M;| =06 (1 <i < n)
V—1IV
for 1=1.....,ndo
V' — h(K, M; | Vj/\
Return V \——s 1ol \\j\,\

|
e Given suitable pad() function and collision

resistant h(), we can prove that H is collision
resistant.
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MD-compliant Padding

. Let D be some subset of {0,1 }2’

 Let b be an integer called the block length
e Leth: K x{0,1}°™ s {0,1}"

e Let sbeinBif|s|=0 mod b

e A function “pad” from D to B is MD-compliant if
forall M,M;,M;e D
— Mis a prefix of pad(M)
— It [My]| = [Ma| = |pad(Mi)| = [pad(Ma)

_W|# lMg\ = last blocks of pad(M-), pad(M>)
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MD- Security

Theorem 5.8 Let h: K x {0.1)" — {0,1}" be a family of functions and let
H: K x D — {0,1}" be built from h as described ahove. Suppose we are given
an adversary Ay that attempts to find collisions in H, Then we can construet an
adversary Ay, that attempts to find collisions in h, and

AV (Ag) < AdviRE(A4R) (5.9)
H h :

Furthermore, the running time of Ay is that of Ay plus the time to perform
(|pad(zy )| + |pad(zy)|)/b computations of h where (zy,2) is the collision output
by Ag. |



Ul D Proof of Thm 5.8

Adversary Ap(K) pL vse A -
Run Ag(K) to get its output (2, 29) 2
yp — pad(xy) : Yo — pad(ao)
Parse yy as My | Mya|| -+« || My ,p; where [My;| =0 (L <i < nfl])
Parse yg as Myy || Mya|| -+« || Mgy where |My;| =0 (1 <i < nf2])
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for i=1,...,n[1]do Vi; — A{K, M| Vii-1) |\ HCx) o
for i=1,...,n[2 do Vy; = h(K,My;|| Vo;_q) D —> & C’(L) = U'Lm(}ﬂ
if (Vi) # Vapr OR 21 = 2p) return FAIL—> Wether A iy Succesy,|

Taft]=1s Mo apy || VE.HEE]—IB
n+—mnll] [/ n=n[l]=n[2] since |71| = |z3]

if |21]|# |2g| then returrﬁMlmm |

for : =n downto 1 do
if Jil'h"f]_,i ” 1:]_’;'_1 fé f‘rfgﬁi || 1;2‘1:_]‘_ then return (JFVI].,!I: || V-}_Ii_]_., f‘rfg‘:' || Ifrg-‘i_lj

Vi,nCd = hik, Miiaca Ll \)\,ncq—l)
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Proof of Thm 5.8

We will show if Az finds a collision then
Ay finds a collision
Note if 1 = x5 or H(K,z1) # H(K, z3) then
Ah tails
If |z1] # |z2| then Ml,n[l]Hvl,n[l]—l and
M 11911|Va,ni21—1 Will be a collision for h
Else, we need to have some M ;||V1 ;-1 and
My ||V ;-1 that forms a collision for h

We can conclude

Advi? " (Ag) < Advs™FF (A)



