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MD Paradigm

• SHF1 uses shf1 as the compression 
function

• If we prove that if shf1 is secure then 
SHF1 is secure then we need to attack
shf1 only

• MD paradigm shows how to use collision 
resistant compression function to built 
collision resistant hash function



MD Paradigm: Definitions

• Given suitable pad() function and collision 
resistant h(), we can prove that H is collision 
resistant.



MD-compliant Padding

• Let D be some subset of
• Let b  be an integer called the block length
• Let  
• Let  s be in B if |s|=0 mod b
• A function  “pad” from D to B is MD-compliant if 

for all 
– M is a prefix of
– If 

–
are equal
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MD- Security



Proof of Thm 5.8



Proof of Thm 5.8
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