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Groups

* Z={- —2—10,1,2}
* Z,=41,2,...}
* N={0,1,...}
*ZN:{O N — 1}
*Z;’{,:{zeZ 1<z<N—1/\gcd(z,N):1}
+ GROUP: (G,.)
» Closure: Va,be G = a.be G O(éb&fj@o‘n

» Associativity: Va,b,c € G = (a.b).c
» Identity: d1,Va e G = 1.a =a.1 = a
» Invertibility: Va € G,db e G = a.b =1
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a.(b.c)
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Facts about Groups

(i)

-

Let a~! be the inverse of a
Example groups:

» (Zn,+ mod N),%Z}i,, * mod ND T
a' = a.a.a.a... (itimes) (7=, %) = =ata. g«
If |G| =m then Va € G,a™ =1 |
|G| = m is called the order of group G
S is a subgroup of G if S is a group and S € G
If S is a subgroup of G then |S| divides |G|

U Finite  aroopsS
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Cyclic Groups

s The order of ¢ is the least n.s.t ¢g" =1 —>
S R D

* Let (g) = {¢% g*,...,g" !} za> |b[=m

j_ = S"‘@) a(., /qnﬂlg
* gisa Generator of Gif <g>=G -
A7)8- 8%

Y G is a cyclic group if it has a generator

# Discrete Logarithm DLg ,(a) = i implies ¢* = a
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Examples

(’% P Moa%)

Example 7.9 Let p = 11, which is prime. Then £3; = {1,2,3,4,5,6,7,8,9,10}
has order p — 1 = 10. Let us find the subgroups generated by group elements 2 and

5. We raise them to the powers 1 =0,...,9. We get:
438> © ifloji|2]al«|5|6|7|8]9]| O l?‘ﬂ"W(l
29> dmodit l1]2|alslslialo]7]als] Il )
Mmod 11| 1|5(314]9| 1 |6(3]|4]9] | =(O
_ 2,0 = —
= £, %7 L (4§>:§ S\[LO
aff L1230 4]5|6]T|8[9]10
DLogg. o(a) 0| 1]8]2|a|9]7]3]6]5

Loy G 6
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Cyclic Groups

J# If p is a prime then Z7 is cyclic group
% If |G| = m is prime then G is cyclic

% Prop: If G is cyclic and |G| =m = p{* ... pon
Vi, m; = m/pz- g < GG is a generator of G ift

Vi,g™ # 1
» Note that < g > is a subgroup of G
Lo 2° 16(= [0 =00) ~ 2-S

L
M= o M=%
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Cyclic Groups

|G| = m and g is a generator of G then

Gen(G) ={g¢g* € G:1€ Z*} and |Gen(G)| = ¢(m)

To find a generator efficiently,
we need to know the factorization of m

Assume p = 2q + 1 for some primes p, q then
g is a generator iff g? mod p # 1 and ¢ mod p # 1

Note that Pr(g is a generator) = ¢(¢(p))/(p — 3) = 0.5
= Pl _ 9c2q) - 9

-—

P=>

e



Examples

Example 7.15 Let us determine all the generators of the group Zj;. Let us first
use Proposition 7.13. The size of Z§, is m = y(11) = 10, and the prime factorization
of 101s 215!, Thus, the test for whether a given a € 2}, is a generator is that a® 2 1
(mod 11) and @® £1 (mod 11). Let us compute a® mod 11 and 2® mod 11 for all

group elements a. We get:

allt|2l3|4|5]l6|7|8(|9]10
amod1l 249|533 (594|121

amod 1L 11001111010 10]1]10




Squares and non-squares

a € (G is called a square or a quadratic

residue (QR) if b€ G s.t b*> =ain G
QR(G)={ac G:aisa QR in G}

We will focus on the QRs in Zy,,
especially where N = p

a is called Square mod N or
quadratic residue mod N if a € QR(Z%)
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Sguares mod p

* We focus on Z]
s Define Legendre symbol of a as J,(a) where

if a is a square modp
if a =0 modp
if a is a non-square modp

5o 10 T()C'L) ~ —(

1
Jpla) =4 0
—1
QR(Z3;1) = {1,3,4,5,9}
alll2|314]15 fi
afmod 1114 |9]5]3 5 41 1

Jpll) = |
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Sguares mod p

Let p > 3 and let g is a generator of Z;. Then
QR(Z%) ={g":i € Zp_1,i = 0 mod 2}

« —1
|QR(Zp)| — p2 $
5‘ Moco ([
For example, for Z7; st st s 3.3, U mad()

affl] 2 |3|4]5)6 (7|8 |9]10
[?Lugg;l_g{l},j Ol L |8)2|4| 8 | 7|3 |6]5
Jule) | L] =L)L|L{L|-1|=-L]-1(1]-1
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Sguares mod p

Y Lemma 7.18: Let p > 3 be a prime then

p—1

Va € Z;,Jy(a) = a = (mod p)

Y Let p > 3 be a prime then

Vg generator of Z;,ng_l = —1(mod p

e=l
Tl (eede)
p-t . P
g Tt = _Sa= g =\ rood p
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Sguares mod p
¥ Proof of Lemma 7.18: We need to prove

JER 1 if a is a square modp
| =1 if a is a non-square modp

#* Let i = DLy, (a), if a is square mod p then i is even

p—1 N A i/2

az =(¢") % =(¢" )’ =1mod p

a 2 = (gz) 2 = g(i_l)pgl_"pgl — ng_l = —1mod p
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Sguares mod p

# Let p > 3 be a prime then Va,b € Z]
Jp(ab mod p) = J,(a).J,(b)
# Let p > 3 be a prime and g is generator of Z7,
Ve,y € Z,_1 then J,(¢"Y mod p) =1 iff
T

)= SK Jp(g” mod p) =1V J,(¢gY mod p) =1

T=g°
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Sguares mod p

Y Prop. 7.22: Let p > 3 is a prime and let g
is a generator of Z7 then given x < Z)_1;y < Zp—1

PriJy(g™) =1] =




