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Block Ciphers

Murat Kantarcioglu

Intuitions Related to Block 
Ciphers

• Block ciphers are considered to be pseudo-
random permutations (more on this theory 
later)

• Consider a block cipher as a permutation 
defined on n bit strings to n bit strings based 
on the secret key.

• It is assumed that if the key is secret the 
output of the block cipher will look like
random 
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Block Cipher

� P : {0, 1}n

� C : {0, 1}n

� K : {0, 1}k

� F : K × P �→ C where F is a permutation on {0, 1}n

� F−1 : K × C �→ P is the inverse of F

Ideal Block Cipher

• An ideal block cipher is a totally random
permutation from n bit strings to n bit 
strings (more on this later)
– It is not efficient to represent all possible 

permutations

– Key length is too big for large n

– Our goal is to approximate ideal block ciphers 
in practice.

log(2n!) ≥ log((2n−1)
2
n−1

) = (n− 1).2n−1
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Common Block Cipher 
Designs

• Most modern block cipher use an iterated 
cipher based on some substitution-
permutation network (Though exceptions 
exist)

• There are years of research on how to 
design good block ciphers

• Good block cipher should be as close as 
possible to an “ideal block cipher”

Iterated Cipher

• Requires the specification of an invertible 
round function g and key schedule 
function Ks and Number of rounds Nr.

F (K,x)
{

(K1, . . . KNr)← Ks(K)
w0 ← x

wi ← g(wi−1,Ki−1)for Nr ≥ i ≥ 1
Return wNr

}
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Inverting an Iterated Cipher

• Since function g is invertible. We can 
easily decipher the output of an iterated 
cipher

F−1(K,y)
{

(K1, . . .KNr)← Ks(K)
wNr ← y

wi−1 ← g−1(wi, Ki) for Nr > i ≥ 1
Return w0

}

History of DES

• Based on Lucifer cipher developed at IBM 
in late 60s (Lucifer has 128 bit keys!)

• DES is based on a special iterated Cipher 
called Feistel

• Became standard in 1977
• Turned out to be fairly durable due to its 

good design
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Feistel Ciphers

• Feistel Type Cipher has a specific type of 
round functions g

g−1(Li,Ri,Ki)
{
Li−1 ← Ri ⊕ f(Li,Ki)
Ri−1 ← Li

Return (Li−1, Ri−1)
}

g(Li−1, Ri−1, Ki)
{
Li ← Ri−1

Ri ← Li−1 ⊕ f(Ri−1, Ki)
Return (Li, Ri)

}

DES

• DES is 16-round 
Feistel Network 
with an initial 
permutation at the 
beginning and a 
reverse 
permutation at the 
end.

DES(K,M ) //|K | = 56, |M | = 64
{

(K1, . . . , K16)← Keys(K)
M ← IP (M )
(L0, R0)← M

for r = 1 to 16{
Li ← Ri−1

Ri ← Li−1 ⊕ f(Ri−1,K i)}
Return IP−1(L16, R16)

}
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Initial Permutation and Final 
Permutation

715233139475563

513212937455361

311192735435159

19172533414957

816243240485664

614223038465462

412202836445260

210182634425058

IP(x)

25571749941133

265818501042234

275919511143335

286020521244436

296121531345537

306222541446638

316323551547739

326424561648840

IP−1(x)
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DES f function Details

DES f function
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DES S-boxes

• The S-boxes are the only non-linear 
elements in DES design

• Needed to protect against differential 
cryptanalysis

DES Key Scheduling
Keys(K) //|K | = 56
{
K ← PC1(K)
(C0, D0)← K

for r = 1 to 16
{
if r ∈ {1, 2, 9, 16} then j ← 1 else j ← 2
Cr ← lshiftj(C

r−1)
Dr ← lshif tj(D

r−1)
Kr ← PC2(Cr||Dr)
}
return (K1, . . . ,K16)

}
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Cryptanalysis of DES

• Linear/Differential Cryptanalysis

• Exhaustive Key Search 

Differential Cryptanalysis

• Attacker knows pairs of plaintext and 
ciphertext (P,C)  pairs such that 

• Distribution of differences could be used to 
guess some certain key bits.

• DES is relatively resistant to Differential 
Cryptanalysis. It turns out S-boxes were 
designed to prevent such attacks.
– Differential Cryptanalysis requires 247

ciphertexts

δp = P1 ⊕ P2, δC = C1 ⊕ C2
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Linear Cryptanalysis

• The goal is to approximate the block 
cipher using simple linear models

• It requires 243 plaintext/ ciphertext pairs for 
16 rounds of DES

• Not practical for DES.

Brute Force Attacks

• Try all possible key pairs to find a key that 
matches known plaintext/ciphertext pair.

• Need to try 256 keys.
• Time consuming
• A 250K machines + distributed computing 

were able to find the DES key in 10 hours 
in 1999.

• The main attack against DES.
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Increasing DES Key Size

• The following are the popular choices for 
increasing DES key sizes.
3DES(K1,K2,K3,M ) //|K1| = |K2| = K3| = 56
{

return DES(K3, DES−1(K2, DES(K1,M ))))
}

DESX(K1, K2, K3,M ) //|K1| = 56, |K2| = K3| = 64
{

return DES(K1,M ⊕K2) ⊕K3
}

Summary

• DES was a surprisingly effective cipher
• The main weakness was the key size.
• It is know replaced with AES.


