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Abstract—We summarize and present the available body
of knowledge in trusted and secure design of analog/mixed-
signal/radio frequency (RF) integrated circuits (ICs) and in-
tellectual properties (IPs), covering both known vulnerabilities
and available remedies. Furthermore, we discuss the limitations
of the current state-of-the-art in this topic, highlight the con-
comitant risks, and suggest research directions and steps to
be taken towards designing, fabricating and deploying trusted
and secure analog/mixed-signal/RF circuits. More specifically,
a comprehensive survey of the relevant literature is provided,
organized around three themes: (i) hardware Trojans and Tro-
jan states in analog/mixed-signal/RF ICs along with existing
detection/prevention methods, (ii) analog/mixed-signal/RF IC/IP
reverse engineering and counterfeiting, as well as techniques for
proving authenticity and ownership, and (iii) limitations of exist-
ing methods in the analog/mixed-signal (AMS) and RF domain,
focusing on the gaps that exist in our current understanding of
this problem and potential directions towards filling them and
mitigating the threats in AMS/RF ICs/IPs.

I. INTRODUCTION

Due to a number of factors entailing time to market pressure,
IP re-usability, and outsourced manufacturing and testing,
compromising the IC supply chain for sensitive commercial
and defense applications has become possible through hard-
ware Trojan attacks, reverse engineering and counterfeiting.
All are targeting critical industrial sectors, such as military, in-
frastructure, automotive and telecommunication applications.
For example a Syrian radar failure to warn the military of
the incoming Israeli attack due to a back-door in off-the-
self microprocessors, which were used in the radar system,
was reported in 2008 [1]. Another hidden back-door in a
computer chip that could allow an attacker to control critical
applications, such as navigation and flight control in a Boeing
787 was discovered in 2012 [2]. Counterfeit Cisco products,
which were bought by military agencies and contractors,
and electric power companies in the United States with a
potential threat of gaining access to highly secure systems
were also recorded [3]. In 2011, the US military bought
59,000 counterfeit chips from China destined for installation
in critical defense systems [4]. Finally, Dell warned of a
hardware Trojan in some of its server motherboards in 2010
[5]. While extensive research efforts have been expended over
the last decade in understanding security threats, as well as
in developing prevention and detection solutions in digital
circuits [6]–[10], the topic remains largely unexplored for their
AMS and RF counterparts. A recent effort in [11] focuses in
threats and countermeasures in digital ICs and discusses their

relevance with the AMS domain. Therein, however, the largest
body of state-of-the-art in security and trust in the AMS/RF
domain remains unexplored. Accordingly, in this work we
summarize and present the existing, albeit limited work on
known vulnerabilities and proposed remedies for AMS/RF ICs
and IPs.

II. HARDWARE TROJANS IN AMS/RF ICS

AMS/RF ICs have become an appealing target for attack-
ers due to a number of reasons. This mainly stems from
the widespread use of analog functionality (i.e., physical
interfaces, sensors, actuators, wireless communications, etc.)
in most contemporary systems and the inherent interaction
between the analog/RF and digital domain in order to sense,
process and communicate sensitive information (e.g. financial,
personal or medical data). Communication of such sensitive
information between nodes is extensively performed over
wireless public channels. As a result, wireless networks em-
ploying both digital and analog/RF circuitry have been the
target of covert channel attacks most of which are staged
in software and firmware. Beyond such attacks, a hardware
Trojan targeting the baseband part of an 802.11a/g transmitter
to leak sensitive information over the air was recently shown
in [12]. To date, however, only a few groups have investigated
and reported existing vulnerabilities in the AMS/RF circuitry
of transceivers used in wireless networks. In the following
Sections we summarize the existing exploitation examples of
such vulnerabilities by hardware Trojans along with respective
defensive mechanisms.

A. Hardware Trojan Attacks

1) Hardware Trojans in Wireless Cryptographic ICs: A
hardware Trojan attack in a wireless cryptographic IC, specif-
ically in an ultra-wideband (UWB) transmitter was demon-
strated through silicon measurements in [13], [14]. The attack
targets both the digital and analog/RF parts of the IC and
its general principle is shown in Figure 1. The attack is quite
simple to implement and can be staged in various phases of the
IC supply chain, e.g., in the design or the fabrication level. On
the digital side, the added hardware taps into the register that
stores the 128-bit advanced-encryption standard (AES) key, in
order to steal one bit at a time. The value of the stolen key bit is
forwarded to the UWB transmitter, through which it is leaked
by modulating the parameters of the wireless communication
during transmission of one ciphertext bit. Overall, along with
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Fig. 1: Hardware Trojan modifications in digital and analog circuitry of a wireless cryptographic IC [13].

Fig. 2: Transmission power of 40 (a) Trojan-free ICs, (b)
Trojan-I infested ICs, and (c) Trojan-II infested ICs enclosed
in the µ±3σ transmission [13].

Fig. 3: Received waveform of a 4-bit ciphertext block trans-
mitted by Trojan-I infested chip [13].

every 128-bit block transmitted by the UWB transmitter, the
128-bit key is also leaked [13].

Specifically, two hardware Trojans have been implemented
on-chip, modulating the amplitude and frequency characteris-
tics of the transmission. The first hardware Trojan, i.e., Trojan-
I, which is modulating the amplitude, is implemented in the
power amplifier (PA) and its overhead is very small, since it
only demands one extra transistor to leak information. The key
bit, which is forwarded through the digital part, is provided to
the gate of the extra PMOS transistor. When the leaked key

is “1”, the transistor is off and, thus, the transmission power
remains unaffected. However, when the leaked key bit is “0”,
the transistor turns on and adds a small current at the output
node, thereby, slightly increasing the output power which is,
in turn, passed to the antenna. On the other hand, Trojan-II,
which is modulating frequency, adds two extra transistors at
the inputs of each of the two RF pulse generators. Again, when
the stolen key bit is “0” the PMOS transistor of Trojan-II in
Figure 1 is turned on, thereby resulting in a higher frequency.

In order to investigate the Trojan impact on the legitimation
and rogue transmission, the authors implemented 15 distinct
Trojan levels [13]. Even for the maximum Trojan level, the
Trojan impact on the legitimate transmission is carefully
hidden in the transmission specification margins allowed for
process variations. This is depicted in Figure 2, where the
measured transmission power for transmitting a ciphertext bit
of “0” and “1” for 40 Trojan free, 40 Trojan-I infested and 40
Trojan-II infested ICs is plotted versus time. For the Trojan
infested transmissions, the maximum level of Trojan impact is
employed. Each of the 3 distributions is enclosed in the µ±3σ

envelop of the Trojan-free ICs [13], [14]. Interestingly, none
of the Trojan infested ICs falls out of the envelop boundaries.

Despite being hidden in the process variation margins, the
impact of the hardware Trojan on the transmission power
waveform suffices for the informed adversary to obtain the
secret key and, by extension, the plaintext by deciphering
the ciphertext. All the attacker has to do is listen to the
public wireless transmission channel, focusing on the param-
eter manipulated by the hardware Trojan (i.e., amplitude or
frequency), in order to observe the different levels, which
correspond to a key bit of “1” and “0”, respectively, when a
ciphertext bit of value “0” and a ciphertext bit of value “1” are
transmitted. This is shown in Figure 3 for a Trojan-I infested
chip, where the receiver waveform of a 4-bit ciphertext block
is illustrated. The minute amplitude increase when a key bit
of “0” is transmitted - regardless of the text value - provides
the attacker the information needed to correctly obtain the key.
Similarly with Trojan-I, the attacker can also obtain the leaked
information for the Trojan-II infested transmission [13], [14].
In both cases the receiver consists of an oscilloscope and an
antenna connected on it.
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2) RF Transmission Below Noise Floor: In line with [13],
[14], the ability of hardware Trojans to hide unauthorized
transmission signals within the ambient noise floor through the
use of spread spectrum techniques was presented in [15]. The
original concept of communicating with attackers below the
noise power level was initially demonstrated in [16], where
multi-bit information from a compromised crypto-processor
was leaked through a power side-channel. Specifically, spread
spectrum was used to distribute the power of side-channel
leakage to multiple clock cycles, so that the signal-to-noise
ratio (SNR) of each clock cycle is low enough to evade
detection. The attacker can then exploit the side-channel
information by averaging over a large number of clock cycles.

Similarly, the Trojan system in [15] spreads the rogue data
and attenuates the Trojan signal so that it is pushed below
the ambient noise floor. The principle of a spread-spectrum
transmitter/receiver chain is shown in Figure 4. The low-rate
baseband data is multiplied with a higher rate spread-spectrum
code to generate a higher-rate sequence. The legitimate and
Trojan spread signals are then added in the analog domain,
constituting the signal to be transmitted, as shown in Figure 4.
The transmitted signal, containing both the legitimate and
rogue coefficients has an identical spectrum with the legitimate
one, and thus the Trojan presence cannot be easily detected.
This higher-bitrate digital sequence is then transmitted over
the noisy channel, which may undergo multi-path fading and
multiple interferers. At the receiver, both the useful signal
and interferers are mixed with the same spread-spectrum
code, de-spreading the original information, and spreading the
interferers instead. Extremely low-power levels are required
to retain effective communication. However, this comes at
the cost of reduced throughput for the attacker. The spread-
spectrum attack does not affect the legitimate transmission
since it remains well hidden below the noise floor, thereby
evading any performance-based testing or monitoring [15].

3) Hardware Trojans in AMS ICs: Unlike RF circuits,
where a hardware Trojan adds extra circuitry to the legitimate
structure to exploit its vulnerabilities, hardware Trojans in

Fig. 4: Spread spectrum technique used for evading detection
of hardware Trojans in wireless networks [15].

TABLE I: Trojan states in analog ICs

Reference Circuit Topology Simulation Level

[19], [20], [21] Inverse Widlar Cadence Spectre
[18], [22] Filter HSPICE
[23], [24] Bandgap Cadence Spectre
[25] OP-AMP Cadence Spectre
[22] Wien-bridge oscillator N/A

Fig. 5: (a) Schematic of the Inverse Widlar current mirror, and
(b) multiple operating points in DC temperature sweep of the
inverse Widlar current mirror. [21].

AMS ICs do not add extra overhead to the target IC, neither
do they leave a signature during normal operation; rather, they
exploit Trojan states that might be present in AMS components
with positive feedback loops, which are commonly used to
desensitize the circuit outputs from supply voltage variations.
It all began back in 1980, when it was shown that transistor
networks with positive feedback loops can have more than one
solution to their DC equations, for some choice of network
parameter values. In [17] it was reported that any circuit with
positive feedback loops allows more than one DC operating
points and, conversely, any circuit that has more than one
solution in the DC equations must have positive feedback
loops. These multiple DC operating points were demonstrated
for verification purposes in a CMOS log-domain filter employ-
ing a positive feedback loop [18], but were never studied in
the context of hardware security until recently. The problem
of multiple operating states in analog circuits is commonly
referred to as the start-up problem, meaning that a start-up
circuit should typically be added to remove the undesired
state. However, if no start-up circuit is used, which is quite
common in analog design, or if the start-up circuit is infiltrated,
a redundant state harboring a Trojan may still exist [19].

Several research results have shown that an AMS IC can
exhibit a Trojan state, which can be defined as an operating
state that forces the circuit to behave in an unexpected and
undesired way, producing inconsistent results at its output,
and, thus, directly affecting preceding blocks in a chain of IC
components. These Trojan states have been shown to affect the
output characteristics of operational amplifiers (OP-AMPs),
current mirrors, bandgap references, oscillators and filters
[19]–[22], [25], [26]. This has been verified via simulations
performed in Matlab and Cadence Spectre, and results are
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summarized in Table I.
In the Inverse Widlar current mirror shown in Figure 5(a),

the output voltage may reach values other than the expected
for a specific temperature, due to multiple equilibrium points
[18], [21]. Indeed, as plotted in Figure 5(b), when temper-
ature is swept, the same output voltage, Vout2, is obtained
for temperatures T1 and T2. Similarly, a Trojan state was
shown to exist in a fully differential operational amplifier
when performance enhancement feedback, i.e. a slew-rate
enhancement circuit, producing a positive feedback loop, is
used [25]. Trojan states were also demonstrated via simulation
results for a Wien-bridge oscillator [22]. These states occur
when high non-linearities in the input-output characteristic
are present. Specifically, the circuit may have either a static
(undesired) or a dynamic mode of operation and, further,
even when in dynamic mode, oscillation states of different
amplitudes or frequencies may still occur, depending on the
initial conditions of the capacitors [22]. Therefore, hardware
Trojans in an oscillator can correspond either to a static
mode, incapacitating the IC, or to unexpected oscillation
characteristics, e.g. modified amplitude and frequency. Given
the widespread use of oscillators in transceivers, a Trojan state
could have devastating consequences, e.g., it could result in
a shift of the local oscillator frequency to a different band,
which an attacker could exploit to leak sensitive information.

This class of hardware Trojans does not demand any in-
crease in power, area, or architecture and, thus, leaves no
signature. Therefore, even if the complete circuit schematic
is available, the presence of multiple operating points during
design and verification can remain undetected.

B. Hardware Trojan Defenses

Traditional test methods are ineffective in detecting hard-
ware Trojans: (i) with small overhead (in terms of area and
power), (ii) which do not violate any protocol specifications,
and (iii) which remain within the margins allowed for process
variations. However, several defensive methods have been
lately reported, capable of raising a red flag in the presence
of hardware Trojans which manipulate transmission character-
istics, similar to those previously described. These defensive
mechanisms range from statistical side-channel fingerprinting
to concurrent and formal methods, as discussed below.

1) Statistical Methods: Constructing IC fingerprints based
on side-channel parameters and using these fingerprints to sta-
tistically assess whether an IC is contaminated by a hardware
Trojan or not, was first presented in [27], [28] through a global
power consumption-based and a delay-based method. The idea
of side-channel fingerprinting is the basis for detecting the two
hardware Trojans, which were presented in Section II-A1. The
general principle, which was originally described in [10], [14],
[29], relies on the systematic impact that hardware Trojans
impose on transmission characteristics. This systematic impact
is essential for the attacker to be able to discern the hidden
information, as was shown in Figure 3. In practice, hardware
Trojans add a statistical structure to the transmission charac-
teristics, either in power, or in frequency, which is precisely

Fig. 6: Trojan-free and Trojan-infested circuits projected on
a 3-D space where the populations: (a) are indistinguishable,
and (b) can be distinguished after applying PCA [13].

what statistical side-channel fingerprinting exploits in order to
uncover malicious operation.

To demonstrate the effectiveness of statistical side-channel
fingerprinting, the authors in [10], [14], [29] performed the
following experiment: Initially, the same six blocks of ci-
phetext were transmitted by the UWB RF front-end for each
of the 40 Trojan-free, 40 Trojan-I infested and 40 Trojan-II
infested ICs. Visualization of the accumulated transmission
power in a 3-D space does not reveal any suspicious operation
since all populations fall upon each other as depicted in
Figure 6(a). However, when a simple statistical processing,
such as principal component analysis (PCA) along with a
one-class classifier is employed, the three populations become
clearly distinguishable, as shown in Figure 6(b). Consequently,
hardware Trojan activity can be detected.

A method for detecting the hardware Trojan of Sec-
tion II-A2, as well as hardware Trojans in mobile platforms,
was presented in [30]. This method does not require any
golden reference; rather, it is based on self-referencing. In
[30], the output of a mobile platform running on a commercial
MpSoC board is driven into a periodic steady state (PSS) to
decouple the response of the board from that of noise and
Trojan. The changes in the circuit behavior between periods
indicate the existence of unauthorized activity. After exciting
the circuit and obtaining its current consumption signal, this
signal passes through a low pass filter to obtain the self-
referencing signal. This is then subtracted from the original
signal to obtain a difference signal, which consists of noise
and malicious activity, if any. Analysis of the difference
signal in the time domain is not capable to distinguish the
Trojan signal from channel noise. However, by using the
fast Fourier transform of the difference signal, calculating the
average noise level and setting a threshold of 3σn for noise
referencing, where σn is the noise variance, the Trojan signal
can be detected. Any unexpected bin (i.e., frequency bins
that do not correspond to the fundamental and its harmonics)
which is above threshold is considered a spectral violation.
For demonstration purposes, the authors in [30] collected 240
data spectra, half of which were Trojan infested. For spectra
without any Trojan activity the maximum number of extra
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Fig. 7: Histogram of spectral violations for spectra with and
without Trojan activity [30].

bins is 3, whereas the corresponding additional bins for the
Trojan infested spectra is much greater, i.e., greater than 380
for all spectra. This is shown in Figure 7. Despite the Trojan
operation at or below the noise level, its activity is clearly
observable through the number of bin violations.

2) Concurrent Hardware Trojan Detection Method: Statis-
tical side-channel fingerprinting methods operate either before
an IC is deployed or, periodically, during idle times, after an
IC is deployed. Therefore, they can be easily evaded by a
hardware Trojan which remains dormant at all times except
during normal operation. To counteract this issue, a concurrent
hardware Trojan detection (CHTD) method which operates
along with the normal functionality of the IC was presented
in [31].

The method checks an invariant property of the circuit and
uses an on-chip one-class classifier to assert a CHTD output
when the invariance is violated. The classifier is trained using
trusted side-channel fingerprints obtained at test time when the
Trojan is dormant. The trained classifier can, then, be used to
examine compliance of runtime observations of the invariant
property, by comparing their footprint in the side-channel
fingerprinting space to the learned boundary. To assess whether
the invariant property is violated or not, two observations are
collected from a single ciphertext bitstream transmission. Each
of the observations consists of k bits, m of which are “1s”. If
the integrated voltage for observations A and B is VA and VB,

Fig. 8: CHTD experimentation platform [31].

respectively, then, the following invariance should always hold
true:

|VA(k,m)−VB(k,m)|= δnoise, (1)

where δnoise represents noise measurements and non-idealities.
If different k and m values are used for the two observations,
the invariance becomes:

|VA · (kA,mA)−VB · (kB,mB)|= δnoise

+ |(mA−mB) ·VC1 +[(kA−mA)− (kB−mB) ·VC0]|, (2)

where VC1 and VC0 is the integrated voltage for a transmission
of a bit equal to “1” and “0”, respectively. Apart from its non-
intrusive performance, CHTD is a self-referencing approach,
which gives the flexibility of choosing different values for
kA, mA, kB, and mB, thus making the design of a hardware
Trojan which can evade the invariant property checking very
difficult for an attacker. Effectiveness of the CHTD method
was verified on the Trojan infested ICs of Section II-A1 and
was demonstrated in [31].

3) Formal Methods: An information flow tracking (IFT)
approach for ensuring data confidentiality in analog/RF de-
signs was recently presented in [32]. The IFT was inte-
grated into an automated proof-carrying hardware intellectual
property (PCHIP)-based framework which was initially used
to enforce information flow policies on digital designs. The
proposed approach, which operates at the transistor level,
converts the netlist of the analog/RF circuitry to a Verilog
representation and, accordingly, uses an automated framework
called VeriCoq-IFT to: (i) automatically convert the Verilog
design to the Coq representation, (ii) generate security property
theorems for preventing sensitive information leakage, and (iii)
construct their proofs [32].

As demonstrated in [32], the method is able to detect
sensitive data leakage from the digital domain to the analog
domain and vice versa, without requiring any modification of
the analog/mixed-signal/RF circuit design flow. This formal
method was applied on the AES UWB tranmitter design
of Section II-A1. Its Verilog netlist was extracted and the
Plaintext and Key signals were annotated with appropriate
sensitivity levels, as shown in Figure 9. The corresponding
sensitivity was also marked, reducing operations in the AES
core. Then, using VeriCoq-IFT, the design was converted
to the formal representation and Coq was used to evaluate
the proof for the security theorem asserting the sensitivity
of the design output. In the Trojan-free case, the proof of
the security property theorem for the output passes in Coq,
attesting that this output never leaks sensitive information,
under the provision that the initial sensitivity values and

Fig. 9: Information leakage path in Trojan-II [32].
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sensitivity-reducing operations were annotated correctly in the
design. The effectiveness of the method was also verified in the
presence of Trojan-I and Trojan-II, wherein the proof did not
pass in Coq. This implies that a possible path exists, through
which sensitive information may leak to the output. Figure 9
shows the information leakage path and the propagated signal
sensitivity levels in the AES UWB design for Trojan-II.

4) Observation of Parasitic Loads: Detection of hardware
Trojans which add some structure to the compromised IC was
recently discussed in [33] for RF circuits. The method is based
on the signature left due to rogue load capacitances. Specif-
ically, stimulus optimization experiments were performed in
a typical cascode low noise amplifier (LNA) and allowed
detection of capacitive loads (due to the presence of hardware
Trojans in the legitimate circuit) in several of the LNA’s
internal nodes.

5) Homotopy Methods: Defense mechanisms that have
recently been applied for detecting multiple operating points
in analog circuits with positive feedback loops are based in
homotopy theory, which has been long used for verification
purposes [34]. Given an analog circuit, the first step towards
identifying Trojan states relies on determining the circuit’s
positive feedback loops. This is achieved by constructing
a directed dependency graph based on its circuit topology.
For example, in the bootstrapped Vt reference circuit of Fig-
ure 10(a), two feedback loops can be identified. These loops
are:

I1→ B→ I2→ A→ I1 (3)
I1→ B→ I2→C→ I1 (4)

Specifically, changes in current I1 flowing through tran-
sistors M4 and M1 affect voltage at node B, which in turn
pushes I2 to change. Thereby, node voltage A is also affected,
which accordingly, impacts I1. Similarly, the second graph is
described by Equation (4). Since only the positive feedback
loops need to be identified, voltage/current dependencies are
annotated with a sign. For example, an increase in the node
voltage A results in a decrease in I1, since A is applied to the
gate of PMOS transistor M4. Therefore the edge A→ I1 in the
top loop of Figure 10(c) receives a “−” sign. After all signs
have been annotated, a positive feedback loop is defined as
a feedback loop which contains an even number of negative
dependencies, whereas a negative feedback loop contains an
odd number of negative dependencies. Therefore, the feedback
loop described by Equation (3) is a positive feedback loop
[23], [24], [35], [36].

After the positive feedback loops have been identified, the
continuation method can be applied to identify presence of
multiple operating states. The method involves the introduction
of a voltage or current source that can be swept to trace
operating points of a circuit other than the desired and can
be viewed as a homotopy approach applied to each positive
feedback loop [37]. The most common approach in the contin-
uation method involves insertion of sources that do not break
any loops in the circuit, thereby circumventing concerns about

Fig. 10: Bootstrapped Vt reference circuit: (a) schematic, (b)
directed dependency graphs, (c) dependence sign for the top
loop, and (d) dependence sign for the bottom loop [23].

Fig. 11: (a) Constant gm reference circuit and (b) I-V curve
from the continuation method [38].

loop loading when a feedback loop is broken. Methods in
which feedback loops are broken can also be used provided
the operating points are not disturbed by breaking the loops
[36], [37]. The continuation method has been demonstrated
in several AMS ICs employing positive feedback loops [20],
[23], [24], [26], [36], [37]. An example of the method is shown
in Figure 11, where a voltage source, VAUG is inserted in
a constant gm reference circuit. When this voltage source is
swept the resulting current plot indicates three operating points
labeled as A, B, and C. The right-most zero-crossing at point
C is the desired one, since at this point VAUG =−0.2V , which
means that all transistors are biased in saturation [38], whereas
operating points A and B correspond to undesired states.

A homotopy-type circuit simulation employing temperature
sweeping can also raise a red flag for the circuit designer, as
has been shown in [21].

Ad-hoc methods for preventing undesired states in analog
ICs are also existent in the literature. Specifically, in [19]
simulation results indicate that by decreasing the width of the
diode-connected transistor M3 in the Inverse Widlar current
mirror of Figure 5(a), the region in which output voltages
overlap, thus resulting in Trojan states, can be eliminated.
Another route for detecting Trojan states in AMS circuits
could be to use formal verification after AMS designs have
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been approximated as purely Boolean models, as in [39],
[40]. However, this has not been investigated so far. The
same holds for [41], wherein a formal-based solution to the
verification of AMS designs was applied in a delta-sigma
modulator, validating its operation with respect to a given set
of properties.

C. Analog Triggers

A key limitation of the AMS Trojan states which were pre-
viously presented stems from the lack of trigger mechanisms
being capable of driving a circuit into an undesired state. So
far, a few analog triggers have been presented in literature and
are discussed below.

1) Capacitors: An analog trigger targeting a digital micro-
processor was demonstrated in [42]. Similar to [16], where
a capacitor of adjustable value is used to leak information
conveyed by a power side-channel, the circuit in [42] employs
capacitors to siphon charge from nearby wires as they transi-
tion between digital values. When the capacitors fully charge,
an attack to a victim flip-flop is staged [42]. The capacitor
performs analog integration of charge from a victim wire while
at the same time being able to reset itself through charge
leakage. Every time the victim wire toggles, the capacitor’s
charge increases and its voltage exceeds a predetermined
threshold voltage. When the trigger input is inactive, the
leakage current gradually reduces the capacitor’s voltage and
eventually stops the trigger output. Operation of the analog
trigger is described in Figure 12.

2) Voltage glitches: Voltage glitches of the power supply
is another trigger mechanism whose impact was shown on a

Fig. 12: Behavioral model of the capacitor-based analog trig-
ger circuit [42].

Fig. 13: (a) BBI effects on CMOS logic (cross sectional view),
and (b) forward BBI effects on VDD and ground nodes [43].

mixed-signal IC consisting of digital logic along with a phase-
locked-loop [44]. Voltage glitches can have devastating effects
in frequency synthesis and can induce large variations in the
output voltage of bandgap references. These voltage glitches
can be produced using body biasing attacks [43]. The body
biasing injection (BBI) method applies high voltage pulses on
the circuit substrate, thereby modifying the capacitive and/or
resistive coupling between the substrate and power supply
or ground, as shown in Figure 13(a). This, in turn, locally
affects the power supply and/or ground voltages, as depicted
in Figure 13(b), and can practically result in large deviations
of power supply voltage values, as has been experimentally
demonstrated in [43]. However, this requires that the packaged
IC needs to be opened, in order to apply a very high and short
substrate bias pulse.

III. AMS/RF IC/IP PIRACY AND COUNTERFEITING

As the complexity of electronic systems has significantly
increased over the past years, the market of reusable IPs
has tremendously grown. As a result, the vast majority of
silicon dice and systems-on-chips currently comprise AMS IP
blocks which are produced by third party companies. Unlike
their digital counterparts, whose security concerns have been
addressed during the last two decades, solutions for protecting
AMS/RF IPs against reverse engineering and theft have only
recently been proposed. The same holds for AMS/RF IP
counterfeiting, which is considered a problem growing in
magnitude [45], [46].

IP piracy scenarios can be staged either in the foundry level,
e.g. through reverse engineering and illegal copying of an IP,
or after the IP has been produced, e.g. claiming ownership
and reselling it as a black box [47]. Reverse engineering can
be performed at the chip-, printed circuit board- and system-
level [48]. Many practical examples of counterfeit ICs with
an increased level of sophistication, typically deployed after
the IC has been produced, have also been reported raising
health and safety concerns [45], [46]. To prevent reverse
engineering, obfuscation-based techniques applied either at the
netlist or at the layout level (camouflaging) have been used to
transform a design into one that is functionally equivalent to
the original but much more difficult to reverse engineer [48],
[49]. Along with obfuscation, logic encryption was recently
introduced to encrypt the functionality of a design and protect
it from malicious insertions by untrusted foundries [8], [50]. IC
ownership and authenticity can be preserved via watermarking
[47], which uniquely encodes the signature of the author both
in the netlist and the physical implementation stages. Finally,
several counterfeit detection methods have been proposed,
which can be classified into physical and electrical inspections,
and aging-based fingerprints [45], [51]. More details on the
above-mentioned existing detection and prevention methods
against reverse engineering and counterfeiting are provided
in [8], [45]–[50]. Despite the extensive effort in the digital
domain, in the AMS/RF domain only a small number of
defenses against piracy and counterfeiting have been reported.
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Fig. 14: AMS IP design flow before and after vulnerability
analysis [52].

Accordingly, existing remedies for AMS/RF piracy and coun-
terfeiting are described below:

A. Vulnerability Analysis
In [52], the authors propose an analysis in order to expose

all vulnerabilities existent in the design of an analog IP.
The methodology aims to identify potential security breaches
in analog IP blocks and has to be performed after the IP
specifications stage rather than after manufacturing, as shown
in Figure 14. The IP block used for demonstrating the method
is an analog block generating a clock signal, which consists
of a bandgap reference, a voltage doubler, and a voltage
controlled oscillator. The sub-functions of each of the sub-
circuits are analyzed and the faults, as well as their signatures,
are identified. Finally, the potential attacks for each of the
faults are evaluated, along with the identifying potential, which
expresses the time and effort required for an adversary to
identify the attack. Once all attacks have been identified,
appropriate countermeasures can be taken by the designer.

B. Split Manufacturing
Split manufacturing was recently proposed to protect ana-

log/RF IPs from reverse engineering at the foundry level [53].
The key idea of split manufacturing is to protect designs by
dividing manufacturing chips into front end of line (FEOL)
and back end of line (BEOL). Accordingly, FEOL and BEOL
layers are fabricated in untrusted and trusted foundries, re-
spectively. The general concept of this method was presented
in a PA design for RF applications. Specifically, the top two
metal layers of the technology were removed from the FEOL.
In such a case, the inductors and capacitors of the PA become
invisible to the attacker. The authors show that even if the
inductor and capacitor positions and sizes can be estimated
through the blank areas that are created, it is difficult to
reverse engineer the chip given the wide range of component
values, bias voltages and operating frequencies. In RF designs,
inductors are placed in metal rings and lower metal layers
inside the rings are removed for performance optimization.
Therefore, the rings themselves may indicate the exact position
and size of the inductors. To counteract this issue, the authors
obfuscate the original design by inserting non-functional rings
and creating empty zones. The empty blocks in the layout
increase performance overhead; however, this can be alleviated
if the designers consider security in the early design stages.

C. AMS IP Watermarking
To protect AMS IP ownership, a layout watermarking

method was proposed in [54], [55]. This method uses an

algorithm to parse the layout netlist and sort transistors one
level at a time, based on their type (NMOS or PMOS), width,
shortest distance to input, and shortest distance to output.
The outcome of the search algorithm, whose pseudocode is
provided below, is a uniquely ordered list of transistors.

Algorithm 1 Pseudocode for ordering transistors [54]
Make a dummy transistor
Connect it to all of the inputs of the circuit
Add the dummy transistor to the FIFO queue
while queue is not empty do

De-queue the next transistor
if it is not marked visited then

for the set of successor transistors do
if any are matched then

group them together
rank by channel type, width and distance to output

end if
if any are indistinguishable then

treat as matched
add the ordered transistors to the FIFO queue
append them to the final sequential array

end if
end for
Mark the current transistor visited

end if
end while

Once this list has been created, the owner generates the
watermark he/she wants as a seed for a pseudo-random number
generator. The bits which are generated from the random
function form a long bitstream that can be aligned with
the stream of uniquely sorted transistors. The bitstream is
embedded by fingering the transistors depending on the bit
that aligns with each transistor. A bit value of “1” or “0”
corresponds to an even or odd number of fingers, respectively.
Using this method a design entity A, having a netlist A can
prove ownership of an IP against a design entity B, having a
netlist B. The IP owner can look into the nodes of the ordered
array of netlist B and generate bitstream B, corresponding
to the odd or even number of transistor fingers. The owner
who has two bitstreams, A and B, can measure the degree of
correlation between them. Unless the design entity B generates
the correct seed for bitstream B, the design entity A can
claim that B has stolen the layout. This technique has been
effectively applied to a two-stage Miller operational amplifier.
The watermarked layout suffered only 0.25% increase in the
chip area.

D. AMS Counterfeit Protection

Analog ICs are among the 5 most counterfeited parts
[56]. However, only a few protection mechanisms against
counterfeiting have been reported. In [57], protection against
recycled analog ICs was achieved using statistical methods,
such as one-class classifiers and degradation curve sensitivity
analysis. Typical test results from production early failure rate
analysis, such as minimum supply voltage (Vmin), quiescent
current (Iddq), and maximum oscillation frequency (Fmax) were
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used as parametric measurements for evaluating both meth-
ods. Results were demonstrated in a fully differential folded
cascode operational amplifier designed in a 45nm technology
node, showing that both methods were able to achieve 100%
correct classification between brand new and recycled devices.
Recently, low-cost, on-chip ring oscillators were used for
protecting ICs against recycling [58]. It is likely that such
an approach can be also applicable in AMS/RF ICs.

IV. LIMITATIONS OF EXISTING WORK

After over a decade of intense research efforts by numerous
groups around the world, the objective of ensuring trustwor-
thiness of digital ICs is a fairly well-understood and quite
mature topic. Indeed, a large number of alternative threat
scenarios, as well as detection and/or prevention methods,
have been experimentally evaluated, often using actual silicon
measurements. On the other hand, the operational complexity
and the continuous-domain characteristics of AMS/RF ICs,
have served as challenges which have limited the commu-
nity’s collective understanding, modeling and mitigating of
security risks in the AMS/RF domain. Among the most notable
contributions in this domain, we pinpoint the effectiveness of
hardware Trojans in modifying the RF front-end of crypto-
graphic ICs to steal sensitive information, which has been
experimentally demonstrated in silicon. In the AMS world, the
key contribution to date is the demonstration of innate Trojan
states, which may potentially result in undesired operating con-
ditions. A few concepts of analog triggers, which have mostly
been used to compromise digital circuits, and a few protection
mechanisms against analog IP theft and reverse engineering
complete the picture of the rather limited literature on this
subject matter. Moving forward, a number of limitations in
existing studies need to be addressed in order to raise our
understanding of the problem to the next level and lead to
breakthroughs in this area. For example:

• In AMS circuits, security implications have only been
shown in a few basic analog blocks; moreover, all of the
relevant work is based on simulations. While simulations are
informative, demonstration and evaluation through actual
silicon implementation is needed for drawing definitive
conclusions.

• How an AMS circuit can be triggered to enter an undesired
state and what the payload of such a Trojan state might
be, other than circuit malfunction or denial of service,
should be further investigated and better understood. Most
of the current incarnations are either too simplistic or too
unrealistic to be considered a real threat.

• Trojan-agnostic, systematic and generalizable
detection/prevention methods need to be developed
for AMS/RF ICs, rather than the current ad-hoc solutions.
While this is inherently difficult in the analog domain, it is
nevertheless important in order to facilitate automation and
development of pertinent metrics.

• Formal methods for protecting AMS/RF ICs are still at
their infancy and are urgently required. While analog formal

verification has made great strides recently, its findings have
yet to be applied in the security domain.

V. CONCLUSION

Despite the objective difficulties imposed by the contin-
uous domain, the research community has realized that the
security and trustworthiness risk is increased by AMS/RF
ICs which may be the weakest link of an electronic system.
Accordingly, there is a surge of activity in this area, seeking
to develop security and trust solutions for AMS/RF ICs and
IPs. Nevertheless, an extensive research effort, spearheaded by
governmental and/or industrial support akin to that enjoyed by
the digital domain over the last decade, has yet to materialize
and is urgently needed in order for security and trustworthiness
solutions for AMS/RF ICs and IPs to become up to par with
their digital counterparts.
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