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ABSTRACT
Statistical side channel fingerprinting is a popular hardware
Trojan detection method, wherein a parametric signature
of a chip is collected and compared to a trusted region in
a multi-dimensional space. This trusted region is statisti-
cally established so that, despite the uncertainty incurred
by process variations, the fingerprint of Trojan-free chips is
expected to fall within this region while the fingerprint of
Trojan-infested chips is expected to fall outside. Learning
this trusted region, however, assumes availability of a small
set of trusted (i.e. “golden”) chips. Herein, we rescind this
assumption and we demonstrate that an almost equally ef-
fective trusted region can be learned through a combination
of a trusted simulation model, measurements from process
control monitors (PCMs) which are typically present either
on die or on wafer kerf, and advanced statistical tail model-
ing techniques. Effectiveness of this method is evaluated us-
ing silicon measurements from two hardware Trojan-infested
versions of a wireless cryptographic integrated circuit.

Categories and Subject Descriptors
B.8.1 [Integrated Circuits]: Performance and Reliabil-
ity—Reliability, Testing, and Fault-Tolerance

General Terms
Algorithms, Design, Security

Keywords
Hardware Trojan, Golden Chip, Side-Channel Fingerprint-
ing, Wireless Cryptographic IC, Process Control Monitor

1. INTRODUCTION
Over the last decade, the problem of hardware Trojans

in manufactured integrated circuits (ICs) has been a topic
of intense investigation by academic researchers and govern-
mental entities alike [1, 9]. Hardware Trojans are malicious
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modifications introduced in a manufactured IC, which can
be exploited by a knowledgeable adversary to cause incor-
rect results, steal sensitive data, or even incapacitate a chip.
Given the sensitive nature of applications wherein hardware
Trojan-infested ICs may be deployed, developing detection
methodologies has become paramount. Indeed, traditional
test methods fall short in revealing hardware Trojans, as
they are geared towards identifying modeled defects and,
therefore, cannot reveal unmodeled malicious inclusions.

While various hardware Trojan detection approaches have
been explored in the literature, statistical side-channel fin-
gerprinting has been among the most heavily investigated
ones. Starting with the global power consumption-based
method presented in [2] and the path delay-based method
introduced in [7], constructing fingerprints of ICs based on
side-channel parameters and using these fingerprints to sta-
tistically assess whether an IC is contaminated by a hard-
ware Trojan or not became a popular direction. Indeed, nu-
merous researchers in the hardware trust area developed this
idea further by using various side-channel measurements,
including power supply transient signals [14, 15], leakage
currents [11], regional supply currents [3], temperature [6],
wireless transmission power [8], as well as multi-parameter
combinations thereof [10, 13].

The underlying premise of these methods is that hardware
Trojans will distort the side-channel parametric profile of an
IC, even if they do not alter its functionality. While for a
well-designed hardware Trojan this distortion is minute and
carefully hidden within the design margins allowed for pro-
cess variation, it is systematic; therefore, statistical analysis
should be able to identify the presence of additional struc-
ture in the side-channel fingerprint of an IC and, thereby,
reveal the Trojan. Accordingly, assuming availability of a
representative set of trusted (i.e. “golden”) ICs, a classifier
(e.g. neural network, support vector machine, etc.) can be
trained to learn the boundary separating Trojan-free and
Trojan-infested chips in the side-channel parametric space,
as shown in Fig. 1.

Reliance on a set of “golden” chips, however, has always
been the Achilles’ heel of statistical side-channel fingerprint-
ing methods in the eyes of their critics. Indeed, access to a
trusted foundry facility, even if simply for producing a low
volume of “golden” chips, is typically of prohibitive cost, if
at all available. Moreover, the parametric profile of devices
produced by a trusted foundry will most likely differ from the
parametric profile of devices produced in another facility for
the same technology node, even within the same company.
An alternative method for obtaining access to trusted chips



is through advanced imaging and painstaking reconstruction
of its netlist through image processing methods [4]. Besides
requiring expensive equipment and tedious effort, however,
such methods often need to perform destructive de-layering
of an IC to reach high accuracy in contemporary nodes.

Herein, we investigate an alternative approach to gain-
ing access to a “golden” IC population for the purpose of
learning the classification boundary. Similar to most side-
channel fingerprinting methods, our attack scenario assumes
that the culprit is at the foundry. Therefore, a trusted
Spice-level simulation model of the circuit is available. Nev-
ertheless, as we will show experimentally, the straightfor-
ward solution of learning the classification boundary from
synthetic parametric fingerprints obtained via post-layout
Monte Carlo circuit simulations is doomed to failure, even
when enhanced through advanced tail modeling methods.
Indeed, since Spice models are updated infrequently, there
is bound to be a discrepancy between the statistics of the
simulation model and the actual statistics produced by the
foundry process. In other words, an anchor point in actual
fabricated silicon is necessary in order to learn an accurate
and effective classification boundary.

To this end, we propose to utilize the Process Control
Monitors (PCMs) which typically exist either on the wafer
kerf (i.e. the area in-between die) or on the die for process
characterization and monitoring purposes. PCMs (a.k.a e-
tests) are simple circuit structures for measuring fundamen-
tal parameters of the fabricated silicon, which reflect the op-
erating point of the fabrication process. As such, they can
provide the silicon anchor point needed to establish an ac-
curate classification boundary from simulation data. Specif-
ically, we propose to first learn the relation between PCMs
and side-channel fingerprints through non-linear regression
models built using Monte Carlo Spice-level simulation data.
At the same time, we propose to measure the PCMs of the
devices under Trojan test (DUTTs) and to use them along
with a kernel mean matching method in order to calibrate
the simulation PCM data to the foundry operating point
that produced these devices. The learned regression models
can then be used to obtain a synthetic trusted fingerprint
population from the calibrated simulation PCM data. Fi-
nally, we propose to enhance the synthetic trusted finger-
print population data through advanced tail modeling meth-
ods, and to use this enhanced population to learn the classi-
fication boundary, which will be used to decide whether the
measured fingerprints of the DUTTs reflect Trojan-free or
Trojan-infested ICs.

At first glance, this proposition may appear to simply shift
the need for a core root of trust from“golden”ICs to“golden”
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Figure 1: Statistical side-channel fingerprinting

PCMs. In other words, one might argue that a resourceful
and determined attacker can fiddle with the PCMs, just like
he/she would with the IC, to throw the proposed method
off. This, however, is not as simple as it may sound; there
are a couple of fundamental differences which we would like
to highlight. First, PCMs are very simple structures which
are shared across most designs implemented on a given tech-
nology node and which are thoroughly scrutinized for yield
learning and process monitoring purposes. Any systematic
modification of PCMs will result in deviation from expected
parametric measurement statistics and is bound to trigger
action by process engineers. Second, even if an attacker
was able to hide the PCM modification within the process
variation margin, there exists no systematic method for en-
suring that such a modification would bring the fingerprints
of Trojan-infested devices within the trusted region, since
PCMs and side-channel fingerprints are functionally inde-
pendent. In short, modifying PCMs is a much more difficult
and riskier endeavor than inserting hardware Trojans, mak-
ing the “golden” PCM requirement of the proposed method
far more plausible than “golden” ICs.

The remainder of this paper is organized as follows: in
Section 2, we introduce the details of the proposed method.
In Section 3, we demonstrate its effectiveness using simula-
tion data and silicon measurements from a Trojan-free and
two Trojan-infested versions of a wireless cryptographic IC
which we designed and fabricated for this study. Conclu-
sions are drawn in Section 4.

2. OVERVIEW OF PROPOSED APPROACH
Our approach consists of three stages: pre-manufacturing,

silicon measurement, and Trojan test. These three stages are
presented in detail in this section.

2.1 Pre-manufacturing stage
Pre-manufacturing stage involves Spice-level Monte Carlo

simulation of n “golden” devices, subject to process varia-
tion. Let ~mp = {mp,1, . . . ,mp,np} denote the np-dimensional
PCM measurement vector and ~m = {m1, . . . ,mnm} denote
the nm-dimensional side-channel fingerprint vector, where
np and let nm are the considered number of PCMs and side-
channel fingerprints, respectively. Based on the n samples
obtained by the Monte Carlo simulation, we can learn non-
linear regression functions to map the PCM measurement
pattern ~mp to the values of each side-channel fingerprint of
interest mj , j = 1, . . . , nm. In particular, we train nm re-
gression functions gj : ~mp 7→ mj , as shown in Fig. 2. These
non-linear regression functions implicitly learn the unknown
underlying dependency between ~mp and all mj using statis-
tical data analysis.

In parallel, we also use the nm-dimensional side-channel
fingerprint vectors produced by the Spice-level Monte Carlo
simulation of n golden devices to train a one-class classifier.
Specifically, we establish a classification boundary B1 to en-
close the trusted n devices, as shown in Fig. 2. DUTTs are
then considered Trojan-free if their side-channel fingerprint
is inside the boundary and Trojan-infested otherwise.

Such a simplistic and straightforward boundary, however,
suffers from two major weaknesses: (i) Monte Carlo simu-
lation produces few devices at the tails of the distribution,
which is the area that matters the most when trying to es-
tablish a classification boundary, and (ii) it has no anchor
point in silicon and cannot reflect the process shifts that
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Figure 2: Pre-manufacturing stage

have taken place between the creation of the Spice simula-
tion model and the current operating point of the foundry.

In order to address the first weakness, we can employ ad-
vanced tail modeling methods. For example, we can esti-
mate the kernel density function (KDE) f̂(~m) and, subse-
quently, use it to generate an arbitrarily large volume of en-
hanced synthetic data, in order to accurately reflect the tails
of the distribution f(~m). Tail modeling and enhanced syn-
thetic data generation is discussed in detail in Section 2.5.
Based on the enhanced synthetic dataset of side-channel fin-
gerprints, we can again use a one-class classifier to learn an
improved classification boundary B2, as shown in Fig. 2.

2.2 Silicon measurement stage
The enhanced trusted boundary B2 may better model the

tails of the Spice-generated distribution of devices, yet it
still suffers from the discrepancy between the Spice param-
eter values and the actual silicon values, as produced by
the operating point of the foundry when the DUTTs are
fabricated. One way to address this limitation is to pre-
dict the golden side-channel fingerprints ~m′ from a set of
PCM measurements ~m′p taken from the actual fabricated
devices, through the non-linear regression functions learned
from the simulation data, i.e. m′ = g(~m′p). As discussed
in the introduction, PCM measurements ~m′p are unlikely to
be targeted by an attacker, hence considering PCMs as the
core root of trust is a more realistic assumption than re-
quiring “golden” ICs. Thus, the PCMs of Trojan-free and
Trojan-infested chips under the same process variation will
be generated from the same distribution, whereas their side-
channel fingerprints may exhibit different behavior. Based
on the predicted m′, we can then construct a more realistic
classification boundary B3, as shown in Fig. 3.

However, the PCM samples of the DUTT silicon data ~m′p
used to learnB3 may be very limited and their values may be
centered at the mean values or reflect only a narrow portion
of the distribution, especially when chips are from the same
fabrication lot. In order to obtain PCM samples that better
reflect the actual distribution, we propose to utilize the PCM
samples obtained from the Monte Carlo simulation described
in the previous section, along with a mean shifting method
which will calibrate them to the silicon PCM data measured
on the DUTTs.

To do this, we first compute ~m′′p which denotes mean
shifted value of PCM measurements ~m′p from Monte Carlo
simulation using a kernel mean matching (KMM) method.
The details of KMM are discussed in Section 2.4. Note that
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Figure 3: Silicon measurement stage

~m′′p will have a wider-spread distribution as compared to ~m′p,
since the number of Monte Carlo simulated devices can be
much larger than the DUTT population. Once ~m′′p is com-
puted, we can again use learned regression functions to gen-
erate side channel fingerprint samples, i.e. m′′j = gj(~m

′′
p), on

which a one-class classifier can be trained to learn a further
improved classification boundary B4, shown in Fig. 3.

As a last improvement, we can again address the afore-
mentioned limitation of Monte Carlo simulation through tail
modeling. Specifically, we can estimate the probability den-
sity function f̂(~m′′) and generate a large volume of new syn-
thetic side-channel fingerprints from m′′, which will enhance
the tails of the distribution f̂(~m′′), as described previously.
Using the tail-enhanced synthetic side-channel fingerprint
samples, we can train a one-class classifier to outline the
trusted region for the DUTTs, as shown by the boundary
B5 in Fig. 3.

2.3 Trojan test stage
Once the classification boundary outlining the trusted re-

gion in the side-channel fingerprint space is established, test-
ing for Trojans is a simple application of the traditional
side-channel fingerprinting method shown in Fig. 1. The
only difference is that the classification boundary has not
been learned through “golden” ICs but rather through the
sequence of steps outlined above.

For any of the above classification boundaries B1 through
B5, we can evaluate their effectiveness in detecting Trojan-
infested devices by computing False Positive (FP) and False
Negative (FN) rates. For a particular device, let the indica-

tor functions I
(i)
1 /I

(i)
2 be equal to ‘1’ if the predicted outcome

of the i-th device is Trojan-free/Trojan-infested while the ac-

tual device is Trojan-infested/Trojan-free, and let I
(i)
1 /I

(i)
2

be equal to ‘0’ otherwise. Then the overall FP and FN rates
are defined as:

FP =

N∑
i=1

I
(i)
1 (1)

FN =

N∑
i=1

I
(i)
2 (2)

where N is the number of DUTTs.



2.4 Kernel mean matching
When the regression functions gj : ~mp 7→ mj are learned,

the input observation ~mp is obtained from the input distri-
bution p(~mp), while the corresponding mj is drawn from
the conditional distribution p(mj |~mp). For these regres-
sion functions to be effective, the underlying assumption is
that p(~mp) remains the same between training samples and
the actual DUTTs. However, when p(~mp) changes between
training and testing, training data will not accurately reflect
the testing data, due to what is known as covariate shift.

To overcome this problem, we use kernel mean match-
ing (KMM) [5] to re-weight the training set. KMM infers
the importance weight directly by non-parametric distribu-
tion matching between the training set and the testing set,
without estimating the probability density function of these
sets. KMM works by minimizing the discrepancy between
the means of the importance-weighted training and testing
sets in a reproducing kernel space.

The objective function is given by the difference of the
two empirical means:

‖ 1

ntr

ntr∑
i=1

βiΦ(~mtr
p,i)−

1

nte

nte∑
i=1

βiΦ(~mte
p,i)‖2 (3)

where ntr is the number of training samples, and nte is the
number of testing samples, subject to

βi ∈ [0, B] and | 1

ntr

ntr∑
i=1

βi − 1 |≤ ε

where B > 0 and ε > 0 are tuning parameters, and Φ are
the mapping functions. The quadratic problem to find a
suitable β becomes:

min
1

2
βTKβ − κTβ (4)

where Kij = k(~mtr
p,i, ~m

tr
p,j), κi = (ntr/nte)

∑ntr
j=1 k(xtri , x

te
j )

and k is the kernel function. Interested readers are referred
to [5] for more details on the KMM method.

2.5 Tail modeling & synthetic data generation
In order to generate a large volume of synthetic data which

accurately reflect the distribution of trusted side channel fin-
gerprints, we use non-parametric kernel density estimation
(KDE). This method relies on the estimation of the densi-
ties f(~m), using the available observations ~mi, i = 1, · · · ,M ,
whereM is the number of available samples used to build the
density. We do not make any assumption regarding its para-
metric form (e.g. normal). Instead, we use non-parametric
KDE, which allows the observations to speak for themselves.
The kernel density estimate is defined as [16]

f̂(~m) =
1

M × hd
M∑
i=1

Ke(
1

h
(~m− ~mi)) (5)

where h is a parameter called bandwidth, d = nm is the
dimension of ~m, and Ke(t) is the Epanechnikov kernel

Ke(t) =

{
1
2
c−1
d (d+ 2)(1− tT t) if tT t < 1

0 otherwise
(6)

and cd = 2πd/2/(d · Γ(d/2)) is the volume of the unit d-
dimensional sphere. The kernel density estimate can be in-
terpreted as the normalized sum of a set of identical kernels
centered on the available observations for the 1-dimensional
case. The bandwidth h corresponds to the distance between

the center of the kernel and the kernel’s edge, where the
kernel’s density becomes zero.

In this work, we use an adaptive version of (5). In partic-
ular, we allow the bandwidth h to vary from one observation
~mi to another, allowing larger bandwidths for the observa-
tions that lie at the tails of the distribution. The adaptive
kernel density estimate is defined as [16]

f̂α(~m) =
1

M

M∑
i=1

1

(h · λi)d
Ke(

1

h · λi
(~m− ~mi)) (7)

where the local bandwidth factors λi are defined as

λi = {f̂(~mi)/g}−α, (8)

f̂(~mi) is the pilot density estimate given in (5), g is the
geometric mean

log g = M−1
M∑
i=1

log f̂(~mi) (9)

and α is a parameter which controls the local bandwidths.
The larger the α, the larger the diagnostic measurement
space where the density f̂(~m) is nonzero.

Once the probability density f̂(~m) is estimated, we can

easily sample f̂(~m) to generate a large volume of new syn-
thetic data sn = {~m1, . . . , ~mM′},M ′ � M . The generated
synthetic data set Sn will better reflect the distribution tails.

3. EXPERIMENTAL RESULTS

3.1 Experimentation platform
The proposed method is evaluated using a wireless cryp-

tographic IC as our experimentation platform. The digital
part of the circuit consists of an Advanced Encryption Stan-
dard (AES) core and a serialization buffer, while the analog
part is an Ultra-Wide-Band (UWB) transmitter. This cir-
cuit takes a plaintext as an input, encrypts it using AES
with a key that is stored on the chip, serializes the cipher-
text and passes it on to the UWB, which transmits it in
blocks of 128 bits over a public channel. More details re-
garding this platform can be found in [12].

In total, 40 chips were fabricated using TSMC’s 350nm
technology. Each of these chips hosts a Trojan-free and two
different Trojan-infested versions of the design. In total, we
have 40 × 3 = 120 devices, of which 40 are Trojan-free and
80 are Trojan-infested. The Trojan-infested devices leak the
AES encryption key by hiding it in the wireless transmis-
sion power amplitude/frequency margins allowed for process
variations, while ensuring that the device continues to meet
all of its functional specifications. Specifically, along with
each 128-bit ciphertext, the 128 bits of the AES are leaked
by modulating the amplitude or the frequency of each ci-
phertext bit transmission based on the value of the leaked
AES key bit: when the leaked key bit is ‘1’, the ampli-
tude/frequency is left unaltered, while when the leaked key
bit is ‘0’, they are slightly increased. These Trojans have
been shown to be extremely powerful and capable of leak-
ing the key to an attacker who knows what to listen for on
the public channel, while evading all traditional manufac-
turing test methods. Nevertheless, statistical side-channel
fingerprinting, where the transmission power of the “golden”
ICs is used to establish a classification boundary, is able to
perfectly separate the Trojan-infested from the Trojan-free



Figure 4: Visualization of side-channel fingerprints of fabricated Trojan-free and Trojan-infested devices,
along with generated datasets S1 through S6 from which classification boundaries B1 through B5 are learned.

populations [12]. This result sets the stage for assessing the
effectiveness of the proposed method, which does not rely
on “golden ICs” to learn the boundary.

In our experiment, we use nm = 6 side-channel finger-
prints, namely the measured output power when transmit-
ting 6 randomly chosen 128-bit ciphertext blocks, encrypted
with a randomly chosen key, over the public wireless chan-
nel. Also, as a proxy for on-die PCMs, we use np = 1 delay
measurement on a simple digital path, which we included on
our chip for silicon characterization purposes.

3.2 Dataset generation & visualization
In order to learn the classification boundaries B1 through

B5 which were introduced in Section 2, we use the post-
layout extracted circuit netlist and the actual fabricated de-
vices to generate the following data sets S1 through S5:

(1) S1 is a 100 × 6 matrix containing 100 Trojan-free
golden samples of the 6 side-channel fingerprints, obtained
by Monte Carlo simulation: S1 = [~m1, . . . , ~m100]T.

(2) S2 is a 105 × 6 matrix containing 105 tail-enhanced
synthetic data generated from S1 using KDE, as described
in Section 2.5: S2 = [~m1, . . . , ~m105 ]T.

(3) S3 is a 120×6 matrix containing the 6 predicted side-
channel fingerprints from the 120 fabricated devices: S3 =
[~m′′1 , . . . , ~m

′′
120]T. S3 is predicted from actual PCM measure-

ments on the 120 fabricated devices, using non-linear regres-
sion functions g(~m′p) as described in Section 2. In this work,
Multivariate Adaptive Regression Splines (MARS) were used
to train the regression models.

(4) S4 is a 100 × 6 matrix containing 6 predicted side-
channel fingerprints from shifted 100 PCM measurements
obtained by Monte Carlo simulation: S4 = [~m′1, . . . , ~m

′
100]T.

KMM was used to obtain the 100 shifted PCM measure-
ments ~m′p, followed by an application of the learned non-
linear regression functions g(~m′p), in order to generate S4.

(5) S5 is a 105 × 6 matrix containing 105 tail-enhanced
synthetic data, generated from S4 using KDE, as described
in Section 2.5: S5 = [ ~m′1, . . . , ~m′105 ]T.

To gain insight regarding the structure of the generated 6-
dimensional datasets S1 through S6, we perform a Principal
Component Analysis (PCA) on each of them and we project
the generated population on the top three principal compo-
nents, as depicted in Fig. 4(a)-(f). In the first of these plots,
blue squares indicate the measured side-channel fingerprints
of the 40 fabricated Trojan-free devices, while green x’s and
black triangles represent the measured fingerprints of the
80 fabricated Trojan-infected devices (with modulated am-
plitude and modulated frequency, respectively). In each of
the subsequent five plots, purple circles represent the side-
channel fingerprint population of devices in sets S1 through
S5, respectively. These purple dot datasets are subsequently
used to learn the classification boundaries B1 through B5,
which were introduced in Section 2. In our case, a 1-class
Support Vector Machine (SVM) is used for this purpose.

3.3 Results & observations
Table 1 shows the effectiveness of the 5 boundaries B1

through B5 in correctly classifying the 40 Trojan-free and
80 Trojan-infested devices based on their side-channel fin-
gerprint. For each of the five boundaries, we report the false
positive (FP) and false negative (FN) metrics, which were
defined in Equations 1 and 2, respectively.

As can be observed, learning the trusted boundary di-
rectly from Monte Carlo simulation results in a very poor
identification accuracy, as shown in the first line of Table
1. While all Trojan-infested devices are indeed classified as
such, so are all the Trojan-free devices, signifying that the
learned classification boundary is significantly off with re-
spect to the process. The situation remains unchanged even
after enhancing the synthetic population with the KDE-
based tail modeling method, as can be observed in the sec-
ond line of Table 1. This observation can be further ex-
plained by Fig. 4(b) and (c), where the purple dots repre-
senting the “golden” samples from which the classification
boundary is learned are cleanly separable from the Trojan-
infested devices, shown by green x’s and black triangles, but



Table 1: Trojan detection metrics for each data set

Data set used to FP FN
train the trusted region

S1 0/80 40/40
S2 0/80 40/40
S3 0/80 24/40
S4 0/80 18/40
S5 0/80 3/40

do not encompass any of the Trojan-free devices, shown by
blue squares. This inefficiency is mainly due to the pro-
cess shift and the discrepancy between the Spice simulation
model and the actual silicon.

The situation improves significantly when using the clas-
sification boundary B3, which is learned through the actual
PCM measurements of the fabricated devices, from which
the “golden” fingerprints of dataset S3 are derived using the
regression functions learned on the simulation data. Indeed,
while all 80 Trojan-infested devices continue to be correctly
classified, so are 16 out of the 40 Trojan-free devices, as
can be observed in third line of Table 1. The partial over-
lap between the purple dots and the blue circles in Figure
4(d) intuitively supports this result. The results improve
even further when the classification boundary B4 is em-
ployed, learned on the population S4 which is the result of
using KMM to calibrate the PCM measurements obtained
via Monte Carlo simulation to the actual silicon operation
points, as reflected in the silicon PCM measurements of the
fabricated devices. In this case, while correctly classifying
all 80 Trojan-infested devices, boundary B4 also classifies
correctly 22 out of the 40 Trojan-free devices, as can be ob-
served in fourth line of Table 1. The improved partial over-
lap between the purple dots and the blue circles in Figure
4(e), as compared to Figure 4(d), supports this result.

Finally, when the classification boundary B5 is learned
using the “golden” fingerprint dataset S5, which is enhanced
through the proposed KDE-based tail modeling method, its
effectiveness becomes comparable to the boundary learned
from the actual “golden” ICs. Indeed, as can observed in
the last line of Table 1, all Trojan-infested devices are cor-
rectly classified and all except three Trojan-free devices are
also correctly classified. The almost complete overlap of the
purple dots with the blue squares and the clean separation
from the green x’s and black triangles, as shown in Fig.
4(f), corroborates the effectiveness of the proposed method
in detecting hardware Trojans through side-channel finger-
printing without relying on “golden” ICs.

4. CONCLUSIONS
While statistical side-channel fingerprinting has been among

the favorite hardware Trojan detection methods, it has long
been criticized for its reliance on a set of trusted“golden”ICs
from which the classification boundary is learned. Herein,
we demonstrated that this requirement can be revoked with
minimal impact on the quality of the learned classification
boundary. Indeed, as theoretically discussed and experimen-
tally demonstrated on silicon measurements from a Trojan-
free and two Trojan-infested versions of a wireless crypto-
graphic IC, an almost equally effective trusted region can
be learned through a combination of a trusted simulation
model, silicon measurements from PCMs, and advanced sta-
tistical tail modeling techniques.
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